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1. Introduction

The emergence of the Leeds GP Confederation as a members organisation and provider of services in the Leeds Health and Social Care sector has brought great opportunities for delivery of primary care services at scale. As a result, there are increased risks relating to the obligations of care providers to protect the information of those who use services and are cared for in primary care services in Leeds. 

This framework agreement has been developed to formalise the measures that the Leeds GP Confederation and its members will take to mitigate these risks and to provide assurance to their patients and respective organisations that we will comply with the law and protect their information, and ensure that our joint use of their information and information systems complies with the law. 

When in force, this Agreement shall serve as a framework for managing risks to Information Governance and provide assurance to all parties that clinical information systems are being used appropriately, legally, and within the rules that have been agreed. 

This framework agreement is made up of 4 parts:

a) An overarching framework agreement which sets out the principles and rules that will be followed when the care delivered to a population stretches across different provider organisation clinical information systems (Clause 5)

b) A Data Processing Agreement to govern the processing of data on individual GP Practice clinical information systems by Confederation employed or Confederation managed/hosted staff (Clause 6)

c) A Data Sharing Agreement to govern access to individual GP Practice DATIX incident reports by Confederation employed or Confederation managed/hosted staff (Clause 7)

d) A Registration Authority Services Agreement to govern the management of smartcard access to GP Practice clinical information systems (Clause 8)

A Hosted Services Agreement is also included to govern the use of the Confederation clinical information system by GP Practice staff and Primary Care Network based staff employed by of managed/hosted by GP Practices (Appendix i). 

1. Objectives

1. 
2. 
The objectives of this Agreement are to:
(a) ensure service user rights are respected and to minimise the risk of breaking the law; 
(b) secure public and partner trust by ensuring that legally required safeguards are in place and complied with;
(c) define the policies and processes that GP Practices and the Confederation will employ to protect their patients’ information;
(d) set out the way in which clinical information systems will be used to deliver care services at scale;
(e) provide a framework for the secure management of information including Patient Confidential Data; and
(f) harmonise and support the policies and procedures of each partner organisation regarding the security and confidentiality of data

1. Purpose, Scope and Governance

3. 
This document is an Agreement between the Leeds General Practice Confederation, its member practices, and other practices commissioned by NHS Leeds Clinical Commissioning Group.
This Agreement applies to the delivery of any and all services provided by the Leeds GP Confederation on behalf of its members or other parties, services delivered by Primary Care Networks or practices which are supported by the resources and/or infrastructure of the Confederation.
This Agreement is specifically designed to support the delivery of Confederation-hosted services and to support shared or integrated delivery of services where it is necessary for the safe, effective care of the individual service user.
This Agreement is intended to mitigate the risks associated with delivering services at scale and where care pathways extend outside of individual practices or provider organisations. 
This Agreement is intended to assure the Confederation, its member practices and other parties, that patient information and information systems are used appropriately, securely and in accordance with the law. 
This Agreement is supplemented by the policies, procedures and guidelines of the partner organisations.  	 
This Agreement is owned by the signatory parties. 
The Quality, Performance and Finance Committee of the Leeds GP Confederation will be responsible for ensuring that this framework agreement is fit for purpose, and for reviewing it every 12 months.
All signatories are responsible for communicating any concerns about the agreement to the Leeds GP Confederation.
Parties to the Agreement

4. 
The following are parties to this Agreement:
The Leeds General Practice Confederation (‘the Confederation’).
The Primary Care Practice delivering primary medical services under a GMS/PMS/APMS contract with NHS Leeds Clinical Commissioning Group (‘the Practice’).
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Framework Agreement and Principles

5. 
In the furtherance of activities within the scope of this agreement, the Confederation agrees to the following: 
The Confederation will comply with the law and relevant national guidance in all aspects of Data Protection including but not limited to: 
General Data Protection Regulation 2016 
Data Protection Act 2018
Human Rights Act 1998
Privacy and Electronic Communications Regulations 2003
Health and Social Care (National Data Guardian) Act 2018
The Confederation will comply with Information Governance Framework and policies and will publish these to its members and the public
The Confederation will maintain a suite of policies and procedures to ensure Information Governance of a high standard including;
Information Governance Policy and Framework
Confidentiality Code of Practice 
Data Protection Policy
Freedom of Information Procedure
Individual Rights and Subject Access Request Procedure
Information Handling Policy
Network Security Policy
Records Management Policy
The Confederation will ensure that all staff employed by the Confederation who access GP Clinical Information Systems and Confederation systems are appropriately trained, and managed in line with Confederation policies. 
The Confederation will ensure that staff comply with the law and Confederation policies when accessing GP Clinical Information Systems.
The Confederation will report any incidents, complaints or concerns from patients involving the use of GP Clinical Information Systems to the GP Practice concerned in a timely manner and work with GP Practices to investigate and resolve them.
The Confederation will ensure that it meets the minimum standards for Information Governance as set out in the DSP Toolkit.
The Confederation will maintain registration with the Information Commissioner’s Office.
The Confederation will audit access to the Confederation Clinical Information System quarterly and take any remedial action needed arising from the audit. 
The Confederation will require that all GP Practice-based staff who have access to the Confederation Clinical Information System comply with Confederation policies relating to its use. 
The Confederation will ensure that members of staff with Smartcard Registration Authority access to their Clinical Information System use this authority lawfully and in accordance with Confederation policy.
The Confederation will maintain a Business Continuity Plan to assure the continuation of Confederation Hosted Service in the event of adverse incidents or disaster.
In the furtherance of activities within the scope of this agreement, the Practice agrees to the following: 
The Practice will comply with the law in all aspects of Data Protection and relevant national guidance including but not limited to: 
General Data Protection Regulation 2018 
Data Protection Act 2018
Human Rights Act 1998
Privacy and Electronic Communications Regulations 2003
Health and Social Care (National Data Guardian) Act 2018
The Practice will ensure that their staff who access the Confederation Clinical Information System comply with Confederation policies. 
The Practice will delegate Registration Authority to the Confederation to assign appropriate smartcard profiles to clinical staff who require access to their Clinical Information System to provide their patients with care. 
The Practice will ensure that it meets the minimum standards for Information governance set out in the DSP Toolkit.
The Practice will maintain registration with the Information Commissioner’s Office.
The Practice will ensure that their privacy notice includes:
Details of how their data is stored on the Confederation Clinical System for the purpose of providing services at scale.
Details of how their data is processed by Confederation staff for the purpose of providing care in extended access services.
The Practice will work with the Confederation to investigate and resolve any incidents, complaints or concerns from patients regarding Confederation delivered or hosted services or infrastructure.
Information Governance Standards
An objective of this agreement is to provide assurance that all parties will work to the same level of information governance standards.
This is measured through the annual self-assessment audit against the service-specific standards set out in the Data Security and Protection Toolkit or equivalent standard. Non-compliant organisations will have their access revoked and would be required to have formal discussions regarding access. 
In particular, to support the Framework including the Data Processing and Information Sharing agreements, it is the responsibility of each partner to: 
Identify a named individual(s) who takes responsibility for this Agreement on behalf of the partner organisation;
Identify a named individual to act as the organisation’s central point of contact to support the operation of Confederation information systems;
Have procedures and policies in place to ensure:   
Staff (including temporary staff, agency staff, secondee’s, contractors, students, placements and volunteers) who have access to Confed systems have been trained and understand their legal and contractual duties for the protection and use of confidential information; 
Organisational and technical security measures to protect the integrity, confidentiality and reliability of information on Confederation information systems e.g. via documented access controls, contracts of employment, codes of conduct, information governance policies and education and training programmes;
Information is of a quality fit for the purpose for which it is to be used; including being complete, accurate and up to date, otherwise  any decision based on the information may be flawed and inappropriate actions may result;
Policies and procedures are in place to detect, report, investigate and manage personal data breach incidents[footnoteRef:1], which include provisions for informing the Information Commissioner’s Office and the data subject(s) as appropriate; [1:  The Independent Information Governance Review Panel recommended the term “personal data breach incident” to be used as the standard term for health and social care services to cover ‘data losses’, ‘personal data breaches’ and ‘information governance serious incidents’ etc. See Glossary.] 

Appropriate Human Resources procedures are in place to deal with staff responsible for a personal data breach incident  and all staff are made fully aware of those procedures;
Procedures are in place and published to deal with individual service user’s rights i.e. procedures for dealing with requests for access to personal data, right to information, right to object to certain data sharing, queries and complaints.
Data Processing Agreement

6. 
This Data Processing Agreement forms part of the Framework Agreement between the Confederation (the Data Processor) and the Practice (the Data Controller), which together will be referred to as ‘the Parties’.
 The Practice acts as a Data Controller.
The Practice instructs the Leeds GP Confederation to act as a Data Processor for the purposes of delivering Direct Care to registered patients of the Practice. The Practice instructs the GP Confederation to process data as required to fulfil its duties as defined in the EXTENDED ACCESS Contract.
The Parties seek to implement a data processing agreement that complies with the requirements of the current legal framework in relation to data processing and with the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).
The Parties wish to lay down their rights and obligations.
IT IS AGREED AS FOLLOWS:
Definitions and Interpretation
Unless otherwise defined herein, capitalized terms and expressions used in this Agreement shall have the following meaning:
"Agreement" means this Data Processing Agreement and all Schedules;
"Personal Data" means any Personal Data Processed by a Contracted Processor on behalf of the Practice pursuant to or in connection with the Principal Agreement;
"Contracted Processor" means a Subprocessor;
"Data Protection Laws" means EU Data Protection Laws and, to the extent applicable, the data protection or privacy laws of any other country;
"EEA" means the European Economic Area;
"EU Data Protection Laws" means EU Directive 95/46/EC, as transposed into domestic legislation of each Member State and as amended, replaced or superseded from time to time, including by the GDPR and laws implementing or supplementing the GDPR;
"GDPR" means EU General Data Protection Regulation 2016/679;
"Data Transfer" means:
a transfer of Company Personal Data from the Practice to a Contracted Processor; or
an onward transfer of Personal Data from a Contracted Processor to a Subcontracted Processor, or between two establishments of a Contracted Processor,
in each case, where such transfer would be prohibited by Data Protection Laws (or by the terms of data transfer agreements put in place to address the data transfer restrictions of Data Protection Laws);
"Services"	means	
The services provided by the Data Processor to, or on behalf of the Practice. "Subprocessor" means any person appointed by or on behalf of Processor to process Personal Data on behalf of the Practice in connection with the Agreement.
The terms, "Commission", "Controller", "Data Subject", "Member State", "Personal Data", "Personal Data Breach", "Processing" and "Supervisory Authority" shall have the same meaning as in the GDPR, and their cognate terms shall be construed accordingly.
Processing of Personal Data
Processor shall:
comply with all applicable Data Protection Laws in the Processing of Personal Data; and
not Process Personal Data other than on relevant instructions by the Practice.
Processor Personnel
Processor shall take reasonable steps to ensure the reliability of any employee, agent or contractor of any Contracted Processor who may have access to the Personal Data, ensuring in each case that access is strictly limited to those individuals who need to know / access the relevant Personal Data, as strictly necessary for the purposes of the Principal Agreement, and to comply with Applicable Laws in the context of that individual's duties to the Contracted Processor, ensuring that all such individuals are subject to confidentiality undertakings or professional or statutory obligations of confidentiality.
Security
Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Processor shall in relation to the Company Personal Data implement appropriate technical and organizational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1) of the GDPR.
In assessing the appropriate level of security, Processor shall take account in particular of the risks that are presented by Processing, in particular from a Personal Data Breach.
Subprocessing
Processor shall not appoint (or disclose any Personal Data to) any Subprocessor unless required or authorized by the Practice.
Data Subject Rights
Taking into account the nature of the Processing, Processor shall assist the Practice by implementing appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Practice obligations, as reasonably understood by Practice, to respond to requests to exercise Data Subject rights under the Data Protection Laws.
Processor shall:
promptly notify the Practice if it receives a request from a Data Subject under any Data Protection Law in respect of Personal Data; and
ensure that it does not respond to that request except on the documented instructions of the Practice or as required by Applicable Laws to which the Processor is subject, in which case Processor shall to the extent permitted by Applicable Laws
inform the Practice of that legal requirement before the Contracted Processor responds to the request.
Personal Data Breach
Processor shall notify the Practice without undue delay upon Processor becoming aware of a Personal Data Breach affecting Personal Data, providing the Practice with sufficient information to allow the Practice to meet any obligations to report or inform Data Subjects of the Personal Data Breach under the Data Protection Laws.
Processor shall co-operate with the Practice and take reasonable commercial steps as are directed by the Practice to assist in the investigation, mitigation and remediation of each such Personal Data Breach.
Data Protection Impact Assessment and Prior Consultation
Processor shall provide reasonable assistance to the Practice with any data protection impact assessments, and prior consultations with Supervising Authorities or other competent data privacy authorities, which the Practice reasonably considers to be required by article 35 or 36 of the GDPR or equivalent provisions of any other Data Protection Law, in each case solely in relation to Processing of the Practice Personal Data by, and taking into account the nature of the Processing and information available to, the Contracted Processors.
Deletion or return of Personal Data
The Processor shall promptly and in any event within 10 business days of the date of cessation of any Services involving the Processing of the Practice Personal Data (the "Cessation Date"), delete and procure the deletion of all copies of those Personal Data.
Audit rights
The Processor shall make available to the Practice on request all information necessary to demonstrate compliance with this Agreement, and shall allow for and contribute to audits, including inspections, by the Practice or an auditor mandated by the Practice in relation to the Processing of Personal Data by the Contracted Processors.
Information and audit rights of the Practice only arise to the extent that the Agreement does not otherwise give them information and audit rights meeting the relevant requirements of Data Protection Law.
Data Transfer
The Processor may not transfer or authorize the transfer of Data to countries outside the EU and/or the European Economic Area (EEA) without the prior written consent of the Practice. If personal data processed under this Agreement is transferred from a country within the European Economic Area to a country outside the European Economic Area, the Parties shall ensure that the personal data are adequately protected. To achieve this, the Parties shall, unless agreed otherwise, rely on EU approved standard contractual clauses for the transfer of personal data.
Confidentiality. 
Each Party must keep this Agreement and information it receives about the other Party and its business in connection with this Agreement (“Confidential Information”) confidential and must not use or disclose that Confidential Information without the prior written consent of the other Party except to the extent that:
disclosure is required by law;
the relevant information is already in the public domain.
Notices. 
All notices and communications given under this Agreement must be in writing and will be delivered personally, sent by post or sent by email to the address or email address set out in the heading of this Agreement at such other address as notified from time to time by the Parties changing address.



Information Sharing Agreement

7. 
Agreement
The agreement is made between the Confederation and the Practice to govern the sharing of information stored on the DATIX© Incident Management system.
The Practice agrees to share information with the Confederation inasmuch as the Confederation complies the arrangements for sharing as set out in this agreement.
The Practice instructs the Confederation to process data held on the Practice on the DATIX© Incident Management System.
Principles
Data should be processed by the Confederation when it is needed for the safe and effective care of the individual.
Parties this Information Sharing Agreement will follow the principles listed in clause 5 of the Leeds GP Confederation Data Security and Protection Framework Agreement.
The Purpose(s) for Information Sharing 
Information should be processed between the Leeds GP Confederation and the Practice between whom their is a legitimate relationship where it is necessary for the purpose of the “direct care” of patients registered with the Practice.
 “Direct care” is defined as a clinical, social, or public health activity concerned with the prevention, investigation and treatment of illness and the alleviation of suffering of individuals (all activities that contribute to the diagnosis, care and treatment of an individual) [footnoteRef:2]. [2:  Health and Social Care Information Centre Confidentiality Guidance for Health and Social Care - references ] 

The Types of Information to be processed.
7.1.1 
Only information contained within the DATIX® Incident Management System will be processed. 
Only Information that is necessary, relevant and proportionate to the direct care purpose will be processed.
The GP Confederation will only process data required to effectively and safely manage the services which it provides to registered patients of the Practice including the management of incidents and serious incidents which occur during the delivery of these services, which are logged on the system by GP Confederation staff, Practice staff, or any other staff involved in the delivery of services provided by the GP Confederation. 
Patient Confidential Data will not be processed or shared
Data within the system must be anonymised or pseudonymised as appropriate;
The GP Confederation and the Practice should follow the principles in clause 5 of the Leeds GP Confederation Data Security and Protection Framework Agreement in training staff to only record the information required on the DATIX® Incident Management System which is required to effectively and safely manage incidents and serious incidents
Restrictions on the use of Information 
All information that is processed must only be used where it is necessary, relevant and proportionate for the purpose specified in this agreement. 
Exceptions to this are only applicable when the disclosure is mandated by statute or regulation, under the instructions of a court or via obtaining the explicit consent of the service user. 
Any further uses made of this data will not be covered by the Agreement and will be in breach of the Agreement and at risk of being unlawful. This would be managed in accordance with each partner organisations local incident management policies and procedures.  
Access to information
Authorised Staff 
Access to the DATIX© system will be provided to health and social care professionals and their teams involved in the provision of direct care to service users and controlled in accordance with NHS Leeds CCG Governance Team access policies and procedures.
The GP Confederation will manage the user access management procedures, including liaising with the CCG to facilitate the registration and de-registration of access, on behalf of the Practice. 
Requests for Access Information
The procedure for managing requests for information, including requests made under the Freedom of Information Act 2000, will be documented and managed using the GP Confederation FOI Procedure (Appendix v).
Data Protection Legislation 
Data Controllers
In the terms of the GDPR a Data Controller works alone, jointly or in common with other data controllers, depending on the circumstances of the data processing activity[footnoteRef:3]. [3:  DPA Part 1 Section 4(4)] 

Each Health and Social Care partner is an individual Data Controller and is alone legally responsible for ensuring their processing of PCD is done fairly and lawfully in compliance with data protection legislation. 
Any processing of personal data undertaken by a Data Controller and their staff, is undertaken in their own right and each Data Controller party to this Agreement is not liable for the actions of another. 
Data Processor
The Practice is a Data Controller in respect of the personal data held about their patients.
The GP Confederation acts as the Data Processor in respect of their duties in the management of incidents which occur in the services they provide, and the management functions outlined in this document.
Article 28 & 32 GDPR 
Article 32 of the GDPR requires an assessment to ensure that the appropriate level of security is applied to the processing of data, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.
In particular, where a Data Controller enters into an arrangement with a Data Processor to process personal data on their behalf, that arrangement must be supported by a written contract. Article 28 of the GDPR states processing by a processor shall be governed by a contract or other legal act under Union or Member State law, that is binding on the processor with regard to the controller and that sets out the subject-matter and duration of the processing, the nature and purpose of the processing, the type of personal data and categories of data subjects and the obligations and rights of the controller. That contract or other legal act shall stipulate, in particular, that the processor:
processes the personal data only on documented instructions from the controller, including with regard to transfers of personal data to a third country or an international organisation, unless required to do so by Union or Member State law to which the processor is subject; in such a case, the processor shall inform the controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest;
ensures that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality; 
takes all measures required pursuant to Article 32 of the GDPR;
taking into account the nature of the processing, assists the controller by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the controller’s obligation to respond to requests for exercising the data subject’s rights laid down in Chapter III of the GDPR;
assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 of the GDPR, taking into account the nature of processing and the information available to the processor;
at the choice of the controller, deletes or returns all the personal data to the controller after the end of the provision of services relating to processing, and deletes existing copies unless Union or Member State law requires storage of the personal data;

makes available to the controller all information necessary to demonstrate compliance with the obligations laid down in this Article and allow for and contribute to audits, including inspections, conducted by the controller or another auditor mandated by the controller.
With regard to point (vii), the processor shall immediately inform the controller if, in its opinion, an instruction infringes this Regulation or other Union or Member State data protection provisions.
Information Sharing Agreement
All parties agree to uphold the common law duty of confidentiality, the GDPR and Human Rights Act 1998 and ensure information is shared fairly, lawfully and responsibly in accordance with the Caldicott Principles and NHS Confidentiality Code of Practice.
All parties agree to publish this agreement in addition to other fair processing information to support openness and transparency.[footnoteRef:4]   [4:  Fair processing is a requirement of the first DPA principle (fair and lawful).] 

All parties agree to work together to establish and implement technical and organisational policies and procedures that support the sharing of information in accordance with this Agreement.  
Responsibility for this Agreement
Each partner takes responsibility for ensuring the application of the terms and conditions of this Agreement within their organisation.
The Quality, Finance and Performance Committee will take responsibility for ensuring the overall management of this Agreement, including its continual monitoring, revision and updates.
Additional supporting materials, such as policy, procedure or subsequent amendments to this Agreement will only be approved by the Quality, Performance and Finance Committee following consultation with all signatory partner organisations and issued as agreed supplementary appendices.
This Agreement will be subject to a formal annual review by the Quality, Performance and Finance Committee, taking into consideration:
non-compliance issues with this Agreement, logged and reported by any party (including complaints arising from information sharing);
non-compliance with any supplemental policies, procedures and guidelines, logged and reported by any party (including complaints arising from information sharing); 
any general difficulties encountered in applying this Agreement, logged and reported by any party.
An earlier review may be necessary to take changes in the law and/or national policy into account. 



Smartcard Registration Authority Agreement 

8. 
Introduction
A Registration Authority (RA) is the governance framework within which NHS organisations can register individuals as users of the NHS Care Records Service and other services - maintaining the confidentiality and security of patient information at all times.
Registration is the process by which users who require access to Smartcard-enabled IT applications are authenticated (proven who they are beyond reasonable doubt) and authorised (enabled to have particular levels of access to particular patient data and systems). 
Local NHS England Regional Teams are responsible for commissioning local ‘Registration Authorities’ (RAs) services. 
Aims
This agreement aims to set out the framework within which the Leeds GP confederation will work with the Practice to ensure that Registration Authority processes, including the granting of RA sponsor roles and other smartcard access profiles to staff who care for their patients, are sufficient to ensure access to medical records is controlled and limited to the purpose of providing direct care.
Scope
This policy must be followed by all staff who work for or on behalf of the Leeds GP Confederation, or the Practice including those on temporary or honorary contracts, secondments, volunteers, pool staff, Governing Body members, students and any staff working on an individual contractor basis or who are employees for an organisation contracted to provide services to the Practice.  The policy is applicable to all areas of the organisation and adherence should be included in all contracts for outsourced or shared services. There are no exclusions.
Accountability and Responsibilities
There are a number of key information governance roles and bodies that the GP Confederation has in place as part of its Information Governance Framework, these are:
The Executive
Quality Performance and Finance Committee
Caldicott Guardian
Head of Governance
Information Asset Owner/Administrator
Heads of Service/department
All employees

Responsibilities of the GP Confederation
The GP Confederation is responsible for ensuring that any staff acting on its behalf and working in the capacity of RA Sponsor for the Practice works according to the provisions set out in clause 5 of the Leeds GP Confederation Data Security and Protection Framework Agreement. 
The GP Confederation will follow the operating procedures set out in Appendix xii to obtain RA Sponsor status for any staff working on its behalf. 
Agreement
All parties agree to uphold the principles and provisions of this agreement and those listed in clause 5 of the Leeds GP Confederation Data Security and Protection Framework Agreement. 
All parties agree to support the other in delivering care to registered patients of the Practice, subject to the provisions of this agreement and the service contracts held by the Leeds GP Confederation. 


Signatures 

This Agreement shall be signed on behalf of each party by its Caldicott Guardian. 

This Agreement will be published in accordance with the terms of the Freedom of Information Act 2000. 

This Agreement may be executed in counterparts, each of which shall be deemed to be an original document but all of which taken together shall constitute one single agreement between the Parties.

On behalf of the Leeds GP Confederation the following authorised signatories agree to the terms set out in this Agreement:

Name: Dr Ruth Burnett

Designation: Medical Director, Caldicott Guardian

Signature:  							Date: 

Organisation Address: The Leeds GP Confederation, 2nd Floor Stockdale House, Leeds, LS6 1PF

The following person will act as the organisation’s central point of contact for matters concerning this Agreement:

Name: Simon Boycott, Head of Development and Governance

Contact details: The Leeds GP Confederation, 2nd Floor Stockdale House, Leeds, LS6 1PF
Email: simon.boycott@nhs.net
Telephone: 0113 843 0785

On behalf of the Practice the following authorised signatories agree to the terms set out in this Agreement:

Name: 

Designation: 

Practice: 

Signature: 						Date: 

Practice Address: 

The following person will act as the organisation’s central point of contact for matters concerning this Agreement:

Name and Designation: 

Contact details: 
Email: 
Telephone: 



Appendix i. Hosted Services Agreement 

Arm’s Length Hosted Service Agreement 

This is an agreement between the [insert name of PCN] Primary Care Network and Leeds GP Confederation for Arm’s Length Hosting of Hub Services on Leeds GP Confederation Clinical System.
This agreement is to enable Networks to set up and manage Network services or shared booking rotas considered outside the Extended Access remit and may include initiatives such as shared wound care clinics, shared visiting rotas, shared pharmacy clinics for AF or Frailty, shared Carer clinics, shared clinics to support QIS work streams.  
Roles and Responsibilities 
Primary Care Network: 
· Initiating within reasonable timeframe discussion with Confed Ops team re new staff, clinics and roles and organising set-up meeting
· Application forms completed and send to Confed for Network staff and any new staff member needing to hold clinic on Hub
· Nominating staff for management of rotas – signed agreement
· Organising suitable training for any staff using rotas on hub – through GP Confed team
· All arrangements relating to the access to Network clinical systems for staff who need to access patient records and all responsibilities as part of this including IG responsibilities  - see process for full details
· Ongoing management of rotas for Network specific services/clinics
· Informing GP Confed colleagues of any changes to staff roles – leavers for Hub Quarterly or sooner
· Ensuring that each practice in the PCN who will access the Clinical System has signed the Leeds GP Confederation Data Security and Protection Framework Agreement
GP Confederation Ops team responsibilities 
· Meet with Network for set up discussion and advice and where needed adding new USER for rota
· Training for staff to ensure competency around managing rotas on hub
· Training for staff holding rotas on Hub on general navigation and operation
· Adding appropriate staff to hub with appropriate access rights – timely 
· Removal of admin rights where Network communicated leaver etc
· Ensuring compliance of Staff with the Leeds GP Confederation IG Policy and Framework
Primary Care Network nominated Rota manager/s with additional GP Federation Hub rights
Name:  _____________________________________________________________________
Job role: ____________________________________________________________________
Smartcard UUID :  ____________________________________________________________
Employing practice/org:   ______________________________________________________ 
Already has Hub access:  Yes /No – Authorising practice if Yes _________________________
(If No – standard Hub paperwork is also needed)
Training session with GP Confederation Ops staff held:  Yes/No/Planned for:_____________
Name:  _____________________________________________________________________
Job role: ____________________________________________________________________
Smartcard UUID :_____________________________________________________________
Employing practice/org: _______________________________________________________ 
Already has Hub access:  Yes /No – Authorising practice if Yes _________________________
(If No – standard Hub paperwork is also needed)
Training session with GP Confederation Ops staff held:  Yes/No/Planned for:_____________

The [insert name of PCN] Primary Care Network agrees to the formal nomination and roles as outlined in this agreement and understands that this can be reviewed/revoked if the Agreement is not fully complied with by either Network or GP Confederation.
Primary Care Network Locality Manager:
Signed : _____________________________________________________________________
Name: ______________________________________________________________________
Date: _______________________________________________________________________



Arms Length Hosted Services Arrangements between GP Confederation and PC Network to offer clinics on Hub: Process

Initial set up: The Network agrees to an initial consultation conversation with colleagues from GP Confederation Ops team either face to face or over telephone to ensure that any proposed new Branches, new clinic types or roles, rotas and slot types are agreed as appropriate with the GP Confederation Operational Team at earliest opportunity before new projects/staff begin: (for example new OT project, new shared wound care clinic, ) this is an opportunity to ensure naming and use of Branches rotas and slot types does not cause confusion and set up is considered from citywide perspective.  Booking of training session for staff operating for Network can be agreed at this meeting.
Nominated Staff for rota management: The Primary Care Network has a nominated staff member/s (listed in agreement who will take responsibility for publishing and maintaining locally owned rotas and this staff member has a training session with GP Confederation Hub colleagues to ensure they understand the Hub set-up, configuration, limitations and restrictions at the point that their access is granted/extended.  This staff member had additional access rights to hub including amending and publishing rotas.
Hub Access Application Process: The Network enrols any new clinical staff member/s who needs access to the booking platform onto the Hub using the standard GP Confed IG forms and providing required IG documentation. – this part is enabled by GP Confederation staff as per normal procedure for a new staff member being able to book and view appointments on Hub.
Network Staff Operating clinics on the Hub:  The staff member if not already inducted into the GP Confed Hub is booked a training session with GP Confed Ops team to ensure they understand the different process around navigating the Hub compared to standard S1 units, the branch set up and have appointment set up configured with bookmarks, the process for arriving and marking patients as seen in rotas.
Practice Clinical System access for Shared Network clinical staff:  The Network takes full responsibility for ensuring any Network staff operating shared clinics have access to the required practice level units to be able to see patients booked onto the Hub with appropriate access to the full clinical record– they do this with the agreement of Network practices and take responsibility for: 
· enabling smartcard access and advising on appropriate staff roles at practice level 
· configuring templates/clinical trees for staff
· ensuring access works correctly at each unit before clinics are published.
· Ensuring clinical staff are appropriately trained in use of any practice clinical system  (This may include booking staff onto Staff training on basic S1/EMIS use which is available through normal CCG Channels.  See Data Quality team).
· Ensuring documents in place as evidence of IG training and maintaining adequate record of Network staff and forms / agreements / IG training dates etc – recommended spreadsheet fields attached to be held at Network level.
· Ensuring any staff leaving Network roles are communicated to GP Confederation for removal from Hub and Network practices at earliest opportunity
· Picking up any IG issues, complaint and overseeing IG compliance and any investigation into IG breeches.
Rotas and Appointments : the Network maintains all rotas for Shared network clinics outwith the Extended Access provision,   is responsible for the cancelling or amending of any clinics and cascading such information to Network practices 
Non Standard NHS roles:  The Network agrees NOT to propose any staff member on behalf of the Network without recognised NHS role for access to the GP Confederation hub appointment system through the standard process.  Requests to add staff roles which are not traditionally NHS roles such as  ie DWP Colleagues, Carers Leeds, Healthy Lifestyle Services –must be made through a separate proposal with decisions on granting access to the Hub made on a case by case basis with the opportunity for agreement at Leeds Extended Access Steering board.  Alternative solutions to granting these staff access may be proposed including providing staff with a specific clinic list rather than full access to the Hub.
Recommended -spreadsheet to be maintained by Primary Care Network for IG Audit Purposes
· Shared staff names
· Staff role in network
· Smartcard number
· GP Confed Hub Access Y/N
· Network practice access – listed practices
· Nursing PIN where applicable
· Employment and DBS responsibility (ie Practice name/confed??/other org etc)
· IG Certficate checked and on record
· Date IG training due for renewal
· Start date Network role
· Leave date and any notes – including practice and GP confed notification
Documents to be held at Network level:
· IG certificates - copy
· IG form for Hub/other units - copy
· DBS if employed at Network level – or understanding of employee practice/org responsibility 
· Staff References if employed at Network level – or understanding of employee practice/org responsibility
Also recommended:
Standard Operating Procedure or MoU for services/clinics held at Network level such as Wound Care clinics including procedures around sickness and absence reporting and escalation, criteria for appts and allocation, expectation of clinic continuity in event of cancellation, host practice responsibilities  etc
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Appendix xi. Registration Authority Services Supporting Information

General Practices can use the following list to find their local RA contact: 
List of RA contact details 

Where information is missing or incorrect you may obtain RA contact information from your local NHS England Regional Team 

RA standards and processes:
 
National RA operating guidance was published by HSCIC to assist local NHS England teams and LPCs to ensure that RAs are meeting appropriate standards. 
Although the RA has ultimate responsibility for smartcards matters, most day to day smartcard management ca be carried out by the Practice using the Care Identity Service (CIS). 

NHS Digital has produced comprehensive guidance for users in relation to this tool. 

Smartcard Roles in General Practice 

There are several reasons for Smartcard use in General Practice, many of which will facilitate general use of the General Practice Clinical System and allow staff members to access the Clinical System. 

Appropriate ‘roles’ are applied to Smartcards so General Practice team members can carry out the tasks and duties relevant to their job. 

In addition, there are two roles that can be assigned to a General Practice staff members’ Smartcard so they can help other General Practice team members with Smartcard matters. 

Both roles are slightly different and each ‘role’ controls what a General Practice team member can do and what they can see. The intention is to preserve patient safety and confidentiality. 

These roles are: 
Local Smartcard Administrator (LSA): A LSA can use the Care Identity Service (CIS) to assist with unlocking and renewing a Smartcard. 

Sponsor: A Sponsor can use CIS to assist with unlocking and renewing a Smartcard. In addition, they can raise a request to have a new member of General Practice staff registered for a smartcard and raise a request to change a role. 

Becoming an LSA/Sponsor 
LSA’s/Sponsors require: 
a functioning Smartcard
two Smartcard readers at the Sponsor’s General Practice premises
understanding of the responsibilities and obligations involved; 
appropriate training 
RA approval. 

Sponsor responsibilities 
Familiarity with: 
Care Identity Service (CIS) 
Roles: Be familiar with the different types of access profiles / CIS positions to approve, and how to support other processes associated with cards. 
Scope of their sponsor role: Understand which user registrations they can support within the scope of the authority granted to them 
Local RA methods: Be aware of the method the local RA use to follow national guidelines and requirements. Sponsors will work with their local RA to maintain access to NHS CRS compliant systems within their area of responsibility consistent with the NHS Confidentiality Code of Practice and Care Record Guarantee. 
Temporary Access Card arrangements. 

Identity checks by Sponsors 

Sponsors must be assured of the identity for users they sponsor. 
The sponsor needs to be assured that the user’s identity has been confirmed beyond reasonable doubt and that the user requires the level of access requested and need to confirm with that the individual requires the requested level of access. 

Care Identity Service (CIS) 
The software system used to administer Smartcards is known as the Care Identity Service (CIS). 

Uses 
It is used to apply the appropriate level of access to General Practice staff (and other healthcare professionals) who need access to clinical systems by issuing them with an individual Smartcard and the appropriate role on that Smartcard. The system can also be used to unlock and renew Smartcards, update passcodes and the General Practice staff contact details. 
Local Smartcard Administrators, Sponsors and other RA staff, for example, the RA Manager, RA Agents, RA Agents Advanced (who will predominantly sit at the RA Service Provider Organisation) will also use CIS to administer card matters. 

Using the CIS can be selected from NHS Spine Portal: (Smartcard required). 
NHS Digital has produced comprehensive guidance for users in relation to this tool. 

Settings 
Where you cannot access the Spine portal, this may relate to software/Java settings and therefore IT helpdesk should be contacted (e.g. their IT department if they have one, and/or their system supplier) to ensure their system is setup to run CIS as well as all of the other programmes the General Practice will need. 

Prerequisites 
The Practice network has to be configured to allow access to the NHS Spine Portal. Therefore, systems have to be able to connect with the following Spine Portal IP addresses: 

https://portal.national.ncrs.nhs.uk/portal
https://portal2.national.ncrs.nhs.uk/portal
https://uim.national.ncrs.nhs.uk/portal
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Information Governance Policy and Framework

Executive summary

The NHS is in a state of considerable change, with new legislation and guiding
frameworks being implemented in 2018. To ensure this is undertaken effectively for all
patients and staff, the Confederation is implementing this policy, based on Department
of Health (DH) guidelines and Data Protection (DP)-related law.

From 25 May 2018 the main piece of legislation is the EU General Data Protection
Regulation (GDPR). This has been complemented with domestic legislation, which is the
Data Protection Act 2018 (DPA).

This policy sets out the strategic IG agenda for the Leeds GP Confederation. It relies
strongly on a risk-based approach to the identification of Information Assets (IA) and
ownership of such IAs by Information Asset Owners (IAO) through a robust Information
Management (IM) programme.
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Information Governance Policy and Framework

1. Introduction

Information is a vital asset clinically and for the efficient management of services,
resources and performance. It is therefore important that an appropriately robust policy
framework is in place. Information Governance (IG) stipulates the way in which
information, particularly in an NHS environment, how Personal Confidential Data (PCD)
should be handled. IG also enables the Confederation to ensure that all confidential
information is dealt with legally, securely and efficiently, in order to deliver the best
possible care to its patients.

2. Definitions
Personal Confidential Data is:

e Personal information about identifiable individuals, which should be kept private.

e The Data Protection (DP) legislation definition of personal and special
categories of data, adapted to include those who have passed away (see next
two paragraphs for definitions).

e Information ‘given in confidence’ and ‘that which is owed a duty of confidence’.!

Under the new DP legislation Personal Data is defined as:

Any information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an

online identifier or to one or more factors specific to the physical, physiological, genetic,

mental, economic, cultural or social identity of that natural person.

And Special Categories of Personal Data is defined as:

Racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation.®

3. Aims and Objectives

To ensure good practice across the Confederation there are robust IG processes in
place to support the successful local implementation of national legislation and
guidance:

An annual IG audit.

Oversight by the healthcare regulator, the Care Quality Commission (CQC).
A mandatory training and awareness programme.

A staff Confidentiality Code of Conduct, distributed to all staff.

A robust plan to communicate Confidentiality and DP to Data Subjects.

An Information Asset Management (IAM) and Business Continuity (BC)
programme.

! Independent Information Governance Oversight Panel (2013), Information: To Share or Not to Share, p.130.
% General Data Protection Regulation, Article 4(1).
% General Data Protection Regulation, Article 9(1).
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¢ An Information Risk Management (IRM) programme.

e Data Protection Impact Assessments (DPIA) for new projects and proposals.

e Robust Information Security (I1S), Cyber Security and User Access Controls.

e Safe Haven processes to ensure data is safely transmitted and received.

e Systematic Records Management processes.

Robust IG clauses in third party contracts.

Clarity on the legalities of processing data and the use of consent.

Robust Information Sharing processes.

Assurance on the transfer of PCD (Personal Confidential Data) outside the UK.
Data Quality Assurance.

Subject Access Requests (SAR), allowing subjects to view and check their
information.

e Clarity on the disclosure of information to the police.

e Robust processes for the reporting and analysis of information-related incidents.

4. Responsibilities

All staff employed by the Leeds GP Confederation must work in concordance with the
Leeds Safeguarding Multi-agency Policies and Procedures and local guidelines in
relation to any safeguarding concerns they have for service users and the public with
who they are in contact.

Everyone within the Confederation has a level of IG responsibility:

The Executive: The Executive is ultimately responsible for ensuring the IG function is
addressed.

Chief Executive: The individual with overall accountability for IG within the Confedertion
is the Accountable Officer, the Chief Executive. The role provides assurance, through a
Statement of Internal Controls, that all risks to the organisation, including those relating
to information, are effectively managed and mitigated.

Senior Information Risk Owner: The (SIRO) is the chief Executive with overall
responsibility for the organisation’s Information Risk Management. The SIRO also leads
and implements the IG risk assessment and advises the Board on the effectiveness of
Information Risk Management (IRM) across the organisation.

Caldicott Guardian: The Caldicott Guardian is the Medical Director, this is an advisory
role and has responsibility for protecting the confidentiality of patient information and
ensuring it is shared appropriately and securely.

Head of Information Governance & Data Protection Officer: The Head of Information
Governance & Data Protection Officer has the leadership function for 1G, maintaining the
confidence of patients, staff and the public, through advice and guidance on the creation
of robust and effective mechanisms and assurance processes to protect and
appropriately handle PCD. This includes ensuring that the Confederation is fully
compliant with all 1G-related legislation and that the Confederation meets statutory and
mandatory obligations for 1G through development of strategy and implementation of IG
policies and procedures.
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Information Security Manager: A role held by the Head of Information Technology, it
provides advice on all aspects of Information Security (1S). Their assessment of IS risks,
threats and advice on controls contributes significantly to the effectiveness of the
Confederation’s information security. The role holder is required to hold a formal IS
qualification.

Information Asset Owners (IAOs): The SIRO is supported by IAOs. The role of an IAO
is to understand what information is held, how it is used, who has access and why for
information systems under their responsibility. Consequently they can understand and
address risks to the IAs they own and to provide assurance to the SIRO on their security
and use, including the creation of System Level Security Policies.

Information Governance Group (IGG): IGG has representatives from across the
Confederation and is responsible for overseeing the implementation of the Information
Governance Policy and Framework also the annual IG assessment. The Group also
reviews and approves IG-related documentation. The Group meets as a sub-committee
of the Finance, Performance & Quality Committee and reports to the Audit Committee
and through that to the Executive. IGG has a key function to monitor and review IG
incident trends and guide overarching remedial action to those trends.

Directors, Managers and Supervisors: All managers have a responsibility to promote
this policy and enable good IG practice within their areas. They must promote that
national and local IG standards are upheld within their department and advising all staff
of their 1S, confidentiality and data quality responsibilities and supporting planned
evaluation / audit of IG tasks, and implementing necessary actions. They also have a
responsibility to liaise with IG support where necessary regarding issue and/or incidents
of concern.

All staff: Staff have responsibility to abide by their legal, professional ethical and
contractual responsibilities for IG related issues, regardless of their position, and
whether directly employed or not. They must also comply with the most up-to-date
version of this policy and other Confederation IG policies / procedures, and undertake
annual IG mandatory training.

5. Overarching Legislation and Principles

A range of components fall under IG as it overlaps Clinical Governance and is a subset
of Corporate Governance. The National Data Guardian Review on Data Security,
Consent and Opt-outs® outlines the National Data Security Standards, which the
Confederation must adopt. Local implementation of the National Data Security
Standards is supported by compliance with the Data Security and Protection Toolkit
(DSPT), which replaces the 1G Toolkit in April 2018.

In its management of PCD, the Confederation complies with Data Protection Act 2018
and Caldicott Principles. Under the new law, PCD must be processed in line with six
principles:

*https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/535024/data
-security-review.PDF
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Fairly, lawfully and transparently.

For specified purposes.

Using the minimum amount necessary.
Accurately.

For only as long as it is needed.
Securely

oA wWNE

Individuals (Data Subjects) also have rights under the new legislation to:

1. Information about how their information is being processed. The
Confederation addresses this by ensuring a layered approach to informing data
subjects how their information is used, including posters, pamphlets and service-
level leaflets.

2. Access to their personal information.

3. Rectification when information is wrong. Any request for rectification will be
assessed on a case by case basis using the precedent of the Confederation’s
developing experience of the new legislation, along with relevant case law.

4. Be forgotten, when it is appropriate. In healthcare, information needs to be
retained for care and medicolegal purposes, rendering this right largely exempt.
Any request to be forgotten will be assessed on a case by case basis using the
precedent of the Confederation’s developing experience of the new legislation,
along with relevant case law.

5. Restrict processing. Data Subjects may request that the Confederation hold
only sufficient Personal Data about them, but not process it any further. Any
request for restriction of processing will be assessed on a case by case basis
using the precedent of the Confederation’s developing experience of the new
legislation, along with relevant case law.

6. Data portability. This allows Data Subjects to obtain and reuse their information
across different services. In healthcare there are not expected to be many
requests, as much information is available as a SAR. Any request for portability
of data will be assessed on a case by case basis using the precedent of the
Confederation’s developing experience of the new legislation, along with
relevant case law.

7. Object to processing. This allows the Data Subject to object if they do not
believe the use of their information is legitimate. Any request to object will be
assessed on a case by case basis using the precedent of the Confederation’s
developing experience of the new legislation, along with relevant case law.

8. Appropriate decision-making. The Confederation is required to demonstrate
that it has a lawful basis to carry out profiling and / or automated decision-
making. This is undertaken by an annual organisation-wide assessment, led by
the IG Team.

All requests from Data Subjects to exercise their rights must normally be responded to
within 1 month (30 days) unless there are extenuating circumstances, in which case
there are some rights to extension under the legislation.
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In the NHS, the Caldicott Principles are equally as important; when using PCD:

. Justify the purpose(s).

. Don’t use it unless it is absolutely necessary.

. Use the minimum necessary.

. Access should be on a strict need to know basis.

. Everyone with access to it should be aware of their responsibilities.

. Comply with the law.

. The duty to share information can be as important as the duty to protect patient
confidentiality.

~NOoO o, WNBE

6. Effective Information Governance Management
To ensure good practice across the Confederation there are robust IG processes in place:

a) Annual Information Governance Audit
From April 2018 the Confederation’s IG compliance will be measured via an annual
self- assessment process of compliance against standards set out in the Data
Security & Protection Toolkit (DSPT). The Confederation will utilise the tool to
assess its IG practice, and its compliance against national security standards.

b) Care Quality Commission Oversight
CQC, as outlined in Safe Data, Safe Care (2016),°> have powers to inspect the
Confederation’s IG as part of its inspection process. To this end the Confederation
must ensure that robust IG practices are in place. CQC specifically requires that
Medical Records are accurate, fit for purpose, held securely and confidentially.

c¢) Mandatory Training and Awareness
Fundamental to the success of delivering a robust IG agenda across the
Confederation is the development of an IG-aware culture. Training is provided to all
staff to promote this ethos. In practical terms, since IGT v13, this means 95% of all
staff must be adequately trained.

In addition to formal IG training, a layered approach to awareness is employed,
acknowledging a broader understanding of training to encapsulate raising
awareness.’

Some roles, such as SIRO, Caldicott Guardian, and IAOs are required to undertake
regular training to remain current in their role.

All decisions on the need for training will be documented in a Training Needs
Analysis, which must be ratified by the Information Governance Group (IGG).

®Care Quality Commission (2016), Safe Data, Safe Care.
6Among others these include Global emails, articles in Confederation newsletters, bespoke advice; IG Team attendance at
departmental meetings; Community Talk articles and the Information Governance Staff Handbook.
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d) Confidentiality Code of Conduct / Data Protection & Information Security

All staff must be aware of their individual responsibilities for the maintenance of
confidentiality, Data Protection, Information Security management and data quality.
They are given the tools for this through attending annual mandatory IG training, and
all staff receiving a Confidentiality Code of Conduct. All new staff are issued the
latter during the Confederation Corporate induction, and all staff are annually
directed to it via the Information Governance Staff Handbook.

It is made clear in both of these documents that failure to maintain confidentiality
may lead to disciplinary action, including dismissal.

e) Information Risk Management (IRM)

The Confederation is committed to making the best use of the information it holds to
provide efficient healthcare and services to its patients and the local health
economy, while ensuring that adequate safeguards are in place to keep information
secure and to protect Data Subjects’ right to privacy.

The Confederation recognises that information handling represents a significant
corporate risk in that failures to protect information properly or use it appropriately
can have a damaging impact on its reputation. Furthermore, failure to protect
information adequately can attract the attention of the Information Commissioner’s
Office (ICO), which regulates DP and has access to a range of sanctions including
significant fines.

IRM complements the Confederation’s risk management approach. As part of this,
information risks are clearly recognised and the appropriate controls implemented
through a Board-approved risk management policy and procedure.

Information risk is intrinsic in all administrative and business activities and all staff
must continuously manage it. The Confederation recognises that the aim of IRM is
not to eliminate risk, but to provide the structural means to manage it, by balancing
its treatments with anticipated benefits that maybe derived.

The Confederation acknowledges that IRM is an essential element of broader IG
and IS arrangements and is an integral part of good management practice; it should
not be seen as an additional requirement.

f) Records Management
The Confederation is committed to a systematic and planned approach to the
management of records within the organisation, from their creation to their ultimate
disposal. The Confederation ensures it controls the quality and quantity of the
information that it generates,
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can maintain that information in an effective manner, and can dispose of the
information efficiently and securely when it is no longer required.

Medical Records are managed in accordance with the Records Management Code
of Practice for Health and Social Care, as set out in the Confederation’s Records
Management Policy and managed by the IG Team. To ensure that the
Confederation maintains the highest standards in the quality of its Medical Records
an annual audit of clinical records is undertaken.

g) Information Governance, Information Security and Cyber Security Incidents

The IG Team must be informed immediately of all IG, IS and Cyber Security
incidents. These include, but are not limited to, NHS Digital’s classifications:

Lost in transit

Lost or stolen hardware

Lost or stolen paperwork

Disclosed in error

Uploaded to website in error
Non-secure disposal — hardware
Non-secure disposal — paperwork
Technical security failing (Inc. hacking)
Unauthorised access/disclosure

IG incident reporting is undertaken on the Confederation’s Datix incident reporting
application.

On receiving notification of a potential Data Security and Protection Incidents, the 1G
Team must inform the DPO, SIRO, Caldicott Guardian, a senior Manager within the
respective Directorate as soon as practicably possible to seek advice and guidance,
as appropriate.

The decision to report externally to the ICO is made in line with NHS Digital’'s Guide
to the notification of Data Security and Protection Incidents, with the ultimate
decision being the DPO’s with advice of colleagues in the previous paragraph.

Any reports are made by the IG Team, having taken advice from the DPO, SIRO,
Caldicott Guardian and / or a senior Manager within the respective Department.
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7. Monitoring Compliance and Effectiveness

Explain how you will monitor compliance with, and effectiveness of, the policy, this may include auditing. Give clarity on who is leading

with what and how actions will be implemented.

Minimum Process for Lead for the Frequency of Lead for Lead for Lead for
requirement to | monitoring / monitoring/audit | monitoring / reviewing developing / monitoring
be monitored / | audit process auditing results reviewing action plan
audited action plan
GPAF Clinical Audit Protocol Business and Quarterly IG Group Head of IG Group
Systems User Operations Information
Access Audit Manager Governance & Data

Protection Officer
Compliance with | Reporting to the | Head of Quarterly Senior Head of IG Group
the Data IG Group Information Information Information
Security & Governance & Risk Owner Governance & Data
Protection Data Protection Protection Officer
Toolkit Officer
Annual Reporting to the | Head of Annually Senior Head of IG Group
Information Audit Committee | Information Information Information
Governance Governance & Risk Owner Governance & Data
Audit Data Protection Protection Officer

Officer
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8. Training needs
All staff must adhere to the IG training requirements set out in the Confederation’s
Mandatory and Statutory Training Policy.

9. Approval and Ratification process

The policy has been approved by the IG Group, Audit Committee and ratified by SMT on
behalf of the Board.

10. Dissemination and Implementation

Dissemination of this policy will be via the Clinical and Corporate Policy Group/Work
force policies to services and made available to staff via the IG intranet page.

11. Review arrangements

This policy will be reviewed in three years by the author or sooner if there is a local or
national requirement then ratified by the Audit Committee.

12. Associated documents

Key IG Policies
The policies / procedures in place to support the IG Framework are:-

Confidentiality Code of Conduct

Records Management Policy

FOI Procedure

Data Protection Policy

Information Rights and Subject Access Request Procedure
Information Handling Policy

Network Security Policy

13. References

General Data Protection Regulation

Data Protection Act (2018)

Access to Health Records Act (1990)

Computer Misuse Act (1990)

Environmental Information Regulations (2004)
Freedom of Information Act (2000)

Health and Social Care Act (2012)

Health and Social Care (Safety and Quality) Act (2015)
Human Rights Act (1998)

Privacy and Electronic Communications Regulations (2003)
A Manual for Caldicott Guardians (2017)

Common Law Duty of Confidentiality

Care Quality Commission, Safe Data, Safe Care (2016)
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Department of Health, Confidentiality: NHS Code of Practice (2003)

Informaiton Governance Alliance, Records Management Code of Practice for Health and
Social Care (2016)

Department of Health, Information Security Management Code of Practice (2007)
Department of Health, Information: To Share or Not to Share (2013) (Caldicott 2)
Department of Health, Report on the Review of Patient-ldentifiable Information (1997)
(The Caldicott Report)

National Data Guardian for Helath and Care - Review of Data Security, Consent and
Opt-Outs (2016)
NHS Digital, Code of Practice on Confidential Information (2014)
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Executive summary

It is necessary that the organisation has a set of standards which detail the
importance in relation to keeping information safe and secure once it is the
possession of Leeds GP Confederation.

Therefore all staff need to be aware of the requirement to ensure that they treat
information which comes into their possession in a confidential manner and in line
with the requirements of the Data Protection Act 2018. The consequences of not
adhering to this policy are reputational damage and potential monetary penalties
from the Information Commissioners Office.

This document must be read in conjunction with the Information Governance Policy

and Framework and the Records Management Policy to ensure that corporate
records are afforded the appropriate level of protection as appropriate.
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Introduction

The purpose of this Confidentiality Code of Conduct is to lay down the principles
that must be observed by all who work within the Trust and have access to personal
confidential data about either patients or staff e.g. health records; Human Resource
records.

It is important that Leeds GP Confederation (Confederation) protects and
safeguards personal information that it collects process and discloses, in order to
comply with the law and the relevant NHS mandatory requirements.

All employees working in the NHS are bound by a legal duty of confidence to
protect personal information they may come into contact with during the course of
their work. This is a requirement of their contractual responsibilities, a requirement
within the Data Protection Act 2018 and, for health and other professionals, through
their own professions’ Code/s of Practice. This means that employees are obliged
to keep any relevant personal identifiable data e.g. patient and employee records
information strictly confidential. It must be noted that employees also come into
contact with non-person identifiable information which must also be treated with the
same degree of care e.g. business in confidence information, financial reports.

Section 12 contains the legal and NHS-mandatory framework for confidentiality
which forms the key guiding principles of this policy and consists of:

e The General Data Protection Regulation (GDPR)

e The Data Protection Act (2018)

e The Human Rights Act (1998)

e The Computer Misuse Act (1990)

e The Caldicott Principles (1998)

e Confidentiality: NHS Code of Practice (2003)

e National Data Guardian - 10 Data Security Standards

e The NHS Constitution

This policy has been produced to ensure the Confederation is able to fulfil its duties
as a member’s organisation and health care provider whilst maintaining the rights
of individuals in respect of their personal confidential data. Setting out the
requirements placed on all staff when sharing personal confidential data. It is not
possible to provide detailed guidance for every eventuality, therefore where further
clarity is needed, the advice of a senior manager or the Information Governance
Team must be sought.

A summary of Confidentiality Do’s and Don’ts can be found at Appendix A.
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Aims and Objectives

This policy is intended to cover personal confidential data for both patients and staff
from which an individual can be identified. The data may remain within an NHS
premises or be taken off site by staff that need to visit patients at home, travel to
clinics, or work from home. Typically, the guidance will cover clinical information,
personnel details and special categories data as defined by the General Data
Protection Regulation (GDPR).

Definitions

Person-identifiable information is anything that contains the means to identify a
person, e.g. name, address, postcode, date of birth, NHS number, National
Insurance number etc. Even a visual image (e.g. photograph) is sufficient to
identify an individual. Any data or combination of data and other information, which
can indirectly identify the person, will also fall into this definition.

Personal confidential data can be anything that relates to patients, staff, their family
or friends, including attendances at appointments, staff qualifications, training,
disciplinary records and information about volunteers, agency staff and contractors,
however stored. For example, information may be held on paper, floppy disc, CD,
USB sticks, computer file or printout, laptops, mobile phones, digital cameras,
video, photograph or even heard by word of mouth. However person-identifiable
data must not be stored on removable media unless it is encrypted to NHS
standards.

Special category data refers to personal information about: race or ethnic minority;
political opinions; religious or similar beliefs, trade union membership, physical or
mental condition; sexual preferences; biometric data; commission or alleged
commission of offences or a legal proceeding. This category also includes sensitive
health information e.g. information regarding in-vitro fertilisation, sexually
transmitted diseases, human immunodeficiency virus (HIV) and termination of
pregnancy.

The General Data Protection Regulation (GDPR) consent definition:
“Freely given, specific, informed and unambiguous indication of the data subject's

wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her”.
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Responsibilities

The Chief Executive has overall responsibility for strategic and operational
management, including ensuring that Leeds GP Confederation policies comply
with all legal, statutory and good practice guidance requirements.

The Caldicott Guardian is responsible for ensuring implementation of the Caldicott
standards with respect to patient-identifiable information.

The Quality, Performance and Finance Committee oversees the development and
implementation of Information Governance in Leeds GP Confederation and ensures
that Leeds GP Confederation complies with supporting the legal and NHS-
mandatory framework with regard to Information Governance. They will be
responsible for reviewing and updating the Confidentiality Code of Conduct. The
work done by the committee in respect to Information Governance is overseen and
by the Audit Committee.

Directors are responsible for ensuring that they and their staff are familiar with the
Code of Conduct and that staff comply with the requirements of the: Data Protection
Act (2018), Caldicott Principles, Human Rights Act - Article 8, and the Common Law
of Confidentiality. They must ensure that any breaches of the Code of Conduct are
reported, investigated and acted upon.

The Director with responsibility for Human Resources (HR) is responsible for
ensuring that the contracts of all staff (permanent and temporary) are compliant with
the requirements of the Code of Conduct.

The Head of Information Governance & Data Protection Officer is responsible for
ensuring that policies reflect the current legislative position regarding information
law and the provision of advice and guidance to staff throughout the organisation
and that confidentiality is included in all corporate inductions for staff.

Service Managers are responsible for ensuring that this policy is implemented and
that all staff is aware of the content within their service area.

Confidentiality is an obligation for all staff. Staff must note that there is a Non-
Disclosure of Confidentiality Information clause in their contract and that they are
expected to participate in induction training and awareness raising sessions carried
out to inform/update staff on confidentiality issues. Any breach of confidentiality,
inappropriate use of health or staff records or abuse of computer system is a
disciplinary offence and may constitute as gross mis-conduct. Any breaches must
be reported to the Head of Information Governance & Data Protection Officer and
Caldicott Guardian.
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It is the responsibility of the privacy officer to ensure appropriate access to
deducted electronic patient records.

All staff employed by Leeds GP Confederation must work in accordance with the
Leeds Safeguarding Multi-agency Policies and Procedures and local guidelines in
relation to any safeguarding concerns they have for service users and the public
with who they are in contact.

Principles

The legal and NHS mandated framework for confidentiality, forms the key guiding
principles of this policy.

Staff and patients must be confident that their privacy will be respected, and that
personal information about them will remain confidential. The Confederation is
responsible for protecting all the information it holds and in any situation must be
able to justify any decision to pass on information.

The ethical duty of confidence borne by health professionals, and the common law
duty of confidence that applies to all individuals, mean that all NHS staff and
associated persons have responsibility for protecting information.

The guiding principle is that information provided in confidence must not be used or
disclosed in a form that might identify the person without a clear legal basis e.g. for
the provision of direct patient care or explicit consent has been obtained. This duty
of confidence continues after the death of the data subject, the resolution or
conclusion of the topic or the member of staff has left the Confederation. There are
a few exceptions where information can be disclosed without consent.

Obtaining consent and processing of information

The Leeds GP Confederation must demonstrate it is processing personal data
lawfully and identify which legal basis is being used.

As the Confederation provides direct healthcare there is a clear legal basis set
out in the Health & Social Care Act 2012. Where the patient is aware that their
care will involve other health and social care provider’s personal confidential data
can be shared. For all other sharing of patient healthcare data, where direct care
is not the legal basis, the explicit consent of the patient or client must be sought.

If there is an issue of consent this must be raised as early as possible in
discussions with a patient / staff member i.e. at the time initial information is
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collected. If it is not possible to do this then, it must be done as soon as possible
afterwards (see Appendix B for further guidance on obtaining consent to share
information).

When gathering information the person providing that information must be told what
the information is needed for highlighting any “non-obvious” purposes for which their
data will be used. For example explicit consent must be obtained for a research
programme or to use the patient record as evidence towards gaining an academic
or clinical qualification.

Do not collect, hold or process more information than is needed, but only hold
enough information to ensure that no-one could be misled or interpret the
information incorrectly.

Person-identifiable data kept must be accurate and where necessary kept up to
date. When staff becomes aware that information about an individual is incorrect,
the information must be corrected as soon as possible. One method of improving
the accuracy of patient data is to use the NHS number.

Do not use person-identifiable information unless it is absolutely necessary. Where
use of person-identifiable information is essential, each individual item of
information must be considered and justified so that the minimum amount of
identifiable information is used in line with the requirements/principles of the Data
Protection Act 2018

It is essential that information must not be kept longer than necessary; therefore
once person-identifiable information has served its purpose it must be disposed of
in accordance with the Confederation’s Records Management Policy.

Disclosing information

Care must be taken to check that enquirers have a legitimate right to have access
to the information that they ask for, so that information is only shared with the right
people.

It is important to consider how much information is needed before disclosing it and
only disclose the minimal amount necessary. For example, providing a whole
medical record is generally needless and is likely to constitute a breach of
confidence.

If staff have any concerns about disclosing information they must discuss this with
their manager or if they are not available contact the Information Governance Team
for assistance.

Page 8 of 20





5.2.1

Confidentiality Code of Conduct

Patients generally have the right to object to the use and disclosure of confidential
information that identifies them, for non-direct care purposes and need to be made
aware of this right.

Information can be disclosed:

e With the patient’s/staff explicit consent for a particular purpose.

e On aneed to know basis if the person receiving the information is involved in
the patient’s treatment and/or care and requires the information.

e When the information is required by law or under a court order (legally required
or allowed to share). In this situation staff must discuss with their manager or
Information Governance staff before disclosing.

¢ In Child Protection proceedings if it is considered that the information required is
in the public or the individual's best interest (to prevent harm).

e Information can be disclosed under the Mental Capacity Act 2005 if the person
lacks capacity to give their consent, and sharing of the relevant information is in
the person's best interests.

e Where disclosure can be justified for another purpose (exemptions to data
protection law). This is usually for the protection of the public and is likely to be
in relation to the prevention and detection of serious crime (see below).

Disclosures / Exemptions of the Data Protection Act 2018

Under the Data Protection Act 2018 Schedule 1 (10) disclosures to the police
without consent can occur for the:

e Prevention or detection of crime, or

e Apprehension or prosecution of offenders.

Disclosure is NOT compulsory and only allows for the release of personal
information where not releasing it would be likely to significantly harm any attempt
by the police to prevent crime or catch a suspect.

The police must submit a written request form specifying what information they
require. The request must be passed to the QPF Committee, who will log and
review the request to ensure it complies with the Act i.e. that it is for specific
information related to an incident and not excessive in relation to the crime; that it is
made by a sufficiently senior officer and it is for one of the purposes set out in the
Act.

The QPF Committee will discuss with the team receiving the request whether

disclosure must take place and either take the agreed action or advise the
relevant service of the outcome in order that they can take action.
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Where the purpose for which the information will be used is not for the direct health
care of the patient and a different statutory basis has not be identified, there is a
need to ensure that the patient has provided explicit consent. Additional efforts to
gain consent may be required or alternative approaches that do not rely on
identifiable information will need to be developed.

Care must be taken, particularly with confidential clinical information to ensure that
the means of transferring it from one location to another are as secure as they can
be. Staff must ensure that appropriate standards and safeguards are in place in
respect of telephone enquiries, e-mails, faxes and surface mail. For further
information see the Information Handling Policy.

Working in the Community

There are situations when staff need to work from home, undertake home visits
and/or travel to clinics all of which mean that these staff may have to carry personal
confidential data with them.

To ensure safety of that data, staff must ensure that this is kept with them at all
times and that it is kept in a secure place if they need to take it home at the end of
their working day. For further information see the Information Handling Policy.

Staff must try and minimise the amount of personal confidential data that is taken
out of NHS premises. If staff have to carry confidential data around during the day
they must consider their travel plans, for example calling into shops or petrol station
on the way home or whilst travelling to work when they are least likely to be carrying
patient records.

If staff need to carry confidential records they must ensure the following are
considered and remember that there is personal liability under the Data Protection
Act 2018 and their contract of employment for breach of these requirements:

e Ensure any personal information in paper form is in a bag prior to them being
taken out of NHS buildings so the contents cannot be actually read or dropped
by accident.

e Make sure information is put in the boot of a vehicle or carried on their person
while being transported. Information must not be left unattended in a vehicle.

If staff must take records home they have a personal responsibility to ensure the
records are kept secure and confidential. This means that other members of their
family and/or their friends/colleagues must not be able to see the content or the
outside folder of the records or have any access to the records. To minimise the
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loss in the unfortunate event of theft please keep paper records in a separate bag to
your laptop computer at home. For manual records they must be logged as being
back within the Confederation.

Working from Home

Some staff may work from home on occasions and must ensure that when working
out of office they do not save any confidential or restricted information on non-Leeds
GP Confederation computers / laptops.

Staff must never email work to or from their personal email account “just to make
things easy”. If access to confidential information is required when working away
from an Confederation base, an application for access to the Remote Access
Solution (RAS) must be made via the Information Technology (IT) department.

Paper records taken off site must not be viewed by non-Leeds GP
Confederation staff or those not involved in the provision of healthcare to the
patient unless the patient has consented.

Vigilance

All staff have a duty of confidentiality and must take care to keep person-identifiable
information private and not to divulge information accidentally. Staff must not:

e Talk about patients in public places or where they can be overheard.

e Leave any medical records or confidential information lying around unattended,
this includes telephone messages, computer printouts, faxes and other
documents.

e Leave a computer terminal logged onto a system where personal and sensitive
information can be accessed, unattended.

e Leave patient records in the car unattended for any length of time.

Staff have a responsibility to ensure the safety and security of person-identifiable
information held in paper and on computers.

Passwords must be kept securely and must not be disclosed, passwords must not be
shared at any point. Staff must not use someone else’s password to gain access to
information. Use a code to write them down if you cannot remember them and never
write them in a full form.
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Abuse of Privilege

It is strictly forbidden for employees to look at any information relating to oneself,
one’s own family, friends, acquaintances or anyone with whom the staff member
does not have a legitimate care relationship. Action of this kind will be viewed as a
breach of confidentiality and may result in disciplinary action.

Reporting of breaches

All breaches of confidentiality must be reported using the incident reporting
procedure found on the Confederation intranet.

The incident must be recorded on DATIX which will trigger a formal investigation
and reporting process to NHS Digital and the Information Commissioner depending
on the severity.

On a routine basis a report on breaches of confidentiality of personal information
shall be presented to the Information Governance (IG Group) the information will
enable the monitoring of compliance and enable improvements to be made to the

policy.

Training Needs

All new staff will be made aware of the existence of this guidance via corporate and
local induction process. Managers must highlight to staff their responsibility to
ensure that they review the content of this guidance and the importance that
Confederation place on this matter and remind staff of the “non-disclosure of
confidentiality information clause” in their staff contract.

Managers must actively ensure that staff with access to personal data, undertake
and complete the mandatory Data Security Awareness training as approved by the

Quiality, Performance and finance Committee.

Refer to the Statutory and Mandatory Training Policy including Training Needs
Analysis. Up to date information is available on the Intranet for course details.

Monitoring Compliance and Effectiveness

An audit of this Code of Conduct will be supported and informed by analysis of
breaches of confidentiality and complaints from the public.
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Approval and Ratification process

The policy has been approved by the Quality, Performance and Finance
Committee on behalf of the Board.

Dissemination and Implementation

Dissemination of this policy will be via the Confederation website.

Review arrangements

This policy will be reviewed in three years by the author or sooner if there is a local
or national requirement then ratified by the Audit Committee.

Associated documents

Data Protection Policy

FOI Procedure

Individual Rights and Subject Access Request Procedure
Information Governance Policy and Framework
Information Handling Policy

Network Security Policy

Records Management Policy
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APPENDIX A - Confidentiality of Personal Data - Do’s and Don’ts

Do

Don’t

Do safeguard the confidentiality of all personal information that you come into
contact with. This is a statutory obligation on everyone working within the
Confederation.

Do clear your desk at the end of each day, keeping all portable records containing
personal data in recognised filing and storage places that are locked at times when
access is not directly controlled or supervised.

Do switch off computers with access to personal information, or put them into a
password-protected mode, if you leave your desk unattended.

Do ensure that you cannot be overheard when discussing patients.

Do challenge and verify where necessary the identity of any person who is making
a request for confidential information and ensure they have a need to know.

Do share only the minimum information necessary.
Do transfer personal information securely when necessary i.e. only use an nhs.net
email account to send patient identifiable information to another nhs.net email

account or other secure email listed in email policy or encrypt an attachment.

Do seek advice if you need to share information without consent, and record the
decision and any action taken.

Do report any actual or suspected breaches of confidentiality.

Do participate in induction, training and awareness raising sessions on
confidentiality issues.

Don’t share passwords or leave them lying around for others to see.

Don’t disclose information without the consent of the person concerned, unless
there are statutory grounds to do so.

Don’t use person-identifiable information unless absolutely necessary, anonymise
where possible.

Don’t collect, hold or process more information than you need, and do not keep it
for longer than necessary.
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Why consent is needed

The NHS needs to record information about patients and their health in order to efficiently
manage services and protect patient safety. Normally patients must give consent to their
information being recorded and shared. The consent given must be “informed” i.e. the
patient must be made aware of why information about them is needed, how it will be used
and stored and if it is to be shared, who it will be shared with and why.

Obtaining consent
All individuals over the age of 13 are assumed to have capacity to consent unless it can
be proven otherwise (Mental Capacity Act 2005).

Every individual has the right to make their own decisions and is assumed to have
capacity to do so unless proved otherwise.

Capacity can be defined as being able to understand and retain relevant information and
then to consider it so that a choice can be made.

It is best practice to revisit the issue of consent with the patient at each new episode of
care to ensure that the information held about them is accurate and up to date, and that
they are still happy for this information to be shared where necessary.

It must be made clear to patients that under the Data Protection Act they have the right to
withhold their consent for their information to be shared (see What if consent is refused
below). They also have the right to change their mind about disclosing information, at any
time before disclosure is made or afterwards to prevent further disclosure taking place.

If information is to be shared for non- care purposes or outside of health and social care
then explicit consent must always be sought.

Consent whether given, limited or withheld must be recorded. Where possible the patient
must be given a copy of any written consent given by them, and a copy must be placed on
the individual’s file.

Under the Data Protection Act patients have a right to access their health records and
amend any information that might be incorrect and as such must be informed of this.

Children

A child of 12 or over is normally assumed to have sufficient understanding and be
competent to make a decision about access to their records, although some children under
this age may also be competent to make this decision.

The decision on whether a child is competent must be made by the health professional
that is currently responsible for providing the clinical care for the patient, failing that, a
health professional that has the necessary skills and experience and is most suitable to
advise on such matters. The Consent Policy will provide further information.

Capacity to give consent

Where there is evidence that a person does not have the capacity to give valid consent to
disclose information, it is good practice to involve relatives or the person with legal
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authority to act on their behalf with senior professionals in the decision making process.
The Mental Capacity Act 5 Key Principles must also be taken into account.

What if consent is refused?

If a patient chooses not to give consent or to limit their consent it is legitimate to discuss
the consequences of this with them i.e. that it may not be possible to provide certain
services or that provision of services may be delayed. As such patients must be
encouraged to discuss the potential implications of restricting access to their records so
that they are able to make an informed choice.

Sharing information without consent
There are a number of circumstances where you may be justified in sharing information
without the patient’s consent.

Information may be shared without explicit consent where it is shared for medical purposes
and the information is shared between health professionals. However it is still necessary to
ensure that the patient is aware of how their information will be used and that they have a
choice about whether their information must be shared.

Where there is evidence that significant harm would be caused to the service user, or to
another if information was not shared. This includes issues relating to child, adult or public
protection. Failure to do so could be viewed as failure of the organisation to discharge their
duty of care, particularly if there is resultant harm.

Where sharing is necessary, in the vital interests of the service user, or another person,
this refers to life or death circumstances.

Where sharing is necessary for the prevention or detection of crime or the apprehension or
prosecution of offenders, personal information may be provided to the Police under
Section 115 of the Crime and Disorder Act.

Section 115 does not impose a requirement to exchange information and responsibility for
the disclosure remains with the agency that holds the data. However, information given in
confidence must not be disclosed unless there is a clear overriding public interest in doing
so. Where possible information must be anonymised before being shared without consent.

A written record must be made whenever information is shared without consent giving
details of the grounds for the decision.

Information for patients

The Confederation’s poster and leaflet on the use of personal information must be
displayed in all receptions and patient areas and leaflets must be included in all patient
correspondence.

If a patient requires a more detailed explanation about how their information may be used
staff must provide them with contact details of the Patient Experience team, a Senior
Manager able to deal with the query or Information Governance Team. Or if the patient
prefers staff must arrange for a Senior Manager or member of IG Team to contact the
patient to discuss their concerns.
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Further advice

Specialist advice must be sought if there is any uncertainty regarding the appropriateness
using any of the above justifications for sharing information. Advice must be sought from a
Senior Manager, or the Information Governance Team.
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APPENDIX C - Reporting of policy breaches

What must be reported?
Misuses of personal data and security incidents must be reported so that steps can be
taken to rectify the problem and to ensure that the same problem does not occur again.

All breaches must be reported in line with the Leeds GP Confederation Incident Reporting
Policy and recorded on Datix. If staff are unsure as to whether a particular activity
amounts to a breach of the policy, they must discuss their concerns with their line
manager. The following list gives examples of breaches of this policy which must be
reported:

e Sharing of passwords
e Unauthorised access to the Leeds GP Confederation systems either
by staff or a third party
e Unauthorised access to person-identifiable information where the member of
staff does not have a need to know
e Disclosure of personal data to a third party where there is no justification and
you have concerns that it is not in accordance with the Data Protection Act
and NHS Code of Confidentiality
Sending data in a way that breaches confidentiality
Leaving confidential information lying around in public area
Theft or loss of patient-identifiable information
Disposal of confidential information in a way that breaches confidentiality i.e.
disposing of patient record and or content of, in ordinary waste paper bin.

Reporting procedure for breaches identified by a staff member

If possible you must raise your concerns initially with the individual(s) concerned in the
alleged breach and attempt to informally resolve the problem. If you and the individual
concerned believe that there has been a policy breach, the relevant Line Manager must be
made aware of the issue and the proposed resolution. After the issue has been
acknowledged and appropriately dealt with, the Line Manager must complete the Leeds
GP Confederation Incident Reporting Form.

Advice from relevant officers such as the Information Governance staff must be sought if
you are unsure what would constitute a breach or when additional guidance is required
when addressing resolution of breaches.

Reporting procedures for complaints made by member of the public

Where a member of the public has made a complaint, the Complaints Procedure must be
followed and the Line Manager who has received the complaint must fill in Leeds GP
Confederation Incident Reporting Form.
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Data Protection Policy

Executive summary

The Leeds GP Confederation is committed to ensuring the privacy of individuals are
respected and that all personal data processed is handled appropriately and in
accordance with the requirements of the General Data Protection Regulation (GDPR),
the Data Protection Act 2018 (DPA2018) and all other data protection laws collectively
known in this policy document as (Data Protection Legislation).

The Confederation has a legal obligation to comply with all appropriate legislation and

guidance when processing personal data about patients, employees and other
individuals.
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Introduction

This policy is to set out the Confederations’ commitment in how the organisation
will comply with current Data Protection Legislation.

The Confederation will, through appropriate management, and strict application
of criteria and controls:

observe fully conditions regarding the fair and lawful collection and use of
information;

meet its legal obligations to specify the purposes for which information is
used,

collect and process appropriate information to the extent that it is needed to
fulfil operational needs or to comply with legal requirements;

ensure the quality of information used;

apply strict checks to determine the length of time information is held;
ensure that the rights of people about whom information is held can be fully
exercised under the Data Protection Act 2018;

take appropriate technical and organisational security measures to safeguard
personal information;

ensure that personal information is not transferred abroad without suitable
safeguards.

Scope

This policy must be followed by all staff who work for or on behalf of the
Confederation including those on temporary or honorary contracts,
secondments, volunteers, students and any staff working on an individual
contractor basis or who are employees for an organisation contracted to
provide services.

The policy is applicable to all areas of the organisation and covers all aspects of
information including (but not limited to):

Patient/Client/Service User information.

Personnel/Staff information.

Organisational and business sensitive information.

Structured and unstructured record systems - paper and electronic.
Photographic images, digital, text or video recordings including CCTV.

All information systems purchased, developed and managed by/or on behalf
of, the organisation.

Information held on paper, mobile storage devices, computers, laptops,
tablets, mobile phones and cameras.

The processing of all types of information, including (but not limited to):

Organisation, adoption or alteration of information.
Retrieval, consultation, storage/retention or use of information.
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o Disclosure, dissemination or otherwise making available information for
clinical, operational or legal reasons.

o Alignment, combination/linkage, blocking, erasing or destruction of
information.

Failure to adhere to this policy may result in disciplinary action and where
necessary referral to the appropriate regulatory bodies including the police and
professional bodies.

Definitions

Data Protection Legislation refers to both the General Data Protection Regulations
(2018) and the Data Protection Act 2018 where the following definitions apply.

Personal Data means ‘any information relating to an identifiable person who can be
directly or indirectly identified in particular by reference to an identifier’.

Special Category Data consists of personal data relating to:

e ethnic origin,

physical and mental health (including, for example, details of the reasons for
an individual’s sick leave),

sexual preference,

genetics

biometrics (where used for ID purposes)

religion or belief,

political opinion

Trade Union membership

Greater protections are required when processing this data.

Processing means obtaining, recording, holding or adding to the information or
data or carrying out any operation or set of operations on the information or data.

Data Subject “Data subject” means an individual who is the subject of the personal
data.

Data Controller means a person who or organisations which (either alone or jointly
or in common with other persons/organisations) determines the purposes for which,
and the manner in which, any personal data is processed. In this case, this means
the Confederation or nominated individuals acting on behalf of and with the
authority of the Confederation.

Data Processor means any person (other than a member of staff) or organisation
that processes data on behalf of the Confederation.
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Responsibilities
Chief Executive

The individual with overall accountability for Information Governance within the
Confederation is the Accountable Officer, the Chief Executive. The role provides
assurance, through a Statement of Internal Controls, that all risks to the
organisation, including those relating to information, are effectively managed and
mitigated, on a day-to- day basis will be delegated to the Head of Development
and Governance.

Senior Information Risk Owner (SIRO)

The Confederation has appointed the Chief Executive as the Senior Information
Risk Owner (SIRO).

The SIRO is responsible for:

o Taking overall ownership of the Confederation’s information risk
management approach.

o Acting as champion for information risk on the Board and provide written
advice to the Accounting Officer on the content of the Confederation’s
statement of internal control in regard to information risk.

o Implementing and lead the NHS information governance risk assessment
and management processes.

o Advising the Board on the effectiveness of information risk management
across the Confederation.

Data Protection Officer

The Confederation has appointed xxx as Data Protection Officer
(DPO).

This role is defined under the EU General Data Protection Regulation (GDPR)
2018. The regulation specifies the minimum duties or “tasks” to be performed by the
DPO.

o To inform and advise the Confederation, and their employees, of their
obligations under the Regulation and other applicable laws and
regulations.

o To monitor compliance with the Regulation and other applicable laws and
regulations and with the relevant policies of the Confederation data
controller, this includes assignment of responsibilities, awareness and
training, and relevant audits.

o To advise on the data protection impact assessment (DPIA) and monitor its
performance, if requested.

o To liaise with the Information Commissioner’s Office as required under the
GDPR (Article 39(1) (a-e).

o The DPO will be the contact point for the public as regards the Regulation.
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Information Security Manager
The Confederation has appointed xx as Information Security Manager.

The Information Security Manager is responsible for the day to day operational
effectiveness of the Information Security Policy and its associated policies and
processes of which the Data Protection Policy is one.

o Lead on the provision of expert advice to the organisation on all matters
concerning information security, compliance with policies, setting standards
and ensuring best practice.

o Provide a central point of contact for information security.

o Ensure the operational effectiveness of security controls and processes.

o Ensure that staff are aware of their responsibilities and accountability for
information security.

o Be accountable to the SIRO and other bodies for Information Security across
the Confederation.

o Monitor potential and actual security breaches with appropriate expert security
resource.

In carrying out these tasks the Information Security Manager will work closely with
the Confederation Head of Governance.

Caldicott Guardian
The Confederation has appointed the Medical Director as the Caldicott Guardian.

The Caldicott Guardian is responsible for ensuring the confidentiality of patient
confidential data and ensuring it is shared appropriately and securely.

Managers

Managers within every business area are responsible for implementing and
ensuring compliance with data protection procedures. This includes the requirement
to take all reasonable steps to ensure compliance by third parties. Managers must
always contact the Data Protection Officer if:

o they are unsure of the lawful basis which they are relying on to process
personal data;

o they need to rely on consent for processing personal data;

o they need to prepare privacy notices or other transparency information they
are unsure about the retention period;

o they are unsure on what basis to transfer personal data outside the European
Economic Area (EEA);

o they are engaging in a significant new, or change in, processing activity which
is likely to require a Data Protection Impact Assessment;

o they plan to use personal data for purposes other than those for which it was
originally collected;

o they plan to carry out activities involving automated processing including
profiling or automated decision-making;
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o they need help with any contracts or other areas in relation to sharing personal
data with third parties (including our contractors);

o they plan to share data with another organisation or person in a way which is
new or could affect data subjects’ rights.

All Staff

Everyone working for The Leeds GP Confederation or on behalf of The Leeds GP
Confederation is responsible for ensuring that they understand and follow this policy
and other procedures relating to the processing and use of personal data and
support The Leeds GP Confederation in complying with data protection legislation,
including undertaking Information Governance training on an annual basis.

GDPR Principles

The GDPR sets out the main principles for organisations when processing data. In
accordance with Article 5 of the GDPR, the Confederation must ensure that
personal data is:

Lawfulness, Transparency and Fairness
Lawfulness

To process personal data and special category data lawfully, the Confederation
must identify a legal basis for each data processing activity.

An annual data mapping exercise is undertaken across the Confederation which
identifies all inbound and outbound flows of information and an appropriate
condition under Article 6 and Article 9 of the GDPR is identified and documented.

Transparency and Fairness

General information about how we process personal data as a controller (referred to
as “fair processing information”) will be available on our website through privacy
notices and other public-facing material.

Purpose Limitation

The Confederation has clearly identified and documented the purposes for
processing and included details of these purposes in our privacy information
which we make available to both patients and our staff. All purposes are
reviewed on an annual basis.

Data Minimisation

The Confederation will only collect personal data required for specified purposes
and ensure information we hold is periodically reviewed and removed when it is no
longer required.
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Accuracy

The Confederation will take reasonable steps to ensure the accuracy of personal
data and will carefully consider any challenges to the accuracy of information.
This will be achieved by ensuring:

e appropriate processes are in place to check the accuracy of data;

e any mistakes are clearly identified as a mistake;

e all records will identify any matters of opinion, and where appropriate whose
opinion it is and any relevant changes to the underlying facts;

e any challenges to the accuracy of personal data will be carefully considered
when complying with an individual’s right to rectification;

Storage limitation

We will ensure that personal data is not kept in an identifiable form for longer thanis
necessary. Due to our function as a public authority, the Confederation retains
some personal data for long periods of time.

Details of all of our retention and disposal periods are set out in our Records
Management Policy.

Appropriate Security

A key principle of the GDPR and Data Protection Act 2018 is that personal data
must be processed securely by means of ‘appropriate technical and organisational
measures’ — this is the ‘security principle’. This will be achieved by ensuring:

A Network security policy is in place and implemented across the Confederation.
Additional policies and controls are in place to enforce them.

Information security risk shall be adequately managed and risk assessments onIT
systems and business processes shall be performed where appropriate.

The requirements for confidentiality, integrity and availability for the personal data
we process are understood.

Appropriate information security controls are implemented to protect all IT facilities,
technologies and services used to access, process and store the Confederation
information.

Encryption and/or pseudonymisation are in place where it is appropriate to do so.
Access to personal data can be restored in the event of any incidents, such as by
establishing an appropriate backup process.

Regular testing is conducted and reviews of our measures to ensure they remain
effective, and act on the results of those tests where they highlight areas for
improvement.

Measures are implemented that adhere to an approved code of conduct or
certification mechanism when necessary.

All relevant information security requirements of the Confederation shall be
covered in agreements with any data processors, third-party partners or

suppliers, and compliance against these is monitored.
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Accountability

The Confederation is responsible for complying with the GDPR and DPA18 and
must be able to demonstrate compliance by evidencing the steps taken to comply.
This will be achieved by ensuring:

e we take responsibility for complying with the GDPR and DPA 2018, at the
highest management level and throughout our organisation;

e we keep evidence of the steps we take to comply with the GDPR and DPA
2018;

e appropriate technical and organisational measures are in place, which will be
achieved by;

adopting and implementing data protection policies;

taking a ‘data protection by design and default’ approach - putting
appropriate data protection measures in place throughout the entire
lifecycle of our processing operations;

putting written contracts in place with organisations that process personal
data on our behalf;

maintaining documentation of our processing activities;

implementing appropriate security measures;

recording and, where necessary, reporting personal data breaches;
carrying out Data Protection Impact Assessments (DPIA) for uses of
Personal Data that are likely to result in high risk to individuals’ interests;
appointing a data protection officer;

adhering to relevant codes of conduct and signing up to certification
schemes (where possible);

We review and update our accountability measures at appropriate
intervals.

Lawful basis for processing

The Confederation must determine the lawful basis for processing before starting
any collection of personal data. The lawful basis for processing are set out in Article
6 of the GDPR and at least one of these must apply whenever Personal Data is
processed:

(a) Consent: the individual has given clear consent to process their Personal Data
for a specific purpose.

(b) Contract: the processing is necessary for a contract with the individual, or
because they have asked the Confederation to take specific steps before
entering into a contract.

(c) Legal obligation: the processing is necessary to comply with the law (not
including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

Page 10 of 21





(e)

(f)

Data Protection Policy

Public task: the processing is necessary to perform a task in the public
interest or for your official functions, and the task or function has a clear basis
in law.

Legitimate interests: the processing is necessary for the Confederation’s
legitimate interests or the legitimate interests of a third party unless there is
a good reason to protect the individual’s personal data which overrides
those legitimate interests. (This cannot apply when the Confederation is
processing data to perform its official functions).

In order to process Special Categories Data, the Confederation must also
ensure that one of the following applies:

(@)

(b)

()

(d)

(€)

(f)

(@)

(h)

The data subject has given explicit consent to the processing of those
personal data for one or more specified purposes;

Processing is necessary for the purposes of carrying out the obligations and
exercising specific rights of the controller or of the data subject in the field of
employment and social security and social protection;

Processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is physically or legally
incapable of giving consent;

Processing relates to personal data which are manifestly made public by the
data subject;

Processing is necessary for the establishment, exercise or defence of legal
claims or whenever courts are acting in their judicial capacity;

Processing is necessary for reasons of substantial public interest, on the basis
of EU or UK law which shall be proportionate to the aim pursued, respect the
essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data
subject;

Necessary for the purposes of preventative or occupational medicine, for
assessing the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or management of health or
social care systems and services on the basis of Union or Member State law
or a contract with a health professional,

Necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high
standards of healthcare and of medicinal products or medical devices.

These conditions must be read alongside the Data Protection Act 2018, which adds
more specific conditions and safeguards:

Schedule 1 Part 1 contains specific conditions for the various employment,
health and research purposes under Articles 9(2), (b), (9), (i) and (j).
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e Schedule 1 Part 2 contains specific ‘substantial public interest’ conditions for
Article 9(2)(h).

The Confederation annually reviews the purposes of our processing activities,
and selects and documents the most appropriate lawful basis for each activity to
demonstrate compliance. This information is included in our privacy notices for
both staff and patients.

Consent

Where relying on consent as the legal basis for lawful sharing of personal
information, ensure the quality of consent meets new requirements and that:

e consentis active, and does not rely on silence, inactivity or pre-ticked boxes;

e consent to processing is distinguishable, clear, and is not “bundled” with other
written agreements or declarations;

e data subjects are informed that they have the right to withdraw

e there are simple methods for withdrawing consent, including methods using the
same medium used to obtain consent in the first place;

e separate consents are obtained for distinct processing operations; and

e consentis not relied on where there is a clear imbalance between the data
subject and the controller (especially if the controller is a public authority).

Individuals Rights

The Confederation will respect individuals’ rights when processing personal data.
These are enshrined in the legislation as follows:

The right to be informed

The right of access

The right to rectification

The right to erasure

The right to restrict processing

The right to data portability

The right to object

Rights in relation to automated decision making and profiling.

©ONoOGAWNE

The rights above depend upon the lawful basis for processing. For example, the
right to erasure only applies where the lawful basis for processing is consent.
Where public task, legitimate interests, contractual basis or a legal requirement are
used as the basis for processing, the right of rectification, restriction and the right to
object are also limited to ensuring that the data is accurate before it can be
processed.

The right to be informed is, however, a key right and applies in all circumstances

(see Transparency and Fairness, section 5.1). The Confederation has an
Individuals Rights and Subject Access Request Procedure in place to support.
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Data Processors and Contracts

Where it uses a data processor, the Confederation is still responsible for data
protection and liable for any data transferred.

The Confederation is also liable for the Data Processor’'s compliance with the
legislation and must only appoint processors who can provide sufficient guarantees
that the requirements of the legislation will be met and the rights of data subjects
protected. It must, therefore, ensure that there is an appropriate written contract
with the data processor. The contract is important so that both parties understand
their responsibilities and liabilities.

Contracts will set out the subject matter and duration of the processing, the nature
and purpose of the processing, the type of personal data and categories of data
subject, and the obligations and rights of the controller and which must, as a
minimum set out the following:

only act on the written instructions of the Confederation;

ensure that people processing the data are subject to a duty of confidence;

take appropriate measures to ensure the security of processing;

only engage sub-processors with the prior consent of the Confederation

and under a written contract;

e assist the Confederation in providing subject access and allowing data
subjects to exercise their rights under the GDPR,;

e assist the Confederation in meeting its GDPR obligations in relation to the
security of processing, the notification of personal data breaches and data
protection impact assessments;

e delete or return all personal data to the controller as requested at the end of the
contract;

e submit to audits and inspections, provide the controller with whatever

information it needs to ensure that they are both meeting their Article 28

obligations, and tell the controller immediately if it is asked to do something

infringing the GDPR or other data protection law of the EU or a Member State.

The Confederation will apply the approach set out in the Procurement Policy
Note (PPNO03/17) Changes to Data Protection Legislation & General Data
Protection Regulation, published by Crown Commercial Service.

Documentation

The Confederation is required to maintain a record of its processing activities,
covering areas such as processing purposes, data sharing and retention.

A Data Mapping review of all data processing activities across the Confederation
will be undertaken on an annual basis facilitated by the Quality, Performance and
Finance Committee. The review will identify all inbound and outbound flows of
personal identifiable information from each department and Business Unit, the
purposes of the flow, what type of personal data is involved, who it is shared with,
the lawful basis and whether an information sharing agreement has been
established.
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Data Protection by Design and Default

The Confederation will ensure that privacy and data protection issues are
considered at the design phase of any new system, service, product or process
and that appropriate technical and organisational measures to implement the data
protection principles and safeguard individual rights are in place. This will involve
but not limited to;

e Only using Data Processors that provide sufficient guarantees of their technical
and organisational measures for data protection by design.

e Anticipating risks and privacy-invasive events before they occur, and take steps
to prevent harm to individuals.

e Making data protection an essential component of the core functionality of our
processing systems and services.

Data Privacy Impact Assessment (DPIA)

The GDPR introduces a new obligation to carry out a DPIA before carrying out
types of processing likely to result in high risk to individuals’ interests.

The Confederation will consider if a full DPIA is necessary if the processing of
personal data involves:

evaluation or scoring (including profiling and predicting)

automated decision making

systematic monitoring of data subjects, including in a publicly accessible area
sensitive data (special categories of data as defined in Article 9 and data
regarding criminal offences)

data being processed on a large scale

matched or combined datasets

vulnerable individuals

transferring data outside the European Union

innovative technical or organisational solutions

preventing data subjects from exercising a right or using a service or a contract

As a minimum, a DPIA will include;

e A description of the envisaged processing operations and the purposes of the
processing;
e An assessment of :
() the need for and proportionality of the processing and
(i the risks to data subjects (as viewed from the perspective of data
subjects) arising; and
e A list of the measures envisaged to mitigate those risks and ensure compliance
with the GDPR.

Data Protection Officer

The GDPR introduces a duty to appoint a Data Protection Officer (DPO) if you are a
public authority or body, or if you carry out certain types of processing activities.
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The Confederation’s DPO is xx, who can be contacted via email xx
or phone: xx

Or at the following address:
The Leeds GP Confederation
Stockdale House

Victoria Road

Leeds

LS6 1PF

Personal Data Breaches

It is a legal obligation to notify personal data breaches of the GDPR under Article 33
within 72 hours, to the ICO, unless it is unlikely to result in a risk to the rights and
freedoms of individuals. Article 34 also makes it a legal obligation to communicate
the breach to those affected without undue delay when it is likely to result in a high
risk to individual’s rights and freedoms. It is also a contractual requirement of the
standard NHS contract to notify incidents in accordance with this guidance. By
notification, this may be an initial summary with very little detail known at the outset
but a fuller report that might follow. There is no expectation that a full investigation
will be carried out within 72 hours.

The Confederations documents all data breaches even if they don’t need to be
reported to the Information Commissioner.

The ‘Guide to the Notification of Data Security and Protection Incidents’ must be
followed when a data breach has been detected. The guidance applies to all
organisations operating in the health and social care sector. This guidance has
been incorporated into the Personal Data Breach Management Procedure, which is
aligned to the Incident & Serious Incident Policy.

International Transfers

Current data protection laws impose restrictions on the transfer of personal data
outside the European Union, to third countries or international organisations. These
restrictions are in place to ensure that the level of protection of individuals afforded
by the GDPR is not undermined.
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16. Monitoring Compliance and Effectiveness

Data Protection Policy

Minimum Process for Lead for the Frequency of Lead for Lead for Lead for
requirement to monitoring / | monitoring/audit monitoring / reviewing developing / monitoring
be monitored / audit process auditing results reviewing action plan

audited action plan
Compliance with | Reporting to the Head of Quarterly Chair of QPF QPF
the Data Security QPF Governance / QPF Committee Committee
& Protection Committee Data Protection Committee
Toolkit Officer
Annual Reporting to the Head of Annually Chair of QPF QPF
Information Audit Committee Governance / Audit Committee Committee
Governance Data Protection Committee
Audit Officer
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18.

19.

20.

21.

22.

Training needs

All staff must adhere to the IG training requirements set out in the
Confederation’s Mandatory and Statutory Training Policy.

Approval and Ratification process

The policy has been approved by the Quality, Performance and Finance
Committee on behalf of the Board with oversight of the Audit Committee.

Dissemination and Implementation

Dissemination of this policy will be via the Confederation Website.

Review arrangements

This policy will be reviewed in three years by the author or sooner if there is a
local or national requirement then ratified by the SMT with oversight of the Audit
Committee.

Associated documents

The policies / procedures in place to support the IG Framework are:-

Confidentiality Code of Conduct

Records Management Policy

FOI Procedure

Individual Rights and Subject Access Request Procedure
Information Handling Guidelines

Network Security Policy

Data Protection Impact Assessment Policy

Data Protection Impact Assessment Procedure

References

General Data Protection Regulation 2018

Data Protection Act 2018

Human Rights Act 1998

Privacy and Electronic Communications Reqgulations 2003
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A Manual for Caldicott Guardians (2017)
Department of Health, Confidentiality: NHS Code of Practice (2003)
Department of Health, Information: To Share or Not to Share (2013) (Caldicott 2)

Report on the Review of Patient-ldentifiable Information (1997) (The Caldicott
Report

NHS Digital, Code of Practice on Confidential Information (2014)
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1.2

1.3

2.1

2.2

3.1

PURPOSE

The Freedom of Information Act 2000 (FOI) is part of the Government’s
commitment to greater openness in the public sector, a commitment that is
supported by Leeds General Practice Confederation (the Confederation). The Act
will further this aim by helping to transform the culture of the public sector to one of
greater openness. It will enable members of the public and other groups to question
the decisions of public authorities more closely and ensuring that the services we
provide are efficiently and properly delivered.

The Confederation has a legal duty to comply with requests for information that it
holds. It is a legal requirement that all requests for information held by the
Confederation are handled in accordance with the Freedom of Information Act 2000
(FOI).

This Standard Operating Procedure (SOP) defines a process for achieving legislative
requirements and ensuring effective and consistent management of such requests.

This document sets out:

e good administrative practice to ensure that the Confederation’s Publication
Scheme is up-to- date and accessible

e good administrative practice for the Confederation when handling requests for
information

e outlines the main areas of responsibly for freedom of information matters in the
Confederation

SCOPE

This procedure covers access to information held by the Confederation from an
individual via a Freedom of Information (FOI) request as outlined in the FOI Act 2000.

Requests for personal data are outside the scope of this procedure and follow a
separate process.

DEFINITIONS

Environmental Information

This includes information about this such as land development, pollution levels,
energy production, and waste management. Sometimes information might not seem
to be obviously environmental but could still fall under the definition. For example,
financial information would be classed as environmental information if it related to the
costs of redeveloping land and building a new leisure complex.





3.2

3.3

4.1

4.2

Exemption

Whilst the Freedom of Information Act provides for the right of access to information
held, it also affords a number of exemptions from this right in order to permit public
authorities to withhold some or all of the information requested where a justifiable
reason exists. The exemptions fall into two categories:
e Absolute exemptions - there is no right of access under the FOI Act
e Qualified exemptions - consideration needs to be given whether to disclose or
withhold information

Redaction

Redaction is the process of blocking selected information within a record to make it
unavailable to be viewed by the recipient.

RESPONSIBILITIES

Chief Executive

The Chief Executive is ultimately responsible for ensuring implementation of the Act
within the Confederation. They will also act as the Confederation’s appropriate
“qualified person” in relation to the citing of section 36 of the Act (prejudice to the
effective conduct of public affairs).

Freedom of Information Officer

The person responsible for managing the process for legislative compliance will be
the Head of Governance, they will:

Be the primary contact for freedom of information matters

Log FOI requests

Send response communications to applicants - initial and final

Liaise with and advise applicants as necessary

Contact the Confederation departments to obtain the requestedinformation

Make initial decisions on whether information can be released taking into

account certain exemptions and conditions of the Act

e Decides where necessary to discuss more complex requests with the
responsible managers in the department who the request relates to

e Makes arrangements to conduct formal review process to re-evaluate a
request where the applicant is dissatisfied with a response

e Ensure the freedom of information publication scheme is kept up to date and

meets with standards as advised by the Information Commissioner’s Office
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4.3 The Quality, Performance and Performance Committee

e Will discuss and decide actions where necessary on issues relating to
processing freedom of information requests

e Will discuss and decide actions where necessary on issues relating to
the operation and maintenance of the FOI publication scheme

e Will review and authorise any changes to the FOI procedure

4.4  All Directors/Heads of Service/Managers

e Must ensure that staff are aware of the responsibilities under the Freedom of
information Act 2000

e Must ensure staff are appropriately trained

e Are required to meet with the FOI Officer to deliberate on complex FOI
requests where the request relates to their department, speciality or
particular level ofexpertise

4.5 All the Confederation staff

e Must be aware of their the duties and obligations under FOI

e Be required to take relevant training appropriate to their role

e Maintain record systems to the standard outlined in the Records Management
Policy

e Provide relevant information when requested to by the Information Governance
team within set timescales

e Forward as soon as possible an FOI request to the Information Governance
Team when a request is received by them

5. FREEDOM OF INFORMATION PUBLICATION SCHEME

The Confederation is required to publish and maintain a Publication Scheme in line
with a structure approved by the Information Commissioner. The Confederation’s
Publication Scheme is a guide to the information routinely published by the
Confederation.

The aims and objectives of the Publication Scheme are featured on the Confederation’s
website.

The FOI Officer (Head of Development and Governance) will review the Publication
Scheme on a regular basis for accuracy of information and content.
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6.1

6.2

RECEIVING AND LOGGING OF REQUESTS

What constitutes a FOI request

To be classed as a FOI request the request must have the following components:

)] It is a communication that is in writing
This will include communications by electronic means such as by e-mail or an
electronic application form

i) The communication states an address for correspondence
For email correspondence where the requested information can be transferred
electronically then an e-mail address will suffice

iii) The communication describes the information requested
The Confederation is able to clearly identify what information is required.
Where it cannot the Confederation should seek clarification from the
applicant (see section 4.6 Insufficient information provided to fulfil request

iv) The request will require consideration whether information can be released
(See below for requests not requiring consideration)

The request does not need to mention the Freedom of Information Act 2000. There is
also no need for the applicant to give a reason for why the information is required.

The above will be logged by the FOI Officer.

Requests asking for environmental information (see section 4.6 and appendix 5) will
be logged but processed under the Environmental Information Regulations 2004.
They will be still dealt with by the FOI Officer.

When arequest for information will not be logged on the FOI database

Ultimately every request for information that is received by the Confederation that
meets the criteria above could be classed initially as freedom of information request.
The Confederation, however, will not log all requests for information on the FOI
database. Where requests are logged as a FOI they will then conform to the detailed
conditions set out in the Act for processing of requests e.g. 20 day deadline,
appropriate citing explanations of FOI exemptions etc.

The following will not be logged as FOI requests:

Type of request/information required How dealt with

1. | Provision of information leaflets and other Information to be provided
reference material approved by the by relevant
Confederation department/person

2. | The request is classed as a “normal business | Processed as normal by
purposes” e.g. relevant department/person
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6.3

6.4

6.5

e the Confederation information manager
receives monthly request from local acute
Confederation for statistical data relating to
waiting list activity

e PALS manager been asked by a patient for
locations and times of a the Confederation
service

3. | Person requesting information from the | Information to be provided
Confederation after being referred to a the | by relevant
Confederation telephone number or address | department/person

by the Confederation publicity material, e.g.
poster, publication scheme, leaflet

4. | Information available through the Information Governance
Confederation’s publication scheme Team or relevant trust
department
5. | Anindividual (or their representative) Processed under the
requesting their own personal records Information Rights and SAR
Procedure
6. | Deceased patient records by those who are Processed under the
authorised to make such a request Information Rights and SAR
Procedure

Written requests received by staff

All written freedom of information requests must be forwarded to the FOI officer within
one working day of them been received at the Confederation. This can be by e-mail (if
applicable), or in person or if this is not possible, telephone contact with the FOI Officer
within one working day is acceptable.

If the staff member who has received the request holds some or all of the information
requested, he or she will advise the FOI Officer of this when passing on the request.
Where staff are unsure if a request for information needs to be logged as a FOI
request they must contact the FOI Officer for advice.

Written requests for environmental information (EIR)

Publication Scheme request

Where the request, either written or verbal, relates to information held within the
Publication Scheme, the FOI Officer will contact the applicant to establish the best
means by which the applicant can obtain the information - this may be by providing the
appropriate link to the website if the applicant has internet access, or where the
information is not available online a hard copy from the FOI Officer. The FOI officer will
advise the applicant of any charges that will apply.

Where a written request has been received, but the applicant has not described the
sought information in a way that would enable the Confederation to identify or locate
it, the FOI Officer will contact the applicant as soon as possible (preferably by phone
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6.6

6.7

6.8

or e-mail) to provide assistance to enable them to describe more clearly the
information requested.

The purpose of this contact will be to clarify the nature of the information sought, not
to determine the aims or motivation of the applicant.

Receiving a verbal request for information

Where a verbal request for information is made to a member of staff (and is not a
request described 4.2). The staff member will ask the applicant to put their request
in writing to the FOI Officer.

If the staff member is aware that the information is on the Confederation’s website,
accessible by other means, or have not yet been published - they should inform the
person how to access that information or when it may be available. In the event that
the applicant does not have access to the internet. The staff member should be
informed of where the public can access the internet (e.g. visit a library, internet
cafe). Where the applicant still may have difficulty in accessing the internet, the FOI
Officer will ask the applicant to put the request in writing. Where the applicant may
have difficulty in framing a request the FOI Officer will assist the applicant as
outlined in section 4.10.

Receiving verbal requests — Environmental Information

Where a verbal request relates to environmental information (see definition at
appendix 5), this is a valid request under the Environmental Information Regulations
where requests do not exclusively have to be in writing. A staff member should
note:

The name of the applicant

The date

The information required

An address for correspondence

They should then forward this to the FOI Officer. The request will be logged initially
as a FOI request but then processed under the Environmental Information
Regulations 2004.

Assisting applicants who may have difficulty in making written requests

Where a potential applicant is unable to frame or has difficulty in putting their
request in writing, staff must take reasonable steps to ensure that appropriate
assistance is given to enable that individual to make a request for information, they
can:

e Advise the person that another person (including the Confederation staff) or
agency (such as a Citizens Advice Bureau or other provider of information,
advice or advocacy) may be able to assist them with the application, or make
the application on their behalf
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Staff can alternatively take details from the applicant such as: the name and contact
details of the applicant, and the information that is required. Requests must be
passed to the FOI Officer within one working day.

Where staff receive a request (that will need or potentially need logging as a FOI
request) they must not process it themselves or make alternative arrangements to
process it e.g. pass onto another department or Trust for them to deal with. They
must always consult with the FOI Officer first before any such arrangements are
finalised or agreed.

6.9 Logging arequest

The FOI Officer will log the request on the FOI database within one day following
the day of receipt.

The date that will be logged will be the date that communication was first received
at the Confederation.

6.10 Notification of a request

The FOI Officer will notify the Communications team, the relevant responsible
Service Managers when a new FOI request is logged. The text of the question will
be circulated.

7. INITIAL ASSESSMENT AND RESPONSE

7.1 Initial response

The FOI Officer will make an initial assessment of the request to see if the request
can be processed immediately — in particular if any of the following exemptions

apply:

e The request is for personal/patient identifiable information either by the
individual themselves or another person/organisation

e The information is available by other means

¢ Is information that is prohibited from disclosure

e Itis known the information is held by another organisation (see transferring
information)

e It is known at this stage that the Confederation does not hold the

information (this may involve advising the applicant of other routes where

the information may be located)

If the FOI Officer has evidence to demonstrate that the request is vexatious
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7.2

7.3

1.4

or repeated as defined under section 14 of the Act, the Procedure for
Refusal of a Request will be followed

The FOI Officer will write to the applicant informing them of the reason/exemption
for not supplying the information with suitable advice for locating information where
appropriate. A the Confederation FOI information sheet should be attached which
includes details of the Confederation’s FOI review process.

The FOI Officer may be of the opinion at this stage the requested information may
be subject to an exemption or condition that restricts the release but requires
further assessment (see section 8).

Duty to confirm or deny

For the majority of FOI requests by releasing information, refusing to release
information, or transferring a request the Confederation will be complying with the
obligation in the Act to confirm or deny whether it holds the requested information.
In these instances it has been made obvious to the applicant whether the
Confederation holds or does not hold the requested information. In exceptional
cases the duty to confirm or deny to will not arise. If that is the case the FOI Officer
will write to the applicant informing them of this fact i.e. the Confederation is not
able to confirm or deny whether it holds the requested information. Decisions on
whether the Confederation needs to fulfil the duty to confirm or deny will be the
same as the process outlined in section 8.

Sending an acknowledgement

If none of the above apply the FOI Officer will write (e-mail if appropriate) within 2
working days of the request been received to the applicant informing them that the
request is being processed.

Appropriate Limit

Where on discussion between the FOI Officer and the likely holders of the
information it is decided that the estimated cost of processing the request for
information exceeds the appropriate limit set by the Fees Regulations they will
immediately notify the applicant in writing that the appropriate limit has been
exceeded. The FOI Officer will consult with applicant to see if the costs of
providing information can be brought below the appropriate limit.

LOCATING THE INFORMATION

The FOI Officer will identify the likely holder(s) of the information that has been
requested and make contact with the most appropriate person(s), within 2 working
days of having personally received the request. The likely holders of the
information will be asked if they foresee any reason that the information should not
be released or if there may be difficulty in collating the information either through
standard communication (e.g. email) or verbally.

Following contact by the FOI Officer, the likely holders of the information will have
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8.1

8.2

10 working days to locate and provide the requested information to the FOI Officer.
If it is not possible to meet this deadline the FOI Officer must be informed
immediately giving the reason.

Where information has not yet be provided the likely holder of the information will
be reminded after 10 working days following receipt of the request and again at 15
working days following receipt of the request if the information is still not forth
coming.

The requested information must be sent to the FOI Officer before it is dispatched.
The FOI Officer will inspect the completed information to check:

= That no exemption or conditions that may restrict information may apply — if
applicable the refusal procedure will follow

= That the information provided adequately meets the requirements of the
applicant’s request — where it does not the FOI Officer will liaise with the
holders of the information to ensure that it does

If following a thorough search, it is established that the Confederation does not
hold any, or part of, the information that the applicant has requested, the FOI
Officer will advise the applicant of that fact within 20 working days following receipt
of the request by the Confederation. The FOI Officer will offer advice and
assistance if possible to the applicant to where they may be able to obtain the
information (see also section 6.2).

In the event that the FOI Officer becomes aware that the 20 day deadline will not
be met, he will notify the relevant Executive Director and they will decide on a
course of action, keeping the applicant informed and endeavouring to comply with
the request as quickly as possible.

Issuing of fees notice

If fees are payable the applicant will be issued with a Fees Notice. The FOI Officer
with contact with the Finance department in order that an invoice can be raised.
The fees notice will state the amount to be charged and the reasons for the fees
(see fees statement at Appendix 3).

Transferring Requests for Information

If the FOI Officer believes that some or all of the information requested is held by
another public authority, they will

e Contact the applicant and informing them that some of the information
requested may be held by another public authority

e Advise the applicant re-applies to the authority which the Confederation
believes to hold the information and provide the applicant with contact details
(if available) for that authority
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8.3

10.

Consultation with third parties

Information could be requested that may carry a duty of confidence, i.e., was
provided to the Confederation by a person (in this case person may be an
individual, company, local authority or any other legal entity) with the expectation
that the information would only be disclosed in accordance with the wishes of that
person. Where disclosure of the information may give rise to an actionable breach
of confidence, the Confederation in considering release of the information may
wish to consult with the third party and seek their views. The Confederation may
also contact a third party and gauge their views on possible release of information
where the release of information may have an adverse effect on the third party.

A record will be made by The FOI Officer where contact is made with third parties.
PROVISION OF INFORMATION

Where information is suitable for release and any fees charged have been
received, the information will be provided to applicants by any one or more of the
following means:

= A copy of the information in permanent form or another form acceptable to the
applicant:

= Through the provision of a reasonable opportunity to inspect a record
containing the information

The FOI Officer will consider any stated preferences or means of providing
information to an applicant, and whether it is practicable to do so. They additionally
will take into account statutory obligations as outlined in the Equalities Act 2010.

The final response will include an information sheet outlining the Confederation’s
review process for FOI requests. Where applicable a sheet outlining conditions for
re-use of public sector information will also be included.

Responses sent via royal mail must be sent by recorded delivery.
FURTHER ASSESSMENT

Certain requests will need further assessment. This is where exemptions or
conditions may be applicable in restricting release of information and will need to
be considered. Where appropriate a panel will deliberate over complex cases.
This will be coordinated by the FOI Officer and include relevant
mangers/directors/clinicians according to their departmental responsibility or
specialist knowledge or expertise.

It may be decided that further advice may be sought. This may be from various
sources such as:

e Other NHS Organisations
e Clinical Commissioning Groups
e Information Commissioners Office
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11.

111

e Regional Information Governance forum/committee
e Legal advice

The FOI Officer will co-ordinate the obtaining of this advice.

Where considering an exemption that will involve undertaking a public interest test
and it is felt that it will take more than 20 working days from receipt of the request
to reach a decision as to whether any part of the requested information is exempt,
the FOI Officer will notify the applicant immediately. The FOI Officer will inform the
applicant that they are considering a qualified exemption and that a decision will
not be reached within the 20 day deadline. An estimate of the date that it is
expected that a decision will have been reached will be included in the response.

Estimates should be realistic and reasonable, and compliance with the statutory
timescales should always be the norm except where extenuating circumstances
apply. If an estimate is exceeded, the FOI Officer will write to notify the applicant
of the reason(s) for the delay and to offer an apology.

REFUSALS

If a request for information is refused due to any exemptions and conditions as laid
out in the Act, the applicant will be informed in writing including by electronic
means) by the FOI Officer detailing the :

e Exemption and, if it not otherwise apparent, the reason why the exemption
applies. Where a public interest test has been carried out because a qualified
exemption has been considered, the reasoning behind the decision not to
release the information.

Or

e The condition that restricts the release of information

The FOI Officer will draft a response. Final responses where information has been
refused, the response will be inspected by the appropriate staff member such as
Head of Service, Executive Director or responsible Lead.

Where the reason for refusal is because the request is repeated or vexatious, and

a letter has already been issued to the applicant stating that fact, further
notification of that fact is not required.

A Confederation information sheet should be attached which includes details of
the Confederation’s FOI complaint procedure.

Redaction of information

Where part of the requested information is considered exempt from release, that
information can be redacted. The FOI Officer will inform the applicant in the
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12.

13.

14.

15.

15.1

15.2

15.3

16.

response that redaction(s) have taken place and cite the relevant exemption, and
the reasoning for doing so if not obviously clear.

Where there is so much information that needs redacting that it makes a document
nonsensical then the entire document can be withheld.

Information should not be redacted without consultation with the FOI Officer.
FINAL CHECK

The FOI Officer will ensure that responses are checked where necessary by the
appropriate person in a Directorate such as Executive Director, Head of Service or
person who has responsibility for a particular service or speciality. Some
responses that are of a routine nature or for basic information may not need a final
check. The FOI Officer will decide where this applies.

COMPLETION
The FOI Officer will log the outcome of the request.
MONITORING AND REVIEW

An audit of this procedure will be supported and informed by analysis of breaches
of confidentiality and complaints from the public.

This procedure will be reviewed in June 2019 by the Information Governance
Group. Earlier review may be required in response to exceptional circumstances,
organisational change or relevant changes in legislation.

TRAINING NEEDS
Refer to the Statutory and Mandatory Training Policy including Training Needs
Analysis. Up to date information is available on the Intranet for course detalils.

Awareness and access to this procedure will form part of staff induction, and
awareness will be raised with existing staff, including when changes have been
made via the Confederations intranet.

The IG Team will provide training sessions to all staff that managing requests.
REFERENCES

Information Governance Policy & Framework
Information Handling Policy
Data Protection Policy

Data Protection Act 2018

Disability and Discrimination Act 2005 (c13) HMSO

Environmental Information Requlations 2004 — Environmental Information
Requlations Guidance

Freedom of Information Act 2000 (c36) HMSO
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Information Commissioner’s Office — Freedom of Information Guide
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APPENDIX 1

KEY DEADLINES
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Day 1 the day following receipt
of request

By Day 2

By Day 10

By Day 15

By Day 18

By Day 20

20 DAY WORKING DEADLINE STARTS

-

ACKNOWLEDGEMENT AND DEPARTMENT
CONTACTED AND CIRCULATED TO COMMS,
HEADS OF BUSINESS UNITS

(-

CONFIRM THAT CORRECT DEPARTMENT IS
PROVIDING INFORMATION

(—

REMINDER SENT IF INFORMATION HAS NOT
YET BEEN RECEIVED

(—

INFORMATION PROVIDED SHOULD BE
PROVIDED BY THIS DATE

(—

2ND REMINDER (IF INFORMATION HAS
NOT BEEN PROVIDED)

-

INFORMATION SUPPLIED TO APPLICANT
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APPENDIX 2

EXEMPT INFORMATION UNDER PART Il OF THE FREEDOM OF INFORMATION
ACT 2000

a) Absolute, which does not require a test of prejudice or the balance of public
interest to be in favour of non-disclosure

b) Qualified by the public interest test, which require the public body to decide
whether it is in the balance of public interest to not disclosure information.

With the exemption of section 21 (information available by other means) exemptions
apply not only to the communication of information but also to the duty to confirm or
deny, if that itself would disclose information that it is reasonable to withhold.

The Absolute exemptions under the Act are:

Section (of the  Exemption

Act)

21 Information accessible to applicant by other means

23 Information supplied by, or relating to, bodies dealing with security matters.

32 Court Records

34 Parliamentary Privilege.

36 Prejudice to effective conduct of public affairs (so far as relating to
information held by the House of Commons or the House of Lords)

40 Personal Information (where disclosure may contravene the Data Protection
Act 2018), see section of the policy

41 Information provided in confidence (see section of the policy)

44 Prohibitions on disclosure

The Qualified exemptions (which require the public interest test) are:

Section (of the  Exemption
Act)
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22
24
26
27
28
29
30
31
33
35
36

37
38
39
42
43

Information intended for future publication

National Security

Defence

International Relations

Relations within the United Kingdom

The Economy

Investigations and proceedings conducted by pubic authorities
Law enforcement

Audit Functions

Formation of Government Policy

Prejudice to effective conduct of public affairs (for all public authorities
except the House of Commons and the House of Lords)
Communications with Her Majesty, etc. and honours

Health and Safety

Environmental Information

Legal Professional Privilege

Commercial Interests
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APPENDIX 3

Fee Statement

The Confederation recognises its responsibility as a Public Body to conduct its
business in an open and transparent manner. Wherever possible, the
Confederation will proactively make readily accessible to the public,
information which is considered to be of particular interest through its website,
the media, leaflets, prospectus etc.

This approach will therefore satisfy much of our public’s interest in our role
and activity. Where information is required which is of a detailed or specific
nature and has not been published by the Confederation then a specific
request through the freedom of information process will ensure a response. In
the majority of cases the information will be reported back to the person
making the request at no charge to themselves.

The charging policy is intended only to cover requests which require quite
intensive resources in order to prepare and process a response.

The following statement is based on guidance given in the Freedom of
Information and Data Protection (Appropriate Limit and Fees) Regulations
2004.

Charges relate to whether costs exceed or fall under the appropriate limit.

The Appropriate Limit

The appropriate limit is set at £450 for Public Authority Bodies (NHS
organisations).

The appropriate limit is the point at which the Confederation can refuse to
process a request due to excessive costs and staff time.

Costs are calculated on the amount of time staff would take in:

Determining whether the Confederation holds the information requested,
Locating the information or documents containing the information
Retrieving such information or documents, and

Extracting the information from the documents containing it

The rate for staff time is calculated at £25 per hour. For example, where it is
estimated that it would take 18 hours of staff time in providing the information,
this would work out at £450 and would have reached the appropriate limit.

1. Requests for information that are estimated to fall below the
appropriate limit
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Where the estimated costs fall beneath the appropriate limit which the
majority of cases should, the Confederation may charge for the
following when providing that information:

e Postage
e Printing and photocopying
e Scanning

The cost of photocopying and printing will be set in most cases at no
more than 20 pence a sheet.

The Confederation will not charge for any labour costs i.e. staff time
spent undertaking tasks as detailed above in section headed “The
Appropriate Limit”.

2. Reguests for information estimated to cost more than the appropriate
limit

The Confederation will deal with these on a case by case basis in which it
will decide either to:

e Refuse to process the actual request

e Proceed with the request and charge the full amount i.e. £25 an hour
plus postage and photocopying costs

e Contact the applicant to see if it is possible to reduce the amount of
information required or summaries it sufficiently to reduce the costs
under the appropriate limit
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10.

APPENDIX 4

FREEDOM OF INFORMATION REVIEW PROCESS

This procedure will deal with complaints arising from the Confederations obligations
under the Freedom of Information (FOI) Act in respect of maintenance of the
publication scheme, and handling of requests for information.

the Confederation’s publication scheme will notify individuals about who they should
complain to about the maintenance of the scheme and inform individuals of their right
to complain to the Information Commissioner’s Office.

When communicating any decision made in relation to a request under the Act's
general right of access, the Confederation will notify the applicant of their right of
complaint. They should be informed of the Confederation’s review process for dealing
with issues relating the publication scheme or handling of requests. They should also
be informed of the right to complain to the Information Commissioner.

Any written communication (including one transmitted by electronic means)
expressing dissatisfaction with a the Confederation response to a valid request for
information, or operation of the publication scheme will be classed as a complaint.

Complaints should be handled by the FOI officer

The FOI officer will acknowledge receipt and completion of the complaint.

The FOI officer will initially inspect the letter of complaint and may liaise with the

relevant staff member where the information was held to decide if the original
response was incorrect. Where it is still decides that the original decision was correct
a formal review process will be instigated.

The applicant will be informed:

e That review process is taking place
e The intended date that the review process will be completed and a response sent

The review process should be completed within 20 days of the letter of complaint.
Where the intended date of the review cannot be met, the applicant must be informed
as to the delay and be given a new date for completion.

The review will be carried out ideally by a staff member at Director level (and no lower
than Head of Service) who has no previous involvement in the original request.
Ideally this will be the Caldicott Guardian and where they cannot conduct the review
the Deputy Medial Director will conduct the review. They will base their decision on
receipt of relevant information and guidance relating to the case. They will liaise with
the person who made the original decision who must provide their reasoning for
coming to their decision.

IG -004 Freedom of Information Act Requests Procedure
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12.

13.

14.

15.

Where the outcome of the complaint is that information should be disclosed which
was previously withheld, the information in question should be disclosed as soon as
practicable and the applicant be informed as how soon this will be.

Where the outcome of a complaint is that procedures within the Confederation have
not been properly followed by the Confederation staff the Confederation will apologise
to the applicant and take appropriate steps to prevent similar errors in future.

Where the outcome of a complaint is that the initial decision was correct or is
otherwise in the Confederation’s favour, the applicant should be informed of the
decision and also of their right to apply to the Information Commissioner (contact
details below):

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Telephone: 0303 123 1113

The letter outlining the outcome of the review will be signed by the Director who has
conducted the review process.

IG -004 Freedom of Information Act Requests Procedure
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APPENDIX 5

DEFINITION OF ENVIRONMENTAL INFORMATION

Any information in written, visual, aural, electronic or any other material form
on —

(a) the state of the elements of the environment, such as air and atmosphere,
water, soil, land, landscape and natural sites including wetlands, coastal and
marine areas, biological diversity and its components, including genetically
modified organisms, and the interaction among these elements;

(b) factors, such as substances, energy, noise, radiation or waste, including
radioactive waste, emissions, discharges and other releases into the
environment, affecting or likely to affect the elements of the environment
referred to in (a);

(c) measures (including administrative measures), such as policies,
legislation, plans, programmes, environmental agreements, and activities
affecting or likely to affect the elements and factors referred to in (a) and (b)
as well as measures or activities designed to protect those elements;

(d) report on the implementation of environmental legislation;

(e) cost-benefit and other economic analyses and assumptions used within
the framework of the measures and activities referred to in (c); and

(f) the state of human health and safety, including the contamination of the
food chain, where relevant, conditions of human life, cultural sites and built
structures inasmuch as they are or may be affected by the state of the
elements of the environment referred to in (a) or, through those elements, by
any of the matters referred to in (b) and (c).
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Information Handling Policy

Executive summary

This policy forms part of the overall approach to Information Governance and
Information Security and aids our compliance with the Data Security and Protection
Toolkit and our statutory obligations under the Data Protection Act (1998).
Compliance will safeguard the confidentiality of patients, staff and The
Confederation’s business operations and reduce organisational risk by helping to
mitigate the frequency and severity of confidentiality breaches.

This policy deals with some situations staff in the NHS will encounter when handling
the confidential information of patients or staff. Any information that is being processed
through transfer must adhere to these policies. It is important to focus not solely on
systems and technology, but for all of us to act as a ‘Personal Safe Haven’ whenever
we handle personal, sensitive and confidential information.

The policy has been reviewed and amended in line with current guidance around
Information governance and information security.
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1.0 Purpose

The Leeds General Practice Confederation (The Confederation) core business often
requires the movement of personal, sensitive and otherwise confidential information, it
is imperative that the confidentiality of such information is maintained via the use of
secure communications methods and staff whose own behaviour enhances our
confidentiality culture and information security.

The Confederation is required to have a policy to ensure that the transfer of person
identifiable information into and out of The Confederation and within The Confederation
between departments and sites is as secure as possible. The policy is intended to
meet Caldicott, Data Protection, Statement of Compliance and Information
Governance toolkit requirements. It forms part of The Confederations compliance with
Principle 7 of the Data Protection Act which states: ‘Appropriate technical and
organisational measures will be taken against unauthorised or unlawful processing of
personal data and against accidental loss’.

The policy has been updated to reflect the increased access to mobile working
solutions and remote access to Trust systems.

2.0 Scope
The policy covers all person identifiable information which may relate to staff, service
users, carers, or any individual about whom we hold information.

3.0 Definitions

Record: 1SO Standard15489-1:2016 Information and documentation defines a record
as ‘information created, received, and maintained as evidence and information by an
organisation or person, in pursuance of legal obligations or in the transaction of
business’. The Data Protection Act 1998 (DPA) S68(2) defines a health record which
‘consists of information relating to the physical or mental health or condition of an
individual, and has been made by or on behalf of a health professional in connection
with the care of that individual’. Examples of records that must be managed using the
policy are listed in Figure 1. This list gives examples of functional areas as well as the
format of the records:

Figure 1

Function: Format:

Patient health records (electronic or e Photographs, slides, and other
paper based, including those images Microform (i.e.
concerning all specialties and GP microfiche/microfilm)

records)

e Records of private patients seen on Audio and video tapes, cassettes,

NHS premises CD-ROM etc.
e Accident & emergency, birth, and all e E-mails
other registers
e Theatre registers and minor e Computerised records
operations (and other related)
registers

e Administrative records (including, for e Scanned records
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example, personnel, estates,
financial and accounting records,
notes associated with complaint-

handling)
e X-ray and imaging reports, output e Text messages (SMS) and social
and images media (both outgoing from the NHS
and incoming responses from the
patient) such as Twitter and Skype
¢ Integrated health and social care e Websites and intranet sites that
records provide key information to patients

and staff

e Data processed for secondary use
purposes. Secondary use is any use
of person level or aggregate level
data that is not for direct care
purposes. This can include data for
service management, research or
for supporting commissioning
decisions.

Health Record: A health record is any record of information relating to someone's
physical or mental health that has been made by (or on behalf of) a health
professional.

Personal Information: Information which may in itself, or alongside other information
available from additional sources, be used to identify an individual. As defined by the
Data Protection Act (1998).

Confidential Information: Personal Information and Sensitive Personal Information
are defined by the Data Protection Act (1998), other classes of information should be
regarded as confidential and worthy of Safe Haven handling. These include
confidential information relating to The Confederation’s business interests and
activities, personal bank account details of staff and service users and any
information which is given ‘in confidence’ or has the quality of confidentiality.

Anonymised Data: Data with all identifiers removed such that data subjects within
cannot be identified. This differs to pseudonymised data, which can be identified using
a key. Truly anonymised data cannot be re-identified, even at source.

Safe Haven: A term used to explain either a secure physical location or the agreed set
of administration arrangements that are in place within The Confederation to ensure
confidential patient or staff information is communicated safely and securely. The ‘Safe
Haven’ concept was first introduced to indicate a fax machine operated in such a way
to enhance the confidentiality of personal and sensitive information sent to it. Given
the proliferation of other information transport mechanisms, The Confederation
approach to Safe Havens must encompass a wider array of communications media.
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Data Flow: The path taken by data within a device, network, or organisation, as it
moves from its source to a data repository or a data user.

Portable or Moveable Media: is defined as all electronic information that is not held
on The Confederation network drives. This includes information held on USB
memory sticks, CDs, DVDs, desktops, local hard drives, floppy disks, diagnostic,
flash memory cards and other electronic devices capable of holding data. Essentially
this is anything you can copy, save and/or write data to which can then be taken
away and restored on another computer.

Agile or Mobile Working: A working arrangement where staff no longer operate from
a fixed base or office. Staff can operate via remote connection to Trust systems over
secure links from mobile / remote locations.

Government Secure Intranet (GSi): A interconnecting secure communications
infrastructure, providing secure and encrypted communications channels across the
NHS and wider public sector. The “New National Network (N3) and NHS.net e-mail are
part of GSi.

Pseudonymisation: A privacy-enhancing technology intended to produce an identifier
which can only re-identify data subjects when the identifier is compared to the
pseudonymisation key. Without the key, the data is anonymised.

Person Identifiable Data or Information: “personal data” means data which relate to
a living individual who can be identified from the data, or from those data and other
information which is in the possession of, or is likely to come into the possession of,
the data controller, and includes any expression of opinion about the individual and
any indication of the intentions of the data controller or any other person in respect of
the individual. Examples include; name, address, date of birth, NHS number, NI
number, description, photograph etc.

Sensitive Personal Data or Information — Information relating to race, ethnicity,
religion or similar beliefs, sexuality, political affiliation, trade union membership,
physical and mental health, and forensic history.

4.0 Responsibilities

4.1 Chief Executive is responsible for signing of appropriate declarations on behalf of
The Confederation and will be ultimately accountable for Information Governance
issues.

4.2 Senior Information Risk Officer (SIRO), fulfilled by the Deputy Chief
Executive/Director of Finance will act as the board-level owner of information risks and
be the point of contact for board level input in this area. Progress against this
procedure, particularly any difficulties and the resultant risks must be reported to the
SIRO.

4.3 Caldicott Guardian will advise on patient data confidentiality matters and provide
this expertise as required. .

4.4 Head of Information Governance will be The Confederations first line of
Information Governance expertise and act as first point of contact for advice on this
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policy and the secure movement of confidential information.

4.5 Operational Managers will ensure that:

e appropriate arrangements are in place to manage post, e-mail and telephone
calls in accordance with the policy.

e all fax machines are appropriately labelled in line with the policy and that the fax
disclaimer is available on cover sheets.

o all staff are made aware of the provisions in this policy at induction and that
refreshers briefings are available through the Information Governance
Department

e Non compliance of the policy can be investigated and may lead to disciplinary
action.

4.6 Staff are responsible for ensuring they comply with this policy along with specific
professional codes of practice for their disciplines, this incudes attendance for all
identified training and reporting any incidents of non-compliance via the Datix®
Incident Reporting System

All staff employed by The Leeds General Practice Confederation must work in
concordance with the Leeds Safeguarding Multi-agency Policies and Procedures and
local guidelines in relation to any safeguarding concerns they have for service users
and the public with whom they are in contact.

4.7 Information Governance (IG) Group is responsible for monitoring and reviewing
arrangements for this policy.

5.0 Safe Haven Procedures

The Confederation accepts there is a wealth of routine communication, by paper and
electronic means, which happens during the normal course of clinical and business
operations.

All staff should communicate in a manner which is both appropriate and proportional in
security to the content of the material they are sending. We are all responsible for the
decisions we make regarding the confidentiality of our data and its storage and
transfer. Further guidance should always be sought if staff members are unsure from
their line manager or the Information Governance Department.

5.1 Personal Safe Haven Working
The most important aspect of information security is the ‘Human Element’. It is not
sufficient to simply consider systems, devices and working practices as the entire
scope of the Safe Haven concept, particularly with the advent of mobile / remote
access and agile working arrangements. All staff must adopt working practices so that
they can be considered a ‘Personal Safe Haven’ — essentially a safe pair of hands for
personal, sensitive or confidential information.
Basic and common sense steps will help us all to meet this important obligation:-
¢ Maintain an awareness of your surroundings and the threats to information
security in your immediate vicinity.
e Ensure PCs are locked or switched off when not in use.
e Make sure that PC screens are not inappropriately viewed by 3" parties,
particularly when working remotely.
e Ensure information is not visible or accessible to inappropriate people.
e Clear desks and other workspaces of information when leaving a workstation.
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e Ensure that information transferred between locations arrives intact, without
total or partial loss en-route.

e Store information in the boot of a car when in transit.

e Remove personal, sensitive or confidential information from any vehicle on
arrival at your work base, home, or final location.

e Only take & use personal, sensitive or confidential information when working
from home with the authorisation of your line manager.

e When working from home, ensure that information is used and stored securely
and protected from access by family members or other visitors to your home at
all times.

e Check the fax number before sending information via fax, particularly when
using preset or speed-dial numbers.

e Ensure that e-mail addresses are correct before sending information via any e-
mail method, particularly when addresses are auto-completed by your e-mail
software.

e Know and apply the key Caldicott Principles to any information you are
intending to send.

e Facilitate mobile / remote / agile working via secure method (NHS.net e-mail,
encrypted memory stick, encrypted laptop etc.). NEVER do this by e-mailing
personal, sensitive or confidential information to a private / personal e-mail
account or by storage on a non-Trust PC or laptop.

6.0 Telephones
6.1 Telephone Calls

6.1.2 Do not make sensitive telephone calls where you can be overheard e.g.
Reception

6.1.3 When receiving a call check to ensure you are speaking to the correct person,
ring back (where possible) to confirm someone’s identity.

6.1.4 It is appreciated that when patients are being treated on inpatient unit’s family
members will want to know about their relatives and friends. On inpatient units, staff
must only give general information or to confirm that the individual is on the unit and
their general condition without reference to the exact illness or treatments. If the
patient consents then more information can be shared.

6.1.5 Where a celebrity is receiving treatment staff are advised to contract The
Confederation security officer in the estates team and the communications team to
discuss how to disclose information to those who are not related to the patient.

6.2 Answer phones

Where an answer phone is receiving messages which may be confidential e.g. an out
of hours job application phone, where callers leave names and addresses the
messages must be recorded and transcribed in a location where they cannot be
overheard by unauthorised staff. The answer phone must be protected by pin number
access or being in a locked room when unattended to prevent unauthorised access.

6.3 Leaving Telephone Messages
Where information is of a confidential nature it should be given over the telephone only
to the intended recipient or their agreed representative. Messages must not be left on

Page 8 of 23





Information Handling Policy

answer phones unless this is the specific agreement. The person making the call will
always check if it is convenient for the recipient to receive the information before
passing it on. The intended recipient should be asked for by name, assumptions
should not be made that the person answering the phone is the intended recipient.
Calls should not be made where they may be overheard by unauthorised individuals
when passing on or receiving confidential information.

Where an unfamiliar caller is seeking information, care should be taken to ensure that
the caller is genuine, by taking a number and calling back after checking it.

7.0 Fax

A Safe Haven fax machine is one which is operated in such a way to provide
assurance that controls are in place to secure the documents sent to it. These
measures are as follows:

e The location is physically secure. Access to the fax machine is such that only
those satisfying the ‘need to know’ principle have access to it. This is usually via
the fax being sited in a secure office or cupboard.

e The location is out of public view. It will not be visible from the public side of a
reception area, or window without obscured glass.

e |If sited in an office which is unmanned out of hours, fax printing is prevented
during unmanned periods. This may be achieved by either removing the paper
or putting the fax in ‘memory receive’ or similar offine modem, where supported.

e Personal, sensitive and confidential information should only be sent to a fax
machine where the sender is confident that safeguards are in place to ensure its
security.

e Fax header sheets should be used which identify a named sender and recipient
and have ‘Private and Confidential’ marking.

e Speed dials should be used with caution. Although correctly programmed speed
dials may enhance the likelihood that faxes are delivered to the correct
recipient, an incorrectly selected speed dial will result in the fax being delivered
to an incorrect fax endpoint. When dialling manually or via speed dial, the onus
is on the sender to verify the fax number. Speed dials should be used with
caution and checked regularly.

e When sending to a non- Safe Haven fax, it may be used temporarily as a Safe
Haven if the sender can be assured that the intended recipient stands by the fax
to receive it and remove it immediately.

e Fax transmission is now somewhat outdated technology. Encrypted email
correspondence is more secure and cost efficient than fax. Where possible, fax
transmission should be replaced with secure email.

8.0 Post
8.1 Incoming mail should be opened away from public areas.

8.2 Outgoing mail (both internal and external) should be sealed securely and marked
private and confidential if it contains person-identifiable information. Where possible
send post to a named person. See Section 10 for safe transfer of paper records.

9.0 Safe Transfer of Paper Records

The Confederation requires that all information including paper records which
contain clinical information is sent according to procedures described below.
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9.1 Information taken away from Confederation premises

9.1.1 Staff must consider the need for taking paper patient/client/staff records out of
their base with them on a visit. This must only happen when absolutely essential and
there is no other method available for accessing/recording the information required.

Staff must not carry around more information than is necessary.

9.1.2 If patient records need to be taken from their base, staff must follow the steps in
Figure 2 in order to reduce the risk of the records being accessed by an unauthorised
person, lost or stolen.

Figure 2: Procedure to be followed when taking paper patient records out of

base

a. Consider if the record is needed in order to carry out the visit. Records must not
be removed for general administration purposes, e.g. writing reports.

. Only take the records for visits that are pre booked.

. Record the removal and return of files taken away from the workplace

. Records must be stored and carried in a secure bag/case. Records must not be
carried ‘loosely’, as this increases the risk of dropping them and losing
something.

. The bag/case used to store the records must never be left visible in a car when
visiting, but accompany staff on each visit/into each home where possible.
Records, if left in unattended cars, must be locked in the boot.

f. If not returning to base at the conclusion of visits the records must be stored in
the bag/case used and taken out of the car overnight into their home. Care must
be taken to ensure that family members or visitors cannot gain access to the
records.

g. This practice must only occur if the member of staff is not returning to their base
after the working day or the records are required for the next working day. Staff
must have the agreement of their manager if it is necessary for them to work in
this way.

h. Records must not be away from base for more than one working day i.e. if a
member of staff is not returning to base at the conclusion of their working day,
the records taken out on visits must be returned on their next normal working
day.

I.  There may be exceptional circumstances when this is not possible e.qg. if a
member of staff goes off sick before returning the notes. In this situation, the
records must be returned as soon as is practically possible. Managers may have
to make arrangements to retrieve records if they are required whilst the member
of staff is off for a period of time.

o 0T

D

9.2 Transfer of records to other bases in Leeds

9.2.1 Physical handover

Where the record is related to significant events e.g. complaints, legal action, access to
records requests, serious incidents; or where the person holding the record or the
person asking for it thinks that the record is particularly sensitive for other reasons, it
should be delivered in person wherever possible. Loose person identifiable information
must not be handed to another person for delivery simply because they are going to
the destination department. It should only be delivered if the information is in a sealed
envelope, marked as confidential and to a named individual.

Page 10 of 23





Information Handling Policy

9.2.2 Internal Mail - Shuttle
When information or clinical records are sent in the internal mail an assessment must
be made as to the risk of loss. If the loss of those records could compromise patient

care or create a serious breach of confidence, the steps outlined in Figure 3 must be
followed.

Figure 3: Transfer of clinical records using internal mail

a. Where a reception has a recorded delivery book for internal post this must be
used to record clinical files and sensitive mail sent in the shuttle creating an
audit trail in the unlikely event the post does not arrive at stated destination.

b. Records must be transferred in new unused envelope which can be securely
sealed, be clearly addressed to a named individual including their title and
location and be marked Private and Confidential. A ‘Return to sender’ address
should be put on any postal correspondence.

c. Where bulk transfers (50 records or more) are used the number of items in
transit must be recorded with a method to identify any records that are
transferred. The sender must add their name, title and location to the back of the
envelope, to allow undelivered post to be returned. A note must be attached to
the records asking the recipient to contact the sender to acknowledge receipt.
This can be done via email, telephone or by a return receipt. Alternatively an
email can be sent to the recipient telling them the records are in transit and to
contact the sender if they do not arrive within three days

d. If the sender has not heard from the mail's designated recipient after three
working days they must contact the recipient, to check receipt. Undelivered post
must be reported as an incident using the Datix® incident reporting system if
after a further 7 days the post has not arrived.

e. If possible, staff should nominate a colleague to open mail containing service
user records when on planned or unplanned leave. Such records must be kept
secure until the member of staff returns from leave.

f. If staff need to send records urgently then they must contact the intended
recipient in advance to ensure that they are not on leave or working away from
their base.

9.2.3 External Mail - Royal Mail

When information or clinical records are sent in the external mail an assessment must
be made as to the risk of loss, with external mail avoided in most circumstances for
sending clinical records to health centres in Leeds. If the loss of those records could

compromise patient care or create a serious breach of confidence, the steps outlined
in Figure 4 must be followed.

Figure 4: Transfer of clinical records using external mail

e Where original records or copies have to be sent to organisations outside
Leeds, they must be securely sealed and addressed as for internal mail [Figure
3: b] and be sent using Royal Mail's Recorded Delivery service which provides a
tracking and tracing service.

o Where bulk transfers (50 records or more) are used, the number of items in
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transit must be recorded with a method to identify any records that are
transferred.

9.2.4 Tracking records

Where there has been an identified risk that loss of the information or clinical record
could compromise patient care or create a serious breach of confidence as part of the
above procedures the record must be tracked. In these situations the person
responsible for sending or taking records must log:

e The name and type of records removed, including any unique identifying number
The reason for removal and whether likely to be temporary or permanent if known
The date of removal

The person the record is being sent / handed over to

Method of transfer

The date notified that the records have arrived at their destination including name
of person confirming receipt, if appropriate.

e The date records return to base, if appropriate.

Where data is received in an insecure manner from a sender i.e. does not follow this
policy, the recipient will notify the sender and report as an incident. They should then
request that any future information must be sent securely.

10.0 Emails

10.1 To and from patients

Email is an unsecure means of communication, with emails sent to and from patients
that are not encrypted a possible Data Protection Act breach. Patients may initiate
communication with staff as part of their treatment. If a patient initiates such
communication it can be considered that they have consented to communication by
email even though it is not a secure means of communication. However it is advisable
for a patient to be sent an email explaining that emails are insecure and before further
emails can be exchanged they must consent to receive further emails. Consent to
receive communication by email must be documented on the patient record.

10.2 System monitoring

All emails are monitored for viruses. All email traffic (incoming and outgoing) is logged
automatically. These logs are audited periodically. The content of emails is not
routinely monitored. The Confederation reserves the right to retain message content
as required to meet legal and statutory obligations.

11.0 Moveable media

All moveable media used on information systems owned or operated by The
Confederation are covered by these guidelines. Moveable media can include:

e Tapes, including audiotyping tapes;

Floppy disks,

Removable or external hard disk drives,

Optical disks i.e.: DVD and CD,

Solid state memory devices including memory cards, pen drives, memory sticks
etc.

Any electronic information held outside of The Confederation network drives.
e Smartphones
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Digital cameras

Dictaphones

Diagnostic equipment with internal storage
Laptops or tablet devices

11.1 Laptops

Laptops are classed as moveable media and covered by this policy although they have
been encrypted. All laptops must be encrypted even if the laptop is only to be used for
remote access to network. The policy does not inhibit the use of person-identifiable or
business sensitive information however it must not be downloaded held or transferred
on moveable media unless that media has been encrypted. When travelling, laptops
must not be carried in open view and must be removed from sight and not left in the
car once the journey is complete. If laptops are taken home by staff they must be kept
safely and securely. This means that other members of their family and/or their
friends/colleagues must not be able to access or use the laptop.

11.2 Data Storage Devices

Data storage devices e.g. Hard Drives, Memory Sticks, CD’s, DVD’s, PDA’s or mobile
telephones. All devices containing person-identifiable or business sensitive
information must be encrypted to NHS standards using encryption provided by The
Confederation.

NEVER email personal, sensitive or confidential information to a private / personal
email account or store personal, sensitive or confidential information on a non-
Confederation PC or laptop.

Using personal devices for recording, storing or transporting personal, sensitive
or confidential information data is not permitted and can lead to disciplinary
action.

11.3 Risks Associated With Moveable Media

11.3.1 Disclosure of data

The nature and size of moveable media is such that they are prone to accidental loss
and /or theft which could result in accidental, negligent or intentional disclosure of data.
Unauthorised disclosure of sensitive information, along with the obvious potential of
public embarrassment to The Confederation, could occur if an item of moveable media
fell into the wrong hands.

11.3.2 Infection of PCs — Malicious software

Computer users can save vast amounts of data on moveable high capacity media
devices and can very easily transport data and possibly unwittingly malicious software
between PC systems and associated networks. Examples of malicious software
include Virus Programs, Trojan Horses and malicious programs designed to deny
access of service. Moveable media can be susceptible to data loss or corruption so it is
advised users take care in what is stored on them. Some devices will create additional
drive letters on the host computer which can be confusing and lead to accidental
deletion of data on a valid drive.

11.3.3 Security of Data
Data that is only held in one place and in one format is at much higher risk of being
unavailable through loss, destruction or malfunction of equipment, than data which is
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routinely backed up. Therefore moveable media must not be the only place where data
obtained for work purposes is held. Copies of the data must also remain on the source
system or computer until the data is successfully transferred to another computer or
system. All moveable media must be stored in an appropriately secure and safe
environment that avoids physical risk, loss or electrical corruption. Moveable media
must also be physically protected against damage, abuse or misuse when used, where
stored and in transit. Whenever data is transferred between equipment there are the
risks of contamination being introduced onto the network or equipment. This could
affect the integrity of the data itself, the hardware and other data assets and The
Confederation, if the data is lost or used inappropriately. All staff are responsible for
the appropriate use and security of data and for not allowing moveable media to be
compromised in any way whilst in their care or under their control.

11.3.4 Loss of any moveable media

It is the duty of all staff to report immediately any actual or suspected loss, misuse or
irresponsible actions in the use of moveable media to the computer helpdesk.
Currently the email is computer.helpdesk@nhs.net. The incident must be reported as
an incident using the Datix® incident reporting system

12.0 Computers
12.1 Do not share log-ons and passwords with anyone
12.2 Do not share smartcards or leave smartcards unattended

12.3 Computer screens must not be left on view so members of the general public or
staff who do not have a justified need to view the information can see personal data.
PCs or laptops must be locked or switched off when you are away from your desk for
any length of time.

12.4 Information must be held on the organisation’s network servers, not stored on
local hard drives such as the c drive or the desktop or removable media. Information
must not be saved or copied into any PC or media that is “outside the NHS” unless
there is a lawful basis to share the information.

12.5 All person-identifiable information sent by email must be sent from one NHSmail
address to another secure e mail domain such as NHS.net to NHS.net or via an
encrypted attachment e.g. firstname.last name@leeds.gcsx.gov.uk See Appendix C.
12.6 The Confederation reserves the right to inspect (or in the case of encrypted data
files, verify with the user of) any and all files stored in private areas of its network or on
local hard drives in order to ensure compliance with this policy.

13.0 Paper Documents

13.1 All sensitive records must be stored face down in transit through public areas and
not left unsupervised at any time.

13.2 Information that is no longer required (e.g. post it notes, messages) must be
shredded or disposed of in the confidential waste.
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13.3 Ensure that documents are properly ‘booked out’ of any filing system (if
necessary). Copies should be sent or retained, as appropriate. See Section 10 for
safe transfer of paper records.

13.4 If a single staff member is responsible for a case then they are also responsible
for the confidentiality and security of those records in their possession.

14.0 Buildings and Security

14.1 Do not allow unauthorised people into areas where confidential information is kept
unless supervised. Check peoples ID badges and question anyone you believe may
not be authorised to access the building.

14.2 Take measures to prevent casual sight of information. Keep a clear desk or
ensure that no confidential information is left out when the desk is not in use. Store
person identifiable information in a locked drawer or filing cabinet when not in use.

15.0 Information Sharing

Where information is routinely shared with a third party organisation an information
sharing agreement may be required which specifies the purpose and the method of
sharing the information. Information Sharing Agreements must be agreed and signed
by the Caldicott Guardian. Further information about sharing agreements and whether
one may be required for your data flow can be obtained from the Information
Governance Department.

16.0 Sharing information with other organisations (Non NHS)

Staff sharing personal information with other agencies must be aware of the Leeds
Inter-agency Information Sharing Protocol or other sharing arrangement and the
requirement to have an Information Sharing Agreement in place for the routine sharing
of person identifiable information. This will provide The Leeds General Practice
Confederation with the assurance that these organisations are able to comply with the
safe haven ethos and meet legislative and related guidance requirements.

17.0 Copyright

Under the Copyright Designs and Patents Act 1988, copyright law can be infringed by
making an electronic copy or “transient” copy (which occurs when sending an email.)
Copyright infringement is becoming more commonplace as more and more people
forward text, graphics, movies and audio clips by email. Employees must not therefore
copy; forward or otherwise disseminate third-party work without appropriate consent.

18.0 Risk Assessments

Risks identified with the implementation of this policy have been assessed and
mitigated as far as possible, in line with The Confederations risk appetite. Should any
further risks be identified following implementation, these will be assessed and
consideration will be given to an urgent review/revision of the policy (and procedure).
All The Confederation staff must report all incidents involving noncompliance of this
policy via the Datix® incident reporting system.

19.0 Training Needs

The Confederation implements a structured programme of training based on a
training needs analysis. The Information Governance Lead will ensure that training
is provided as appropriate.
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All staff will complete annual Information Governance training as prescribed via ESR.
Bespoke training and development is available to all teams and services tailored to
their specific needs.

All training is recorded and monitored through the workforce development department,
which reports non-attendance to line managers.

Refer to the Statutory and Mandatory Training Policy including Training Needs
Analysis. Up to date information is available on the Intranet for course details.
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20.0 Monitoring Compliance and Effectiveness

Information Handling Policy

Minimum requirement to Process for Lead for the Frequency Lead for |Lead for Lead for
be monitored / audited monitoring / audit monitoring / of reviewing developing / monitoring
audit of Process | monitoring / | results reviewing action plan
auditing action plan
Incidents Datix Head of IG Monthly IG Group IG Group IG Group
Breaches of Confidentiality Datix Head of IG Monthly IG Group IG Group IG Group
Reportable Incidents (ICO) Mandatory Head of IG Monthly IG Group IG Group IG Group
Reporting Tool
(NHS Digital)
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21.0 Approval and Ratification process
The policy has been approved and ratified by the Information Governance Group and
reviewed, and was final given ratification by The Executive on behalf of the Board.

22.0 Dissemination and Implementation
Dissemination of this policy will be via the Confederation website
Implementation will require:

e Operational Directors/ Heads of Service/General Managers to ensure staff have
access to this policy and understand their responsibilities for implementing it into
practice

e Workforce and the Quality and Professional Developments will provide
appropriate support and advice to staff on the implementation of this policy

23.0 Review arrangements
This policy will be reviewed in three years following ratification by the author or sooner
if there is a local or national requirement.

24.0 Associated The Confederation documents
e Records Management Policy
e Confidentiality Code of Conduct
e Network Security Policy
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Appendix A
Guidance on the use of email

The Confederation Acceptable Use policy states that e-mails across or external to The
Confederation network should not contain personally identifiable information because
they are not encrypted. Setting up password protection does not provide encryption
and does not provide secure transfer of information. any member of staff who needs to
routinely receive or send by e-mail person identifiable information should have an
nhs.net e-mail account. NHS.net e-mail is automatically encrypted in transit, therefore
any e-mail sent from one NHS.net mail account to another (e.g. xxx@nhs.net to

yyy@nhs.net) is secure.

NHS.net e-mail is hosted on the N3 network and as such forms part of the wider public
sector Government Secure Intranet (GSi). This means that we can also be assured
that e-mail is encrypted when delivered to any of the following e-mail domains:-

Secure email domains in Central Government:

o *.gsi.gov.uk
o *.gse.gov.uk
o *.gsSX.gov.uk

The Police National Network/Criminal Justice Services secure email domains:

o *.police.uk

o *.pnn.police.uk
J *.scn.gov.uk

o *.cjsm.net

Secure email domains in Local Government/Social Services:
o *.gcsx.gov.uk

E-mail sent to / from NHS.net addresses and e-mail addresses ending in the above will
be secure in transit. The Government is expanding GSi coverage and access to other
public sector organisations and the list above may increase.

NHS.net mail should not be confused with other NHS e-mail addresses ending with
NHS.UK. These addresses are not secure when sending from NHS.net accounts.

When sending outside the GSi network, personal, sensitive and confidential

information must be removed from the subject line and body text of the document and
sent as an encrypted attachment.

Page 19 of 23



mailto:xxx@nhs.net

mailto:yyy@nhs.net



Information Handling Policy

Appendix B — Safe Haven label and instructions for Fax transfers
This is a Safe Haven Fax - ‘Insert Fax no’

You may send or receive personally identifiable information from here. Please
take the following precautions:

Do’s
e Do check and double check that you have typed the recipients number correctly

e Do use pre-programmed numbers where possible.

e Do use a SWMHT cover sheet with instructions on it should the fax be received
by the wrong person.

e Do print a confirmation sheet for the transmission.
e Do follow Caldicott principles when sending person identifiable information so:

e Do use the NHS number or other identifying number instead of name
address and date of birth details if possible.

e Do separate the clinical and demographic details if possible
Don’t’s

e Don’t send person identifiable information unless you can justify that it is
necessary

e Don'’t include person identifiable information details on the Cover sheet

e Don'’t leave the fax machine unattended whilst faxing confidential information
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Appendix C — Guidance on what to include in a validation process for outgoing
mail as a “safety net” for the “letter to wrong address” scenario.

e NEVER overtype existing letters (the obvious pitfall of a change of address
indicates why)

e Use an automated footer with page numbering (1 of 7, 2 of 7 etc.) — so you
know you are looking for 7 pages and put 7 pages in the envelope!

e Deploy secure print on multi-function device or shared printers so people have
to enter a code to get their work — then print jobs do not become inter-mingled.

e Put posters above shared printers / multi-function devices — “STOP — make sure
you’ve only picked up your documents — not someone else’s!”

e Build the requirement to check addresses from the Patient Administration
System — Carenotes, RiO and SystmOne, or paper record before posting.

e Use the SPINE to corroborate addresses, and act on any discrepancy between
local records and the Patient Demographic Service (note: PDS isn’t necessarily
right — but it should bring a moment of pause if it's different to your records).

e Have staff check addresses at clinics/appointments.

e Put posters in reception areas advertising the need for patients to tell us
address changes.

e Windowed envelopes remove the necessity for the address to also be written on
the envelope too.

e Draft your procedure or process, once corrected, as a simple, fool-proof 1-page
document and make it common knowledge in your admin pools.

e Assess any breach against the procedure, and if it uncovers a new flaw, correct
it, or take action against staff where breaches occur because it hasn’t been
followed.

Staff know best where their own processes have weaknesses — it uncovers

situations like “sometimes the file isn’t always available” — this can be
addressed as a flaw in the process.
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Appendix D — Fax Disclaimer

The fax should be sent on The Confederation cover sheet. No Personally identifiable
details should be included on the cover sheet except for the sender and recipient’s
name. The sender’s telephone contact details must be clearly shown. The number of
pages being faxed including the cover sheet should be clearly stated. A message
should be included on the cover sheet

“The details included in this transmission are intended for the named recipient only. If
you are not the recipient named on this cover sheet you are not authorised to see the
information in this transmission. If you have received this transmission by mistake and
are not the authorised recipient we would be grateful if you could contact the sender
immediately via the contact details above and inform them.”
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Executive Summary

This document defines the computer network security policy for the Leeds General
Practice Confederation and this policy applies to all business functions, staff and
information contained on the network, the physical environment and relevant people
who support the network.

It sets out the policy for the protection of the confidentiality, integrity and availability
of the network as well as security responsibilities for ensuring the security of our
networks.

The network for the purpose of this policy is a collection of communication
equipment such as servers, computers and printers which are connected together
using our local and wide area networks.
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NETWORK SECURITY POLICY
INTRODUCTION

This Network Security Policy sets out the Leeds GP Confederation
(Confederation) overall approach to the maintenance of the integrity,
confidentiality and availability of its information technology infrastructure and sets
out the responsibilities for ensuring compliance with this guidance.

The policy forms part of the overall Confederation approach to information
governance and should be read in conjunction with the organisation’s other
information governance and security policies and procedures.

AIMS

The aim of this policy is to ensure that all staff understand their obligations with
regard to the network infrastructure and the acceptable use of information
technology equipment and systems which they come into contact with in the
course of their work. It also provides assurance to the Executive that such
systems are maintained and used legally, securely, efficiently and effectively.

The Confederation will establish, implement and maintain procedures linked to
this policy to ensure compliance with the requirements of Data Protection Act
1998, records management guidance, information security guidance, other
related legislation and guidance, contractual responsibilities and to support the
assurance standards of the Information Governance Toolkit. The Toolkit
standards are:

Information Governance Management
Confidentiality and Data Protection Assurance
Information Security Assurance

Clinical Information Assurance

Application of the policy will ensure the networks used by the Confederation:

Are available when and where required

Are secure at all times

Retain their integrity

Are protected from unauthorised or accidental modification
Are designed and maintained to preserve confidentiality
Protect information assets

SCOPE

This policy must be followed by all staff who work for or on behalf of the
Confederation including those on temporary or honorary contracts,
secondments, volunteers, pool staff, Governing Body members, students and
any staff working on an individual contractor basis or who are employees for an
organisation contracted to provide services to the Confederation. The policy is
applicable to all areas of the organisation and adherence should be included in

all contracts for outsourced or
shared services. There are no exclusions.
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This policy applies to:
All networks to which the organisation has access for:

e The storage and sharing and transmission of non-clinical data and images

e The storage and sharing and transmission of clinical data and images

e Printing or scanning non-clinical or clinical data and images

e The provision of Internet systems for receiving, sending and storing non
clinical or clinical data and images

e The provision of remote access to internal systems via secure access routes

Failure to adhere to this policy may result in disciplinary action and where
necessary referral to the appropriate regulatory bodies including the police and
professional bodies.

ACCOUNTABILITY AND RESPONSIBILITIES

There are a number of key Information Governance roles and bodies that the
Confederation needs to have in place as part of its Information Governance
Framework, these are:

Strategic Board

Executive

Quality, Performance and Finance Committee
Accountable Officer

Senior Information Risk Owner

Caldicott Guardian

Information Asset Owner

Heads of Service

All employees

The accountability and responsibilities are set out in more detail in the
Information Governance Policy and Framework which must be read in
conjunction with this policy.

In addition to responsibilities outlined in the Information Governance Policy and
Framework some additional responsibilities are detailed in respect of network
security for employees. They must ensure through their normal working
practices that the network is protected through such safeguards as locking
screens when not in use, logging off the network when finished, prevent the
introduction of Malicious Software. These safeguards are covered within the
sections of this policy and also in the Information Handling Policy which
details safeguards in the workplace.

Provision of IT and Network Services

IT and network services are provided by NHS Leeds CCG on behalf of the
Confederation. The CCG will work within it's policies and standard operating
procedures to ensure integrity, confidentiality and security of Confederation
information in the provision of those services.

Therefore, some of the roles and responsibilities outlined in this policy refer to
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6.2

staff roles that are part of the service provider organisation e.g. Head of
Information Technology who will have specific responsibilities in terms of
ensuring process and security arrangements are complied with. However, the
overarching responsibility for security of Confederation information affected
by the operation of the network remains with the Confederation.

DEFINITION OF TERMS

The words used in this policy are used in their ordinary sense and technical
terms have been avoided.

The network is a collection of communication equipment such as servers,
computers, printers, switches, hubs and routers, which have been connected
together. The network is created to share data, software, and peripherals such
as printers, photocopiers, Internet connections, email connections, tape drives,
hard disks and other data storage equipment.

PROCESSES FOR ENSURING NETWORK SECURITY

Some of the roles and responsibilities mentioned below will be of staff who are
employees of the CCG who provide IT services, these include Head of
Information Technology (IT), Chief Information Officer, Network Manager and
Information Security Manager.

Risk Management

¢ Risk assessments will be carried out in relation to all the business processes
covered by this policy as part of business continuity and disaster recovery
planning. These risk assessments will cover all aspects of the network that
are used to support business processes. The risk assessment will identify the
appropriate security countermeasures necessary to protect against possible
breaches in confidentiality, integrity and availability.

¢ Risk assessments will be conducted by the CCG to ensure the networks
conforms to 1ISO27001

¢ Risk assessments will be conducted by the CCG to determine the
Information Technology Security Evaluation Criteria (ITSEC) Assurance
levels required for security barriers that protect the network.

Physical and Environmental Security

e Entry to secure areas housing critical or sensitive network equipment will be
restricted to those whose job requires it. The Head of IT will maintain and
periodically review a list of those with unsupervised access.

¢ Network computer equipment will be housed in a controlled and secure
environment.

e Critical or sensitive network equipment will be housed in secure areas,
protected by a secure perimeter, with appropriate security barriers and entry
controls.

e The Head of IT is responsible for ensuring that door lock codes for entry to
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6.4

Network Equipment are changed periodically where there has been a
compromise of the code, it is suspected that the code has been
compromised, or when required to do so by the Chief Information Officer.
Critical or sensitive network equipment will be protected from power supply
failures by the use of Uninterruptible Power Supply (UPS) devices.

Critical or sensitive network equipment will be protected by intruder alarms
and fire suppression systems.

Smoking, eating and drinking is forbidden in areas housing critical or sensitive
network equipment.

All visitors to secure network areas must be authorised by the Head of IT or
the relevant Network Support Manager for that area.

All visitors to secure network areas must be made aware of network security
requirements.

All visitors to secure network areas must be logged in and out. The log will
contain name, organisation, purpose of visit, date, and time in and out.

The Head of IT or Network Support Manager will ensure that all relevant staff
are made aware of procedures for visitors and that visitors are escorted,
when necessary.

Access Control to the Network

Access to the network will be via a secure log-on procedure, designed to
minimise the opportunity for unauthorised access.

Where remote access to the network is implemented remote access policy
and home working/mobile working procedures will apply.

There is a formal, documented user registration and de-registration procedure
for access to the network. Forms for new user, changes and leavers are
available on the CCG Extranet.

The staff member’s line manager must approve the application.

Access rights to the network will be allocated on the requirements of the
user's job, rather than on a status basis.

Security privileges (i.e. 'super user' or network administrator rights) to the
network will be allocated on the requirements of the user's job, rather than on
a status basis.

Access will not be granted until the Network Support Manager, IT Helpdesk,
or Head of IT registers a user.

All users to the network will have their own individual user identification and
password.

Users are responsible for ensuring their password is kept secret.

User access rights will be immediately removed or reviewed for those users
who have left the organisation or changed jobs.

Third Party Access Control to the Network

Third party access to the network will be based on a formal contract that includes
a standard clause which satisfies all necessary NHS confidentiality and security
conditions and completion of A New User Form must also be completed and all
third party access to the network must be logged.
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6.6

6.7

6.8

6.9

External Network Connections

¢ All connections to external networks and systems must have documented and
approved system security policies and procedures.

e All connections to external networks and systems must conform to the NHS-
wide Network Security Policy, Code of Connection and supporting guidance

e All external connections must be approved by the Information Security
Manager.

Connecting devices to the Confederation Network

e All devices connected to the Confederation network are governed by
the NHS Statement of Compliance.

e The connection of any equipment to the Confederation network requires
authorisation from the IT service provider.

¢ All electronic processing devices connecting to the Confederation
network must be protected by up to date anti-virus software. Where the
device does not update automatically, it is the responsibility of the user to
ensure that the anti-virus software is up to date.

e Personally owned devices should only be directly connected to the Network
with appropriate authorisation from the IT service provider. ‘Personally
owned’ refers to devices that are not provided by the Confederation or
other NHS organisation and directly connected means either by network
cable or corporate Wi-Fi. However, a guest Wi-Fi facility can be used.

e The Confederation has the facility to allow non-NHS provided devices to
connect to the internet via a ‘guest’ wireless connection. This will be via
password that is changed regularly.

e External visitors may connect to the internet via the publicly available ‘NHS Wifi’
SSID.

Maintenance Contracts

The Network Support Manager/Head of IT will ensure that maintenance contracts
are maintained and periodically reviewed for all network equipment. All contract
details will constitute part of the Asset Register.

Fault Logging

The Head of IT and Help Desk Manager are responsible for ensuring that a log of
all faults on the network is maintained and reviewed. A written procedure to
report faults and review countermeasures will be produced.

Network operating procedures

Documented operating procedures should be prepared for the operation of the

network, to ensure its correct, secure operation. Changes to operating
procedures must be authorised by the Head of IT.
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6.10

6.11

6.12

6.13

Data Backup and Restoration

e The Network Support Manager and their team are responsible for ensuring
that backup copies of network configuration data are taken regularly.

e Documented procedures for the backup process and storage of backup tapes
will be produced and communicated to all relevant technical staff.

¢ All backup tapes will be stored securely and a copy will be stored off-site.

e Documented procedures for the safe and secure disposal of backup media
will be produced and communicated to all relevant staff.

e Users are responsible for ensuring that they back up their own work-related
data to the network server i.e. not storing data on a local hard drive.

Malicious Software

Measures are in place to detect and protect the network from viruses and other
malicious software — viruses, spyware, Trojan horses, worms etc.

Unauthorised Software

Required use of any non-standard software equipment processing Confederation
information must be notified to the Head of IT before installation. All software
used on NHS equipment must have a valid licence agreement. It is the
responsibility of the “owner” or responsible user of non-standard software to
ensure that this is the case

Software is no longer centrally funded from a National Programme. Any new
additional PCs added to the network must have a licence for the appropriate
software i.e. Operating System, SQL Client, Exchange Client, Anti-Virus,
Microsoft Office etc.

Changes to the Network

e Any proposed changes to the network will be reviewed and approved by the
Head of IT and passed where appropriate to the Chief Technology Officer.
The Network Support Managers are responsible for updating all relevant
design documentation, security operating procedures and network operating
procedures.

e The Head of IT or the Chief Technology Officer may require checks on, or an
assessment of the actual implementation based on the proposed changes.

e The Head of IT is responsible for ensuring that selected hardware or software
meets agreed security standards.

e As part of acceptance testing of all new network systems, the Head of IT will
attempt to cause a security failure and document other criteria against which
tests will be undertaken prior to formal acceptance.

e Testing facilities will be used for all new network systems. Development and
operational facilities will be separated.
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6.15

Security Monitoring

The Head of IT will ensure that the network is monitored for potential security
breaches. All monitoring will comply with current legislation.

Reporting Security Incidents and Weaknesses

A major incident would constitute a loss of function of a system or breach of
confidential information for one or more individuals or a breach of information
which is likely to lead to harm to an individual, therefore:

¢ All potential security breaches must be reported in accordance with the
requirements of the Incident Reporting Policies and the SIRO must be
informed about serious incidents.

¢ Investigations will be undertaken by the appropriate Information Technology
Officers or someone nominated by them.

¢ Incidents will be reviewed in line with the Incident Reporting Policies

¢ Any information governance related incident, especially related to a breach of
the Data Protection Act such as one that has the potential to be classed as a
Serious Incident Requiring Investigation (SIRI) will need to be logged on the
Incident Reporting Module on the Information Governance Toolkit to grade the
incident. The Confederation Information Toolkit Administrator will have access
to the module and can grant access to appropriate staff. Examples of SIRIs
are when there is a loss of personal data involving many individuals or where
particularly sensitive personal information is lost or sent to the wrong address.
Staff must read the Incident Reporting Policy for general reporting of incidents
and the process for SIRIs.

TRAINING

Information governance and security will be a part of induction training and is
mandatory for all staff. The Confederation will identify the information governance
training needs of key staff groups taking into account their role, responsibility and
accountability levels and will review this regularly through the Training Needs
Assessment process.

IMPLEMENTATION AND DISSEMINATION

Following ratification by the Quality, Performance and Finance Committee
this policy will be disseminated to staff via the Confederation’s website and
communication through in-house staff briefings.

This Policy will be reviewed every two years or in line with changes to relevant
legislation or national guidance.
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10.

11.

MONITORING COMPLIANCE AND EFFECTIVENESS OF THE POLICY

An assessment of compliance with requirements, within the Data Security and
Protection Toolkit (DSP), will be undertaken each year. This includes information
and network Security, confidentiality and data protection. Incidents are reported
and all serious information governance issues must be reported by the SIRO at
Executive level and in Annual Reports.

Any suspicion of fraud or bribery should be reported at the earliest available
opportunity by contacting the Confederation Counter Fraud Specialist at the
following link: Counter fraud

ADVICE

Advice and guidance on any matters stemming from the Policy can be obtained
by contacting:

vhcs.infogov@nhs.net

ASSOCIATED DOCUMENTS(Policies, protocols and procedures)

The Confederation will produce appropriate procedures and
guidance in conjunction This will include an Information
Governance Handbook which will be updated annually and which
will be given to all staff.

This policy should be read in conjunction with:

Confidentiality code of Practice

Data Protection Policy

Records Management Policy

Freedom of Information Procedure

Information Governance Policy and Framework
Information Handling Policy

Risk Management Policy

Incident Reporting Policy

And their associated procedures (including but not limited to)

Individual Rights and SAR Procedure

Privacy Impact Assessment Policy and Procedure
Anti-Fraud Policy

Anti-Bribery Policy

Freedom to Speak Up Policy

Internet Social Media Policy
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LEGAL REFERENCES AND GUIDANCE

e NHS Act 2006

e Data Protection Act 1998

e Human Rights Act 1998

e Computer Misuse Act 1990

e Caldicott Guidance as updated 2013

e Common Law Duty of Confidentiality

e Access to Health Records Act 1990 (where not superseded by the Data
Protection Act 1998)

e Health and Social Care Act 2012

e Crime and Disorder Act 1998

e The Children Act 1989 and 2004 Copyright, Designs and Patents Act 1988
(as amended by the Copyright (Computer Programs) Regulations 1992

e Electronic Communications Act 2000

e Regulation of Investigatory Powers Act 2000 (& Lawful Business Practice
Regulations 2000)

e Public Interest Disclosure Act 1998

e Audit & Internal Control Act 1987

e Prevention of Terrorism (Temporary Provisions) Act 1989 & Terrorism Act
2000

e Road Traffic Act 1988

e Regulations under Health and Safety at Work Act 1974

e Public Records Act 1958

e Freedom of Information Act 2000

e Environmental Information Regulations 2004

e Protection of Freedoms Act 2012

Coroners and Justice Act 2009

Fraud Act 2006

Bribery Act 2010

Enterprise and Regulatory Reform Act 2013

Equality Act 2010

NHS Information Security Management Code of Practice 2007

ISO/IEC 27001:2005 Specification for an Information Security

Management system

e Health and Social Care Information Centre Guidance

e Professional Codes of Conduct and Guidance

e Information Commissioner’'s Guidance Documents
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Purpose

The Leeds GP Confederation has a legal duty to comply with Individual's Rights
and requests for access to personal information that it holds. It is a legal
requirement that all requests for personal information held by the Leeds GP
Confederation are handled in accordance with General Data Protection
Regulation (GDPR) and the Data Protection Act 2018 (DPA).

This Standard Operating Procedure (SOP) defines a process for achieving
legislative requirements and ensuring effective and consistent management of
such requests.

Scope

This procedure covers access to personal data as defined within the Data
Protection Act 2018 and the General Data Protection Regulation.

Freedom of Information Act requests are outside the scope of this
procedure and follow a separate process.

Definitions

Health Record - Consists of information relating to the physical or mental health
or condition of an individual and has been made aware by or on behalf of a health
professional in connection with their healthcare.

Redaction - is the process of blocking selected information within a record to
make it unavailable to be viewed by the recipient.

Responsibilities
Staff

All staff employed by the Leeds GP Confederation NHS Confederation, must
work in accordance with the Leeds Safeguarding Multi-agency Policies,
Procedures and local guidelines in relation to any safeguarding concerns they
have for children or adults they are in contact with.

Quiality, Performance and Finance Committee

The Quality, Performance and Finance Committee is responsible for the
production and maintenance of this procedure and monitoring compliance with
the Data Protection Act 2018.

Service / Business Unit senior management are responsible for the

implementation of this procedure within their specific areas and adhering to the
statutory timeframes set within the DPA.
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The Rights of an Individual under the DPA

The right to be informed

The Leeds GP Confederation will provide information to individuals about how
their personal data is processed and held and for what purpose.

The right of access — (subject access requests Appendix A)

The Leeds GP Confederation will provide access to individuals, or their personal
representatives, if data is being processed; the individual has the right to be
given: a description of the data; the purposes of the processing; if the information
has been/will be shared, to whom it has been/will be disclosed. The individual is
also entitled to have the information communicated to them in an intelligible form.
Section 6 of this document details the procedure of the management of subject
access requests.

The right to restrict processing.

The individual has the right to request the restriction or suppression of their
personal data. This is not an absolute right and will only apply in certain
circumstances.

The right to erasure

The individual has the right to request erasure (to be forgotten). This is not an
absolute right and will only apply in certain circumstances.

The right to data portability

The right to data portability allows individuals to obtain and reuse their personal
data across different services for their own purposes. This right only applies

e To personal data an individual has provided the Leeds GP Confederation

e Where the processing is based on the individuals consent or for the
performance of a contract; and

e Where the processing is automated

The right allows individuals to move copy or transfer personal data easily from
one Information Technology (IT) environment to another in a safe and secure
way, without affecting usability.

The right to object

The individual has the right to object to the processing of their personal data in
certain circumstances. Individuals have an absolute right to stop their data being
used for direct marketing.

The right to automated decision making and profiling

If any of the Confederation’s processing activities is constituted by automated
decision making including profiling, individuals have the right not to be subject to
a
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decision and must be able to obtain human intervention, express their point of
view, and obtain an explanation of the decision or challenge it. The right does not
apply if the automated decision is a contractual necessity between the
Confederation and the individual, if it's authorised by law, of if it's based on
explicit consent.

Managing Requests Procedure

Application Requests

6.1.1 An application for access to personal data may be made to the Leeds GP

6.1.2

Confederation by any of the following. This list is not exhaustive:
e Anindividual

e A person authorised by the individual to make the application on that
individual's behalf

e In the case of a child, a person with parental responsibility for that child
may exercise the child’s rights (until such time as the child’s level of
maturity is such that they can understand their rights, see 8.1 for further
information)

e A person appointed by a court to manage the affairs of the individual
e To manage the affairs of an individual who lacks capacity

e Where the individual has died, the personal representative and any person
who may have a claim arising out of the individual’s death

e Any organisation applying for legitimate access under the exemption
schedules of the DPA

The Individual’'s Rights / Subject Access Procedure contain a number of
safeguards and exceptions that are designed to ensure the following:

e The identity of the applicant has been verified and the applicant falls within
the criteria set out in the form. (Appendix A — Subject Access Request
Form (SAR1)), this is available on the Leeds GP Confederation website —
[placeholder for link once procedure published]

¢ Individuals have a right to access information held about them, although
there are exceptional reasons and tightly defined situations where this can
be denied upon clear justification by a relevant registered health
professional, i.e. on grounds of potential harm to the physical or mental
health of the patient.

e The identity of an individual who provided/recorded information should not
be disclosed, nor should the identity of any other person/s referred to in the
record(s) of the individual requesting access, unless explicit consent has
been given or if the information is already available or known to the
individual. This does not include entries by a registered health professional
who has compiled or contributed to the health records, or who has been
involved in the care of the patient.
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¢ In the case of a deceased individual’s health records, access to any part(s)
of the record(s) which is relevant shall only be given to the personal
representative and to anyone with a legitimate claim which may arise out of
the individual’s death.

e If the third party information has previously been provided to, or is known
by, the applicant, or it is generally available, it would be considered
reasonable to disclose the information without consent.

e Should it be decided that the disclosure would be harmful to the individual
or any other person; the reasons must be clearly documented. The
individual or their representative might subsequently request a court order
seeking disclosure.

e A solicitor acting on behalf of an individual can request copies of any
records held about that individual. The solicitor must provide adequate
evidence of authorisation from the individual that they have permission to
access the data requested.

e Individuals who hold a Lasting Power of Attorney (for Property and Affairs
or Health and Welfare) or an Enduring Power of Attorney (created before
the 1% October 2007) can also make a request on behalf of an individual.
This is where one or more persons’, who do not have to be the next of kin,
can make decisions regarding an individual who is no longer able to
consent for their self.

e The police may, on occasion, request access to personal data of
individuals. Whilst there is an exemption in the DPA which permits the
Leeds GP Confederation to disclose information to support the prevention
and detection of crime, the police have no automatic right to access;
however they can obtain a Court Order.

e Other organisations may also request personal information of individuals
under the DPA and disclosure will have to be reviewed and assessed
under the relevant legislation on a case by case basis.

6.1.3 The Leeds GP Confederation is a Data Controller and can only provide
information it is responsible for. Data controllers in their own right must be applied
to directly, the Leeds GP Confederation will not transfer requests from one
organisation to another e.g. to / from an Acute Hospital and the applicant will be
advised accordingly.

6.1.4 There is no statutory requirement to complete an application form, however an
application form is provided to all applicants as it is useful in ensuring all relevant
information is identified and supplied. If the application form is completed and all
relevant information including the identity verification is provided then the Leeds
GP Confederation must confirm if the personal data is held relating to that
individual and then provide them with a copy of the requested data, in the
preferred format of the requestor (paper or electronic). If a preference is not
chosen the most appropriate format will be selected by the Confederation.
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6.1.5 The DPA places a statutory obligation on organisations to respond to such
requests within one month; the Leeds GP Confederation will endeavour to
respond to a request within 28 calendar days. However, the response times
outlined above only commence once the necessary paperwork have been
received and relevant identity checks completed. For complex cases an extension
can be granted of up to a further 2 months to complete the request, contact the 1G
Team for further assistance. Note that this will only be applicable in exceptional
circumstances.

6.1.6 There is no charge for providing information for the 1% time to an individual as a
Subject Access Request. There are exceptional circumstances that may apply
where a charge can be made. These could be if the request is repetitive or if it's
an excessively large data file; in these situations the Confederation may charge
a reasonable fee to support the production of request. If these circumstances
arise please contact the Head of Governance immediately to discuss further.

6.1.7 All information rights / subject access requests must be sent to:-

The Leeds GP Confederation
Stockdale House

Victoria Road

LS6 1PF
leeds.confed@nhs.net

6.2 What constitutes a valid individuals rights / subject access request

6.2.1 Whilst in rare circumstances it is permissible to receive information rights / subject
access request verbally, it is recommended where possible it is in writing. It must
contain the following elements

e Enough information so that the Confederation can locate the information
being requested

e Sufficient information to satisfy the Confederation of the individuals identity
e A valid consent from either:

o The individual

o The person with parental responsibility, if the request relates to a
child under the age of 13

o A person who has been granted Power of Attorney
o An agent appointed by the Court

o Where the individual has died, the personal representative and any
person who may have a claim arising out of the individual's death

e If a solicitor is requesting data on behalf of an individual identification must
still be verified by the Leeds GP Confederation

6.3 Details required to locate information held

6.3.1 Details about the individual whose records are being requested should include:
e Full name, including previous name(s) if applicable
e Full address, including previous address(s) if applicable
e Date of Birth
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e NHS number/Employee number/National Insurance number (optional)
e A brief description of the information that is required

e The name and address of the individuals representative (if applicable)
e Evidence of identity (Appendix C — Guidance on providing ID)

Information Governance (IG) Team Duties

A request for individual's rights or subject access must be received by the I1G
team either via post (this must be date stamped) or email.

The IG team will log the request, allocate a reference number and create an
electronic folder where correspondence in relation to that particular request will be
held.

If the request is not for the Leeds GP Confederation, the IG team will contact the
requestor to advise, Appendix D — Incorrect Data Controller Response.

A request will require an individual's identity to be verified using Appendix C —
Guidance on providing ID. If appropriate ID has been received Appendix E -
Acknowledgement Letter should be sent to the requestor. If appropriate ID has
not been received with the request or the request is not clear enough, the 1G team
will acknowledge using the Appendix F - Acknowledgement Letter and ID /
Further Information Request to the requestor and ask for relevant ID / information
allowing us to process the request.

If after 28 days the requestor has not provided the required ID / information a
letter should be sent Appendix G - Information not provided, waiting a further 10
days for a response. If no response is received the request can be closed.

For all requests once the requestor provides the appropriate ID and there is
enough information to process, this can be sent to the relevant Service/Business
unit for collation. The email to the service contact must contain the:

Reference number,

Where the completed request must be sentto

The date of when the request is due by, and

Attaching Appendix H — Inspection by a Health Professional Form (SAR3),
for completion once the records have been reviewed
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If the individual has been involved in a wide range of services, IG will confirm with
the requestor if all the information is necessary.

If identified that multiple services are required to respond to a single request. It
will be highlighted to the requestor which services to expect responses from in the
acknowledgement letter. Services will process and respond to their part of the
request independent of each other.

The IG team will monitor the response timeline to assist the services and a
reminder email will be sent 20 days after the request is received and if necessary
a further reminder after 26 days. This will allow opportunities for the services to
advise the IG team if there is going to be a compliance issue.

Service / Business Unit Duties

The nominated Service/Business Unit contact will receive the request via email
from the IG team and cascade to the appropriate service / team to process the
request, ensuring that the IG Team is copied into emails to maintain a central
audit trail of the request. Where a verbal request is received, the Service should
ask the individual to complete a SAR1 form, (Appendix A — Subject Access
Request Form (SARL1)), this is available on the Confederations intranet and the
Leeds GP Confederation website — [placeholder for when policy is published] this
form enables us to process an individual’s request for their own information.

The service / team will acknowledge with the IG Team within 3 days if the
information is held by the service.

The service / team will locate and gather the required information, if a paper copy
is being provided this must be single sided, clear and legible.

All request for health records with the exception of Court Orders, before being
released to the requestor, the information is required to be checked by an
appropriate registered health professional to ensure that their release will not
cause either or both of the following:

e Serious harm to the physical or mental health or condition of the patient or
any other person by disclosure of the information or;

e Where access would disclose information relating to or provided by a third
person who has not consented to disclosure. (This does not include entries
by a registered health professional who has complied or contributed to the
health records or who has been involved in the care of the patient.)

If in the judgement of the reviewing clinician any of the above would be applicable
to information within the record, see 7.4.
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6.5.5 Once the review has been concluded the Reviewer must complete Appendix H —
Inspection by a Health Professional Form (SAR3), this must be returned to the IG
team once the records have been sent.

6.5.6 A letter of confirmation that the request has been completed should be sent with a
copy of the information to the requestor, Appendix | — Information Provided Letter
and ensure to specify the reasons for the data processing.

6.5.7 If the physical records are being sent to the requestor this should be sent by
recorded delivery. To utilise this option the records must be:-

e Secured in an appropriate envelope, see the information handling policy

e Marked private and confidential and sent to a named individual, where
known

e Return to sender information on the back of the envelope

e The recorded delivery number must be entered onto the SAR3 form, to
ensure the records can be tracked.

6.5.8 If the records are being sent via email these should be sent to secure email
domains (nhs.net leeds.gov.uk etc.). If none of these options are available or the
request is being sent to a member of the public, the email can be manually
encrypted.

6.5.9 If the records are to be collected in person from the service / team, picture ID from
the requestor is required to be presented in order to allow the release of
information. A confirmation of collection form should be completed with the
signature of the collecting individual. See Appendix J.

7 Disclosures of Information

7.1 Disclosures

7.1.1 The DPA identifies justifiable circumstances that allow the Leeds GP
Confederation to release personal information to relevant organisations.

7.1.2 Any requests for information disclosures should follow the same receipt and
logging procedure as detailed in section 6.4.1 — 6.4.3 above.

7.1.3 In addition to the DPA, personal information is also protected by the common law
duty of confidentiality. This duty requires that confidential information may only be
disclosed:

¢ With the consent of the individual to whom the information relates

e |If there is a legal requirement e.g. court order, statute (another legal
basis)

e If it is in the public interest e.g. the public interest in the specific

circumstances outweigh the individual’s right to privacy. An example of
this would be where information may have safeguarding
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consequences; consideration must be made whether to contact Head
of Safeguarding team for further advice, or Police requests — further
information section 7.2.

7.1.4 the Leeds GP Confederation must comply with a sealed court order requiring the
release of personal information — further information section 7.3.

7.1.5 Formal recording of the decision taken must be made using the template in
Appendix K — Disclosure Log.

7.2  Police Requests

7.2.1 There is no legal obligation for the Leeds GP Confederation to disclose
information without a court order to the Police for requests without the individuals
consent. However, the Leeds GP Confederation may consider releasing the
information following a request made under the DPA Schedule 2 (1) 2 without the
individuals consent for the purposes of the prevention or detection of crime or
apprehension or prosecution of offenders.

7.2.2 1t is essential that prior to releasing personal information without consent, the
Head of Governance in correlation with the Caldicott Guardian are assured that
the public interest outweighs the individual's right to privacy. The factors that
should be considered are:

e Whether there is a threat to public health and safety

e \Whether there is a risk of death or serious harm to the individual
concerned or other individuals

e The circumstances and seriousness of the matter under investigation

7.2.3 Requests should be submitted by the police containing full details of the data
subject and reason for requiring the information. It should be signed by the senior
police officer of the minimum rank of Detective Inspector. It should also be clear
whether the police have consent of the individual.

7.3 Court Orders

7.3.1 A Court Order can be received by another organisation e.g. local authority or
solicitors; these are legal documents and are usually received in draft form. A
draft order is where the local authority is awaiting for the Court to legally stamp
the Order; this is considered a sealed Order. Information can be collated on the
draft order but can only be released once the sealed Order has been received.

7.3.2 The Order may specify a date of when the information should be provided by and
adhered to. If there is not a date on the Order, the information should be provided
within 14 days.

7.4 CCG Requests

7.4.1 Requests submitted by the CCG require inspection by an appropriate health
professional to check whether relevant exemptions may exclude some of the
information, and where there is redacted information the CCG should be notified
stating what information cannot be released. See 6.5.6.
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Information can be sent via email to the CCG, please ensure a read receiptis
applied.

A letter of confirmation that the request has been completed should be sent witha
copy of the information to the requestor, Appendix | — Information Provided Letter
and ensure to specify the reasons for the data processing.

Redactions

If it is identified that there is information that needs to be redacted prior to being
sent to the requestor this can be completed in the following ways

To redact paper records by using a black marker pen to neatly remove the
necessary information, ensuring that the information cannot be seen.

To redact electronic records — see Appendix L — Guide for redacting PDF
documents.

An explanation should be provided detailing why information has been redacted.

Consent Issues
Children

Any child 13 years old or above must consent to share their personal information.
For children under the age of 13, those with parental responsibility for the chid
can apply on the child’s behalf.

Parental responsibility is defined as

e The mother

e The father if both parents are or have been married to each other at the
birth of the child

e For births after 1 December 2003 the unmarried father if included on the
birth certificate.

e Civil partners at the time of the treatment

If the Child is subject to a Care Order, parental responsibility is shared between
the Parents and the Local Authority.

The Court may award parental responsibility to a nominated individual; this can
be amended by the Court at any time.

Where a child has given information specifically on the basis that it will not be
released to those with parental responsibility, this should not be disclosed to the
parents requesting access to a child’s record.

The Safeguarding team should be consulted about the release of information
where there is a mention of

e Safeguarding children

e Child protection

e Directions from the Court in relation to those areas

Page 12 of 43





8.2

8.2.1

8.2.2

8.2.3

9.1

LEEDS GP
CONFEDERATION

Patients who lack capacity

Where an individual is unable to consent to the release of their personal
information, this can be made on their behalf by a Power of Attorney or Court
Appointed Agent, who will manage their affairs in these circumstances.

Persons who do not have these granted powers would not normally be able to
consent on behalf of the patient who lacks capacity. Decisions can be made to
release a patient’s information to relatives or carers by Health Professionals
where this can be justified. This must be within the best interests of the patient
and only necessary information should be released that will support their health
and aid decision making.

Decisions should be made on a case by case basis, taking into account

Impact on the patient and the relatives / carers

Any known views of the patient when they were able to consent

The patients’ health needs

Any decision regarding disclosure should be documented stating the
justification, what has been disclosed, when and to whom

Complaints

If the requestor is dissatisfied with the information provided or the manner the
request has been handled by the Leeds GP Confederation, they are entitled to
complain following the Confederation complaints process.

Complaints should be addressed to:

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds

LS6 1PF
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Claims

Where it is identified that there is a potential claim against the Confederation, a
second copy of the information along with the request must be provided to the
Confederation.

Training Needs

Refer to the Statutory and Mandatory Training Policy including Training Needs
Analysis. Up to date information is available on the Intranet for course details.

Awareness and access to this procedure will form part of staff induction, and
awareness will be raised with existing staff, including when changes have been
made via the Confederations intranet.

The Confederation will provide training sessions to all staff that managing requests.

References

Information Governance Policy & Framework

Confidentiality Code of Conduct

Information Handling Policy

Information Commissioners Office: Subject Access Code of Practice

Records Management NHS: Code of Practice for Health and Social care
Information Security: Code of Practice
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Appendix A — Subject Access Request Form (SAR1)

SAR1 Subject Access Request Form

General Data Protection Regulation (EU) 2016/679
and Data Protection Act 2018

ion 1. Details of the indivi |

514 =
il St MM S
SUI N A B,

Former Surname (if
APPICADIE):

DAt Of Bt

NHS Number (if
KON ).

CUITENE AN B S, o e

Section 2: Applicant details (if making a request on behalf of the individual)

[N P 1.2 1=

AU AT S S,

Relationship
to individual
(TR =Y o A 10 0t 5
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Section 3: Further Information

It will be helpful if you can describe the specific information you wish to see and provide as many
details as possible so that we can identify your records quickly.

If patient records are being requested, please provide details such as service(s) attended, dates,
treatments, hospitals, etc.

If staff records are being requested, please indicate if current or previous member of staff and
give payroll number if known.

Section 4: Provision of information

Please confirm the format you wish to receive the information by specifying below. If a
preference is not chosen the most appropriate format will be selected by the Confederation.

Details Paper Electronic

Photocopy or Printout

Paper: Sent via Royal mail
recorded/special delivery

Electronic: Sent via email
(Provide email address
below)

Photocopy or Printout
collection at a Confederation
base

Email Address
(I AP PlICADIE): e
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Section 5: Consent

Please tick one of following boxes and sign below:

a) | confirm | am the person mentioned in section 1 and | require access to my personal
records.

b) I confirm | am the person mentioned in section 1 and | authorise the release of copies of
my personal records (described in section 3) to the person mentioned in section 2.

¢) | confirm that | am the person mentioned in section 2 and | have parental responsibility for
the child in section 1.

d) I confirm | am the person mentioned in section 2 and have been authorised to an act as an
agent/power of attorney for the person in section 1. The applicant must provide evidence to
support this.

e) The patient’s personal representative (this will be the executor of the will, or the
administrator of the estate).

f) An applicant who may have a claim arising out of the patient’s death. The applicant must
specify what claim is being made and only information that is relevant to the claim is
considered for release.

Please note that your request will not be processed unless two forms of identification are
received and verified. Approved forms of identification are available on our website.

PNt NI, o e e
S [0 [ g T= 1 (0 = PP

Date:

Please return the form to the:

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds

LS6 1PF

Or email : leeds.confed@nhs.net

For further information about how we process your data, please view our Privacy Notice here: [placeholder
under privacy notice is published]
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Appendix B — Individual Rights Request Form (IRR)

IRR Individual Rights Reguest Form

Section 1: Details of the individual

B 14 1= T
I St MaAM S
SUI N A .

Former Surname (if
APPICADIE):

Date Of Biltn:

NHS Number (if
K O N ).

CUIT BNt A ES S, oo e e e e e e e e

Section 2: Applicant details (if making a request on behalf of the individual)

I =01

P o [ €1

Relationship
to individual
R IRY =Y 11 ) o 1
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Section 3: Further Information

Information for
Deletion/amendment:

Reason for
Deletion/
Amendment:

Desired outcome:

Section 4; Consent

Please tick one of following boxes and sign below:

a) | confirm | am the person mentioned in section 1.

b) I confirm | am the person mentioned in section 1 and | authorise the person mentioned in
section 2 to act on my behalf.

c¢) | confirm that | am the person mentioned in section 2 and | have parental responsibility for
the child in section 1.

d) I confirm | am the person mentioned in section 2 and have been authorised to an act as an
agent/power of attorney for the person in section 1. The applicant must provide evidence to
support this.
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received and verified. Approved forms of identification are listed on our website.

PNt N A, oo e
S [0 [ T= L[ 1= PP

Date:

Please return the form to the:

Leeds GP Confederation
2" Floor Stockdale House
Victoria Road
Leeds
LS6 1PF
r email ; leeds.confed@nhs.net

For further information about how we process your data, please view our Privacy Notice here: [placeholder
until privacy notice is published]
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Appendix C — Guidance on Providing ID

Guidance on providing ID

The Data Protection Act 2018 gives you a statutory right of access to your personal records
(manual or computer). In certain circumstances your records or part of your records may be
withheld under the terms of the Act, but if that is the case this will be discussed with you.

. You may wish to authorise someone else to make an application on your behalf.
. If you have parental responsibilities you may make an application to see your
child’s notes, if they are less than 13 years old.

Proof of Identity

You must provide two types of identification. These may be:

. Birth Certificate

. Passport

. Driving License

. Staff ID badge (for members of staff only)

In addition, proof of address must be provided e.g. bank statement, utility bill, and Tax
certificate. If you wish to have information sent out to you, photocopies of identification
information must be sent to the Leeds GP Confederation

Timescale

The Leeds GP Confederation will deal with your request promptly, and in any event the
records will be sent to you within one month of receipt of your accurately completed form (if
submitted). If we encounter any difficulties in locating your data we will keep you informed of
our progress.

Complaints

If you wish to complain about any aspect of the manner in which your access request was
handled, in the first instance you should submit your complaint in writing to the address
below where it will be dealt with through the Complaints Procedure:

Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds

LS6 1PF
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If you are still not satisfied with the response you receive you may refer your complaint to the
Information Commissioner

The Information Commissioner’s Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

K9 5AF

Telephone: 0303 123 1113

Email: casework@ico.gsi.gov.uk
Website: www.ico.gov.uk

Identification documents to receive personal information:
An applicant should provide:

e One form of personal photo ID and one document confirming their address must be
provided from different sources.

Acceptable Photo Personal Identity Documents

¢ Current UK, EU / other nationalities passports.

e Passports of non-EU nationals containing UK stamps, a visa or a UK residence
permit showing the immigration status of the holder in the UK*

e Current UK (or EU/other nationalities) Photo-card Driving Licence (providing that the
person checking is confident that non-UK Photo-card Driving Licences are
genuine)

¢ A national ID card and/or other valid documentation relating to immigration status and
permission to work®*,

Where the applicant is not able to provide acceptable photographic ID the following
must be provided:-

¢ One form of non-photographic personal identification and one document confirming
the address must be provided from different sources.

¢ A passport sized photograph, endorsed on the back with a signature of a ‘person of
standing’ who has known them for at least 3 years (e.g. magistrate, medical
practitioner, officer of the armed forces, teacher, lawyer, civil servant)

Any document not listed above is not an acceptable form of identification e.g.
organisational ID card.

Acceptable Non-Photo Personal Identity Documents

¢ Full UK Birth Certificate — issued within 6 weeks of birth;
e Current Full Driving License (old version); (Provisional Driving Licenses are not
acceptable);
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¢ Residence permit issued by Home Office to EU Nationals on inspection of own-
country passport;

e Adoption certificate;

¢ Marriage/Civil Partnership certificate;

¢ Divorce or annulment papers;

e Police registration document;

o Certificate of employment in HM Forces;

¢ Current benefit book or card or original naotification letter from the Department of Work
and Pensions (DWP) confirming legal right to benefit;

¢ Most recent HM Revenues and Customs (previously Inland Revenue) tax notification;

e Current firearms certificate;

¢ Application Registration Card (ARC) issued to people seeking asylum in the UK (or
previously issued standard acknowledgement letters, SAL1 or SAL2 forms);

¢ GV3 form issued to people who want to travel in the UK without valid travel
documents;

e Home Office letter IS KOS EX or KOS EX2;

¢ Building industry sub-contractor’s certificate issued by HM Revenues and Customs
(previously Inland Revenue)

To confirm address, the following documents are acceptable:

¢ Recent utility bill or a certificate from a supplier of utilities confirming the arrangement
to pay for the services on pre-payment terms (note: mobile telephone bills should
not be accepted as they can be sent to different addresses).

o Utility bills in joint names are permissible;*

¢ Local authority tax bill (valid for current year);*

¢ Current UK photo card driving license (if not already presented as a personal ID
document);

e Current Full UK driving license (old version) (if not already presented as a personal ID
document);

¢ Bank, building society or credit union statement or passbook containing current
address;

¢ Most recent mortgage statement from a recognised lender;*

¢ Current local council rent card or tenancy agreement;

¢ Current benefit book or card or original notification letter from Department of Work
and Pensions (DWP) confirming the rights to benefit;

¢ Confirmation from an electoral register search that a person of that name lives at the
claimed address;*

e Court Order.

*The date on these documents should be within the last 6 months (unless there is a

good reason for it not to be e.g. clear evidence that the person was not living in the UK
for 6 months or more) and the must contain the name and address of the applicant
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Appendix D - Redactions of Personal Data Guidance

Editing exempt information from paper and electronic documents prior to release

Redaction of health records is made only in limited circumstances whereby restricting the
rights to access to ‘protect the data subject or the rights and freedoms of others’ [DPA Atrticle
23(i)]

Redaction can only be made by an ‘appropriate health professional’, one who is currently or
was most recently, responsible for the care/treatment of the data subject, and where there is
more than one health professional, the one who is most suitable in relation to the request.

The lawful reasons for redaction are:

Third Party Information

Third Part information - disclosing information about another individual who can be identified
from that information [GDPR Schedule 2 (Part 3(16)], except if:

« the other individual has consented to the disclosure; or

» itis reasonable to comply with the request without that individual's consent.
In determining whether it is reasonable to disclose the information, you must take into
account all of the relevant circumstances, including:

» the type of information that you would disclose;
* any duty of confidentiality you owe to the other individual,
* any steps you have taken to seek consent from the other individual,
* whether the other individual is capable of giving consent; and
* any express refusal of consent by the other individual.
further factors to be considered:

* Isthe information already known to the requestor?

* The circumstances relating to the individual making the request: the need to
preserve a third party’s confidentiality must be weighed against the requestor’s
right to access the information;

* Need to distinguish between a third party’s personal information and information
about a third party that is also about the data subject: for example:

A. His mother suffers from depression — is personal information about a third party that
cannot be released without their explicit permission

B. He was voluntarily accommodated as his mother is unable to cope as she is suffering
from depression — is personal information about a third party and the data subject that
must be redacted appropriately

C. He was voluntarily accommodated as his mother is unable to cope as ||| | GcNIEzIzzG

— is acceptable for release as it provides context without disclosing the
third party’s personal information
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So, although you may sometimes be able to disclose information relating to another
individual, you need to decide whether it is appropriate to do so in each case. This decision
will involve balancing the data subject’s right of access against the other individual’s rights. If
the other person consents to you disclosing the information about them, then it would be
unreasonable not to do so. However, if there is no such consent, you must decide whether it
would be appropriate to disclose the information anyway.

For the avoidance of doubt, you cannot refuse to provide access to personal data held about
an individual simply because you obtained that data from a third party. The rules about third
party data apply only to personal data which includes both information about the individual
who is the subject of the request, and information about someone else [ICO Guide to GDPR
(March 2018)].

Consideration should also be given to the nature of the third party and their proposed use of
the information.

Contrary to a requestor’s expectations and wishes [GDPR Schedule 3- Part 2(4(2)] —
disclosing information when the data subject has said not to. We must respect the wishes of
the data subject therefore we are unable to disclose health records if they identify information
that was:

e provided by the subject in the expectation that it would not be disclosed to the person
making the request;
¢ which was obtained as a result of any examination/investigation to which the data
subject consented in the expectation that the information would not be disclosed; or
¢ which the subject has expressly indicated should not be so disclosed
Serious Harm

Serious Harm [GDPR Schedule 3 (Part 2(2)(2)] — disclosing the information ‘would be likely
to cause serious harm to the physical or mental condition of the data subject, or any other
person’;

Deceased Data Subjects

Note: Data protection and confidentiality only apply to living individuals; however, it is
Department of Health and Social Care/GMC policy to treat records of the deceased with
same level of confidentiality as those for the living so all applicable guidelines above must be
followed.

Staff Names

These should be disclosed as they will only be contained within the health records within
their professional capacity, although unless there is a risk to their health and safety. Their
names may be released to the data subject as they are probably already known to them.
Consideration should be given to any consequences or detriment of releasing staff names to
third party requestors.

Names of staff from other agencies may be released if they are held by the
Confederation in the context of providing a complete care package. If telephone
numbers are requested, switchboard numbers should be released rather than direct
lines.

Special Category Data (Sensitive Personal Data)
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Consent must be obtained before releasing sensitive personal information about the data
subject that is not relevant to the request. Special category data consists of information
pertaining to:

Physical / mental health or condition

Racial or ethnic origin

Political opinions

Sexual life

Trade Union membership

Biometric data

Genetic data

Criminal Convictions

Religious beliefs or other beliefs of a similar nature

Third Party Opinion

If a non-Confederation professional gives an opinion it should not be released without
consent from that person/ their organisation; however, we may consider releasing it without
consent if it influenced the Confederation’s provision of treatment and care. If the data
subject is already aware of the opinion it can be released.

Legal Privilege

Advice provided by Confederation solicitors/ legal advisors must not be disclosed. Court
documents, including statements ordered by the court, are court property and cannot be
released: anyone wishing to obtain them should apply directly to the appropriate court.
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Appendix E - Incorrect Data Controller Letter

Ref:

Dear

Thank you for your request dated XXXXXX regarding your personal information
under The Data Protection Act 2018.

the Leeds GP Confederation NHS Confederation can only provide information
held by this organisation, as the registered Data Controller.

As the information you require is held by INSERT — Names / Addresses on possible
data controllers, a request will have to be sent to these organisation(s) individually,
following their Subject Access process, as they are Data Controllers in their own
right.

I hope this information is helpful. If you have any questions please do not hesitate to
contact us on the address below:

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds

LS6 1PF

Email: leeds.confed@nhs.net

Please quote the reference number - XXXXXX in any future communications.

Yours sincerely,

For further information about how we process your data, please view our Privacy Notice here: [placeholder
until privacy notice is published]
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Appendix F - Acknowledgement Letter

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds
LS6 1PF
leeds.confed@nhs.net
Ref:
Dear:

Thank you for your request dated XXXXXX regarding the personal information under The
Data Protection Act 2018.

Please accept this letter as acknowledgement of your request, which will now be processed
in accordance with the timescales set within the Data protection Act 2018.

| hope this information is helpful. If you require any further information, please do not hesitate
to contact us using the postal address or telephone number at the top of this letter.

Please remember to quote your reference number XXXXXX in any future correspondence.

Thank you for contacting the Leeds GP Confederation.
Name, Job Title

Address

Email

Telephone number

For further information about how we process your data, please view our Privacy Notice here: [placeholder
until privacy notice is published]
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Appendix G — Acknowledgement Letter and ID / Further
Information Request

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road
Leeds

LS6 1PF
leeds.confed@nhs.net

Ref:

Dear:

Thank you for your request dated XXXXXX regarding the personal information under The Data
Protection Act 2018.

Please find enclosed with this letter a Subject Access Request Form and guidance notes to
assist you in providing the necessary identity / address documentation to enable the information
to be sent to you.

While you are not obliged to complete the form, it would be useful to us to have the requested
information to assist with the processing of your request.

Once you can provide the required identity / address documentation, and application form (if
completed), please return them to the postal or email address above and include your reference
number XXXXXX.

I hope this information is helpful. If you require any further information, please do not hesitate to
contact us using the postal address or telephone number at the top of this letter.

Please remember to quote your reference number XXXXXX in any future correspondence.

Thank you for contacting the Leeds GP Confederation.
Name, Job Title

Address

Email

Telephone number

Enc. SAR1 Form & Guidance Notes: Guidance on providing ID.

For further information about how we process your data, please view our Privacy Notice here: [placeholder until
privacy notice is published]
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Appendix H - Further Information Not Received

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds
LS6 1PF
leeds.confed@nhs.net
Ref:
Dear:
Dear Sir/Madam
Request for information:
Your ref:
Our Ref:

Dear Sir/Madam

Request for information:
Your ref:
Our Ref:

| refer to your request for personal information under the Data Protection Act 2018.

| am writing to advise you that the Leeds GP Confederation has not yet received a response to
the request for further information.

If the information is still required, can you please return the missing documentation or the
previously sent application form completed to me.

If no further communication is received within 10 days of the date of this email, the Leeds GP
Confederation will assume the information is no longer required and close this request.

If you have any queries about this email, please contact me. Please remember to quote the
reference number above in any future communication.

Thank you for contacting the Leeds GP Confederation.

Yours sincerely

Name, Job Title
Address

Email
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Telephone number

For further information about how we process your data, please view our Privacy Notice here: [placeholder until
privacy notice is published]
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Appendix | — Inspection by a Health Professional Form

(SAR3)

SAR3

INSPECTION OF RECORDS BY HEALTH PROFESSIONAL

(complete and return by post to Stockdale House or via

email to leeds.confed@nhs.net )

Patient initials:

SAR REF:

Date:

Summary of Records (e.g. type of records, speciality, start and finish date of records)

The following information cannot be released

Reason for non-release of the above information

If a claim is being made against the Confederation then 2 exact copies of the records are needed,
1 for the requestor e.g. solicitor and 1 copy MUST be sent to the Head of Governance at
Stockdale House, Victoria Road, Leeds LS6 1PF. Please contact the head of Governance if

unsure
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It is mandatory that information is sent by recorded delivery and noted within this document as
well as noted within the team, this should help if we need to trace any sent information.

Recorded delivery number Date

Sent via St Marys post room Y/N

Name (please print):

Designation:

Signature:

Date:
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Appendix J - Information Provided Letter

The Leeds GP
Confederation
2" Floor,
Stockdale House
Victoria Road

Leeds

LS6 1PF

leeds.confed@nhs.net
Ref:
Dear

Re:  Subject Access Request

In relation to your recent subject access request for information received at this office on XX
XXXXXXX XXXX pertaining to the above named individual, please find enclosed a copy of the
required record: The information provided has been redacted, this is because .................. (delete
this sentence if not applicable)

Your personal information is processed by the Leeds GP Confederation for the following
purposes (include as appropriate from options below)

Provision of Health care
The provision of care in NHS hospitals or community services

Healthcare administration
The administration of health care services in the NHS

Personnel/employee administration

Occupational health services

If you wish to complain about any aspect of the manner in which your access request was
handled, in the first instance you should submit your complaint in writing to, or contact:

The Leeds GP Confederation
2" Floor, Stockdale House
Victoria Road

Leeds

LS6 1PF

Where it will be dealt with through the Complaints Process.
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If you are still not satisfied with the response you receive, you may refer your complaint to the
Information Commissioner:

The Information Commissioner’s Office Wycliffe House

Water Lane

Wilmslow

Cheshire

K9 5AF

Telephone: 0303 123 1113
Email: casework@ico.gsi.gov.uk
Website: www.ico.gov.uk

Yours sincerely

Name, Job Title
Address

Email

Telephone number

For further information about how we process your data, please view our Privacy Notice here: [placeholder until
privacy notice is published]
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Appendix K — Confirmation of collection

CONFIRMATION OF COLLECTION

| confirm that | collected patient records inthe name of.................................

Refi oo,

NN = LT
Agency (if
APPICADIE): e

DA
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Appendix L — Disclosure Log

Date
Received

Login
Reference

Name

Request
Details

Comments

Which
Team?

Deadline

Reminder

Date
closed

Decision/Outcome

Approver
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Executive summary

The vision of Leeds GP Confederation (The Confederation) is to:

e Help practices remain sustainable by building on the attributes of primary care

e Enable practices to play a full and active role in quality improvement, service integration
and pathway development, aligned with the local care partnership vision

e Create a governance system that enables practices be active in contributing to both local
and citywide strategy.

e Create an organisational structure which is able to hold contracts and deliver services
across general practice in Leeds and in partnership with other providers in the city.
Listen & Act

The delivery of high quality care is identified as one of the ways of achieving this
vision. Key to the provision of high quality care is ensuring that when things go
wrong, events are reported and investigated, actions are implemented to reduce
future likelihood of recurrence and learning takes place.

This policy sets out to outline the processes for all incident management including
serious incidents (SI's) so that all staff are aware of their responsibilities and
understand their contribution to patient safety.

Implementation of this policy supports and contributes to the Confederation Risk
Management Policy and Procedure and the governance framework within which risk
IS managed.

The policy also contributes to the compliance with the following:

Care Quality Commission (CQC) Statutory Notification Requirements:
¢ Notification of death of a person who uses services

¢ Notification of death or unauthorised absence of a person who is detained or
liable to be detained under the Mental Health Act 1983.

e Notification of other incidents

Health and Social Care Act 2008 (Regulated Activities) Regulation 2014 (Part 3)
Regulation

e Safe care and treatment (12)

e Good Governance (17)

e Duty of Candour (20)
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Changes made to this version:

Section

Detail of each change made
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1 Introduction

The Leeds GP Confederation is committed to the delivery of a safety culture which is
open and transparent and in which all Confederation employees proactively identify,
assess, report and manage risk. The Confederation acknowledges that incident reporting
is a vital part of minimising risk to patients, staff, visitors, contractors and the
organisation. Any incident, whether resulting in an unintended or unexpected event that
could have led to or did lead to harm or damage, must be reported. This enables the
organisation to learn from near misses, incidents and serious incidents (Sl), to manage
risks and improve safety.

The Confederation has a systematic approach to incident reporting, which enables the
organisation to investigate incidents effectively; to review practice; and to identify trends
and patterns in order to ensure every incident results in learning and improvement . It
enables the quick detection and resolution of any problems resulting from inadequate
procedures, lack of training, or pressure of work.

This policy sets out the process for the identification and reporting of incidents and then
details how the incident should be managed. This includes escalation of incidents as SI’s
(Serious Incidents) and the external reporting requirements.

This policy should be read in conjunction with other relevant Policies and Strategies, in
particular the Confederation Risk Management Policy, Being Open and Duty of Candour
Policy and Procedure, Health & Safety Policy and freedom to Speak Up Policy, alongside
the NHS England Serious Incident Framework March 2015.

In order to improve safety and minimise risk the organisation is committed to being open
and learning from mistakes.

1.1 Scope

This Policy applies to all staff employed by the Leeds GP Confederation and
encompasses any incidents involving patients, clients, staff (including trainees and locum),
volunteers, contractors or visitors (including carers, relatives and advocates).

This policy covers all incidents and near misses both clinical and non-clinical. Staff can
report incidents without fear of prejudice for doing so as long as the information provided is
done so in good faith. Incident reports must be focused on the facts of the event and the
consequences of the incident.

Concerns about service provision or performance of individual members of staff should be
raised by an alternative route. Where incident investigations give rise to concerns
regarding staff performance, Human Resources (HR) advice must be sought to ensure
that appropriate policies are followed. Alternatives are detailed in the Trust’'s Freedom to
Speak Up Policy.

2 Aims and objectives
The aim of this policy is to support a safety culture in which all Confederation employees

proactively identify, report and manage incidents through the implementation of this Policy.

Page 5 of 54





Incident Management Policy (Including Serious Incidents)

The objectives are to ensure that:

staff know how to report an incident;

staff are aware of their responsibilities in incident and SI management;
incidents are thoroughly investigated;

incidents are assessed in terms of risk to patients and staff;

staff receive appropriate support and advice;

managers feedback findings of investigations

actions are taken to reduce risk of reoccurrence;

learning is shared across the organisation;

learning is shared externally where appropriate;

the Trust complies with regulatory, legislative and statutory requirements

3 Definitions

3.1 Incident

An unintended or unexpected occurrence or event that could have led to, or did lead to,
harm or damage. It includes events which:

May have caused harm to patients, staff and visitors:

May have caused harm to property or equipment

May have caused harm to reputation

May have caused financial harm

May have had the potential to cause harm but this has been averted;
May indicate that change is needed to maintain quality of patient care.

This definition covers all areas including patient, client or visitor injury, together with
adverse patient or client incidents; fire, theft, fraud incidents of violence and aggression
including verbal, physical, significant loss or damage; assault and employee accidents.

3.2 Serious Incident (SI)

The revised NHS England Serious Incident Framework 2015 identifies a serious
incident as events in health care where the potential for learning is so great, or the
consequences to patients, families and carers, staff or organisations are so significant, that
they warrant using additional resources to mount a comprehensive response. Serious
incidents can extend beyond incidents which affect patients directly and include incidents
which may indirectly impact patient safety or an organisation’s ability to deliver ongoing
healthcare.

There is no definitive national list of specific events/ incidents that constitute a Serious
Incident and local lists should not be created as this can lead to inappropriate
management of an incident.

However, there are some circumstances in which a Serious Incident MUST be declared.
Serious Incidents in the NHS include:

A. Acts and/or omissions occurring as part of NHS-funded healthcare (including
in the community) that result in:

e Unexpected or avoidable death* of one or more people, including:
- suicide/self-inflicted death; and
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- homicide by a person in receipt of mental health care within the recent
past?;

e Unexpected or avoidable injury to one or more people that has resulted in serious
harm;

e Unexpected or avoidable injury to one or more people that requires further
treatment by a healthcare professional in order to prevent:
- the death of the service user; or
- serious harm;

e Actual or alleged abuse; sexual abuse, physical or psychological ill-treatment, or
acts of omission which constitute neglect, exploitation, financial or material
abuse, discriminative and organisational abuse, self-neglect, domestic abuse,
human trafficking and modern day slavery where:

- healthcare did not take appropriate action/intervention to safeguard against
such abuse occurring?, or
- where abuse occurred during the provision of NHS-funded care.

This includes abuse that resulted in (or was identified through) a Serious Case
Review (SCR), Safeguarding Adult Review (SAR), Safeguarding Adult Enquiry or
other externally-led investigation, where delivery of NHS funded care
caused/contributed towards the incident.

1Caused or contributed to by weaknesses in care/service delivery (including lapses/acts and/or omission) as
opposed to a death which occurs as a direct result of the natural course of the patient’s illness or underlying
condition where this was managed in accordance with best practice.

2This includes those in receipt of care within the last 6 months but this is a guide and each case should be
considered individually - it may be appropriate to declare a serious incident for a homicide by a person
discharged from mental health care more than 6 months previously.

3This may include failure to take a complete history, gather information from which to base care
plan/treatment, assess mental capacity and/or seek consent to treatment, or fail to share information when
to do so would be in the best interest of the client in an effort to prevent further abuse by a third party and/or
to follow policy on safer recruitment.

B. A Never Event (NE):

The Department of Health (DoH) identifies what incidents are ‘Never Events’. All
these are defined as serious incidents although not all Never Events necessarily
result in serious harm or death. See the DoH NE policy and framework for the
national definition and further information. There is a published list of Never Events
available as well as a frequently asked questions document to assist with
understanding Never Events.

C. Anincident (or series of incidents) that prevents, or threatens to prevent, an
organisation’s ability to continue to deliver an acceptable quality of
healthcare services, including (but not limited to) the following:

¢ Failures in the security, integrity, accuracy or availability of information often
described as data loss and/or information governance related issues

- Property damage;
- Security breach/concern;
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- Incidents in population-wide healthcare activities like screening and
immunisation programmes where the potential for harm may extend to a
large population;

- Inappropriate enforcement/care under the Mental Health Act (1983) and the
Mental Capacity Act (2005) including Mental Capacity Act, Deprivation of
Liberty Safeguards (MCA DOLYS);

- Systematic failure to provide an acceptable standard of safe care (this may
include incidents, or series of incidents, which necessitate ward/ unit closure
or suspension of services ); or

- Activation of Major Incident Plan (by provider, commissioner or relevant
agency)

D. Major loss of confidence in the service, including prolonged adverse media
coverage or public concern about the quality of healthcare or an organisation.

E. A ‘Near Miss’ may also constitute an S| because the outcome of an incident does
not always reflect the potential severity of harm that could be caused should the
incident (or a similar incident) occur again. Deciding whether or not a ‘near miss’
should be classified as a serious incident should therefore be based on an
assessment of risk that considers:

e The likelihood of the incident occurring again if current systems / process
remain unchanged; and

e The potential for harm to staff, patients, and the organisation should the incident
occur again.

This does not mean that every ‘near miss’ should be reported as a serious incident
but, where there is a significant existing risk of system failure and serious harm, the
serious incident process should be used to understand and mitigate that risk.

3.3 Investigation
A formal process of analysing an event and recording the outcomes

3.4  Likelihood
The chance of a given event occurring (or recurring).

3.5 Risk

The possibility of suffering harm, loss or damage. Risk is the combination of likelihood and
consequence of a risk/harm materialising.

3.6 Grade

A measurement of the risk useful for assessing the priority for control measures for the
treatment of different risks.

3.7 Risk Reduction

The strategies and process by which the Trust can seek to reduce risks through the
introduction of control measures.
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3.8 Root Cause Analysis
A structured approach to the analysis and investigation of an incident and the identification
of the underlying cause(s) of an incident and the actions necessary to eliminate or reduce
its reoccurrence.

3.9 Contributing factors

Contributory factors are those which may have had an effect on the delivery of safe and
effective care to patients, or had an impact on the circumstances of the incident. They
may have an influence on the occurrence or outcome of the incident. Generally speaking
the removal of a contributory factor may not always prevent incident recurrence but will
generally improve safety.

3.10 Root Cause
The prime reason(s) why an incident occurred. A root cause is a fundamental contributory

factor. Removal of these will either prevent, or reduce the chances of a similar type of
incident from happening in similar circumstances in the future.

4 Responsibilities

All staff employed by The Leeds GP Confederation must work in concordance with the
Leeds Safeguarding Multi-agency Policies and Procedures and local guidelines in relation
to any safeguarding concerns they have for service users and the public with whom they
are in contact.

4.1 Confederation Executive
The Executive has overall responsibility for the quality, health, safety and welfare of

patients, staff and members of the public, and to ensure that the Confederation complies
with its statutory obligations in this regard.

The Executive must be assured by the Audit Committee and Internal and External
Auditors that there are systems and processes in place to manage Incidents and Serious
Incidents. The Medical Director has delegated responsibility for ensuring these processes
are implemented effectively.

The Board will receive a confidential report of all Serious Incidents, any resulting inquests
and mitigating action to reduce risks at the private section of every Board meeting.

4.2  Chief Executive (CE) or Designated Deputy
The Chief Executive has ultimate responsibility for all aspects of incident management
including the implementation and monitoring of this policy.

The CE as the accountable officer will, via the governance structures ensure:
Remedial action is taken to manage SlI's and reduce risk to others
External organisations are notified as necessary

Communications and media statements are prepared

Action plans from investigations are implemented and monitored
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4.3 Medical Director

The Medical Director has delegated authority from the Chief Executive to ensure there is
a suitable process for the management of all incidents and it is functioning in accordance
with this Policy.

4.4 Executive Directors or second on call

¢ Inform the Chief Executive and the Chair at the earliest opportunity of any Sl

¢ Retain overall responsibility and accountability for the investigation and assign a
Lead Investigator to conduct the investigation. (The Clinical Governance Team will
complete this in hours)

¢ Inform a member of the Communications Team if necessary — see section 4.9
(The Clinical Governance Team will complete this in hours)

e Ensure that appropriate remedial action is taken and management of action plans
are monitored through the committee structure and reported to the Trust Board

e Attend Executive Director review panel meeting prior to submission of the final
investigation report

See the Timeline for responsibilities for managing an SI (Appendix 9)

In addition, Out of hours:

Contact the Chief Executive and Chair immediately if the Sl is of an exceptional nature e.g.
likely to result in catastrophic impact on the reputation of the organisation or attract
significant media attention.

4.5 General Manager / Clinical Lead / First on Call

e Implement the Risk Management Policy and this Policy

e Ensure incident reporting procedures are in place

e Ensure persons throughout the incident reporting process understand their roles
and responsibilities and have the capabilities to contribute effectively to the incident
reporting process

e Appropriately delegate the responsibility for the investigation process, providing

support where required. This may involve taking on the role of lead investigator

depending on the severity of the incident

Ensure investigations are undertaken in a fair and equitable manner

Consider relevant Confederation HR Policies if appropriate

Monitor the quality and effectiveness of the investigation process

Ensure all actions identified following investigation are implemented and

arrangements agreed for inclusion of risks on the appropriate risk registers if

required

e Ensure relevant timescales, both internal and external, are adhered to

e Enable learning is shared across the organisation

¢ Where there is media interest (actual or potential) the affected patients and staff
are informed, when appropriate, before the media.

In addition out of hours:
e Prompt staff to complete an Incident Report Form via Datix® before their shift is
over
¢ In the event of a suspected SI, the second on call must be contacted and follow the
timeline for responsibilities for managing an Sl (Appendix 9)
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e The incident is handed over to the respective service manager in hours so that
they can continue to manage the incident.

4.6 Line Manager / Handler

e The line manager / incident handler is responsible for managing the incident as it
unfolds and ensuring the patient continues to receive treatment where appropriate

e Will ensure that the duty of candour requirements are fulfilled through an initial
Being Open discussion with the patient/patient representative

e Will perform a risk assessment to identify immediate measures to prevent
recurrence

e Act as first point of contact and support for staff who have witnessed or been
involved in an incident

e Review all incident reports via Datix® submitted by their staff within two working
days

e Ensure the completion of the investigation of all incidents within the appropriate
timeframe

e Ensure any actions recommended to the investigator by the specialist reviewer are
completed in the requested timescale and recorded via Datix®

e Follow up and escalate where necessary if actions not complete

e Provide final approval via Datix®

Develop and implement actions plans, monitor progress and record outcomes

where this is necessary to reduce overall risk

Run reports to identify and analyse themes and trends

Establish if any complaints are linked to the incident

Take on the role of lead investigator or delegate the role to a member of the team

Assess the situation to determine that the appropriate actions have been taken to

ensure ongoing safety for staff and patients.

e Keep relevant patients, carers, staff and others informed of the progress and
outcomes of any investigations

¢ Reinforce the value of, and need for, incident reporting and provide feedback to
staff on the outcomes of the reports they have made

e Ensure all staff involved with traumatic/stressful incidents are offered support
following the incident

e Attend relevant training identified in the training needs analysis

e Share learning from incidents within team and with the wider organisation as
required

In the event of a suspected Sl, the Line Manager must contact their General Manager or
Clinical Lead/First On call immediately and follow the timeline for responsibilities for
managing an Sl (Appendix 9).

4.7  All Employees

All Confederation employees must:
e Be aware that incident reporting is a part of their own responsibility for governance
e Be engaged with the principles of being open and duty of candour, offering apology
when care / outcomes are not as expected
e Report any incidents to the Manager/Supervisor responsible for the area in which
the incident occurred.
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Report incidents by the end of their shift via Datix® incident management

system in accordance with this policy

Report any Serious Incidents immediately to the appropriate manager to minimise
harm and ensure ongoing safety for staff and patients

Document a record of all incidents affecting patient safety in the patient’s record.
Be familiar with the Trust’s Incident Management Policy and comply with this in
conjunction with the Risk Management Policy, Being Open and Duty of Candour
Policy and Procedure, Departmental Clinical policies and Health and Safety
Procedures

All employees have a duty to their patients, employer and fellow colleagues to co-operate
fully with an investigation. This is to ensure that an incident is thoroughly investigated, with
appropriate outcomes.

The employer responsible for the employment of a contractor must complete an incident
report on Datix® Web for incidents involving a contractor.

4.8

Head of Governance

The Head of Governance has overall responsibility for ensuring the Confederation has
effective systems and processes in place to effectively and appropriately manage Sl’s. It is
the responsibility of the Head of Governance to ensure that:

The organisation has robust systems and processes in place to effectively manage
incident and serious incidents and the Datix® system is maintained

Compliance with the policy is monitored and developed as necessary

Access to incident reporting via Datix® is enabled

Information from all reported incidents is received and collated

Incident data quality is monitored to ensure that correct coding and grading has
been applied as per the Trust Risk Matrix

Ensure timely reporting to NHS England through the National Learningand
Reporting System (NRLS) and to disseminate NRLS incident reports.

Advice on external reporting is provided

All incidents relating to the building structure owned by other NHS Trusts where
Confederation staff are working will be forwarded to the appropriate risk team
Assistance is provided for the reporting and investigation of incidents, including the
role as critical friend following an Sl.

Liaison with the relevant managers to ensure that sufficient investigation has been
undertaken and action plans completed

Incident themes and trends are aggregated and reported to the relevant
Directorate, Patient Safety and Experience Governance Group, Quality Committee
and Trust Board via required reporting mechanisms

Wider learning is disseminated to appropriate services and committees

Serious incidents are escalated to an Executive Director

Standard Operating Procedures are followed to ensure the Sl process is adhered
to, within dedicated timeframe

Appropriate incidents are reported to the Health & Safety Executive (HSE) under
the Reporting of Injuries, Diseases & Dangerous Occurrences Regulations
(RIDDOR) 2013
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e Appropriate incidents are reported to the Medicines and Healthcare Products
Regulatory Agency (MHRA)

¢ Triage and dissemination of relevant Central Alerts (CAS), including National
Patient Safety Agency, Pharmacy, and equipment alerts

¢ Identifying need for changes in practice as a result of an incident investigation and
implementation of National Safety alerts

e Requesting relevant clinical audit where appropriate.

In the event of an Sl the Head of Governance will work with the Medical Director to ensure that:

e The management of Serious Incidents is co-coordinated including the external
reporting

¢ Inform the Commissioners Team of the occurrence of an Sl and keep them
informed of scheduled significant events.

e The appropriate Sl procedures are followed in the given timeframes

e Managers undertaking incident investigations are supported and advised as
appropriate

e Advice on root cause analysis (RCA) processes is given

e Communication between the Trust and legal parties takes place as required

e Coordinate and attend the Executive Director review panel meeting prior to
submission of the final investigation report

e Action plans are monitored and signed off plans are forwarded to external
agencies as appropriate

e Lessons learnt are both disseminated throughout the organisation and uploaded to
external databases where required.

49 The Communication Team

Communications are a vital element of supporting and delivering effective management of
serious incidents. All bodies with a remit under the requirements of this policy framework
are responsible for ensuring that robust communications and media management
arrangements are in place for both internal and external communication.

In many cases serious incidents can lead to a high level of media attention and not only in
the immediate aftermath. The management, investigation and learning from incidents can
be triggers for media coverage for an extended period after the incident itself. In
forensic/criminal cases, the police lead all communications with the media.

The Communication Team will:

e Develop a media handling strategy in relation to the incident in conjunction with the
Executive Director or CE. This may include the preparation of a press statement
depending on the issue.

¢ Liaise with the Commissioner Communications team immediately if there is the
possibility of adverse media coverage, so that a media handling strategy canbe
agreed together.

e Liaise with other organisations regarding a communications strategy as
appropriate

e Ensure all future press releases are completed in consultation with the Chief
Executive, taking account of the relevant circumstances.

¢ Manage the flow of information to the Trust staff as a whole

e Document the flow of information to all parties.
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Out of hours:
Clinical Commissioning Group (CCG) On-Call will provide out of hours communication
support as part of their regional role. Confederation On-Call managers should advise the
CCG On-Call communications team regarding any media contact.

410 Information Governance

Information relating to serious incidents including information held on national systems
such as STEIS/UNIFY, local databases and internal reports, including investigation reports
and root cause analysis and other documents, could be subject to a request for disclosure
under the Freedom of Information Act 2000. Any request for information regarding a
serious incident/s should follow Freedom of Information Act policies of the organisation
that has received the request and should be referred to the Information Governance
Department immediately.

4.11 Specialist Reviewers

To ensure an appropriate response to particular incidents a number of specialist reviewers
have been identified who will receive notification of all incidents within their sphere of
expertise. For example all medication incidents are reviewed by a member of the
medicines management team.

Specialist reviewers are required to:

e review all incidents forwarded to them

e advise on appropriate action where it is necessary

e provide quarterly incident action logs pertinent to their specialist field

e use the action log to analyse incident data, trends and actions required to mitigate
risk

e Feed reports via the relevant Governance structure into appropriate groups for
review and acceptance and share with Clinical Leads where appropriate

A list of specialist reviewers and the incident types they are required to review is available
from the Clinical Governance Team

4.12 Critical Friend
The Critical Friend will normally be a non-executive director. The Critical Friend will:

support the Lead Investigator with the process of their investigation
assist with production of the serious incident investigation report
advise investigator on relevant policies (i.e. Duty of Candour)
provides challenge to ensure a robust investigation

provide quality assurance of the investigation information

support the investigator when attending Sl review panel
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5 Incident Management

5.1 Principles

The Confederation is committed to reducing avoidable harm for users and patients and
indeed to staff and visitors. However, it is well recognised and documented that in a busy
healthcare environment there are complex and fallible human factors that contribute to the
systems in place and errors and incidents will always occur. When this happens the
Trust’s priority is to ensure efficient and effective management and to prevent recurrence.

It is the policy within the Confederation that all incidents are reported promptly,
investigated fully and, where appropriate, change in practice identified, approved, put in
place and monitored. This will ensure that the Trust is not only a learning organisation
but one with an informed safety culture.

It is the Confederation policy to be open and honest with patients / carers and all service
users when things go wrong. The Confederation endorses the CQC regulations relating
to Duty of Candour and strives to provide patients and/or carers with an apology and
explanation as soon as possible after a patient safety incident has occurred. Staff are
encouraged to apologise on the spot as this is the right thing to do and is not an
admission of liability.

Patients have a right to expect openness in their healthcare under the principles of duty of
candour and all explanations of the facts as they are known at the time should be offered
as part of a ‘being open’ discussion at the time of the incident. Further information is given
in section 2.5.1 and the Being Open and Duty of Candour Policy and Procedure.

Individual investigations of incidents may overlap with those of complaints, disciplinary
procedures, managing performance, litigation, coroner’s investigations, professional
registration, child protection, safeguarding, domestic homicide, Health and Safety
Executive (HSE) or police enquiries. It is vital that links are made between ongoing
investigations and information shared as directed. Staff need to be aware of the correct
sequence and take advice if uncertain.

The Confederation recognises that incident management can have a significant effect on
staff directly involved in an incident or investigation and this should not be
underestimated and all incident investigations should consider the support required to
staff as highlighted in section 2.5.

5.2 Incident Reporting Process

Identification, recording and analysing information on incidents are essential steps in
reducing risk, creating a safer environment for both patients and staff, and ensuring that
lessons learnt are acted on and fed back into practice. Collation of all information and facts
is of paramount importance. It may also prove invaluable in the event of a subsequent
complaint or claim or external investigation.
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The Confederation is committed to an incident investigation process that is:
e Fair and equitable
e Focused on identifying root causes
e Focused on embedding learning, change and improvement

All staff must take responsibility for completing an incident report form (via Datix® web
electronic reporting system) when they experience or witness any incident or near miss.
Staff should report all incidents and near misses, irrespective of severity, and should be
aware that several similar reports may indicate a growing trend or allow a possible serious
incident to be foreseen and averted. Advice is available from the Clinical Governance
Team where needed.

For all incidents the member of staff, where possible, should discuss with a manager
whether any immediate action / notification to other team members is required.

521 Reporting an incident

All incidents must be reported via Datix® by the end of the working day by the individual
witnessing, experiencing or being alerted to the incident. This person is the reporter and
must complete all mandatory fields and indicate the actual impact i.e. severity (what has
actually been the seriousness of the outcome of this incident). See appendix 3 for
definitions of harm.

Datix® will generate an automatic email notification to the chosen Handler (selected by the
Reporter — in the majority of cases this will be the reporter’s Line Manager) and other
designated managers based on the subject nature and severity.

The reporter / handler need to ensure all categories chosen are correct and appropriate
(see appendix 4 for further information on categories of incidents).

Wherever the incident is of a serious nature (see Section 1.4.2), a phone call to the
relevant Service Manager, Clinical Lead and Medical Director must be complete prior to
completing an incident report. The incident may require escalation as a serious incident
(sh.

Where there is any doubt or uncertainty a phone call to the Clinical Governance Team to
seek clarity must be made. The Datix® web record should be the main form of all
correspondence between the handler, investigator and Clinical Governance Team using
the communication and feedback function where possible.

522 Delegation

If the Handler or investigator receiving the incident for investigation and action feels it more
appropriate that it should be dealt with by another member of the team, such as another
discipline, or another business unit they must pass on the incident to them without delay.
They must gain agreement as to who will become the incident handler and then assign
them in the Datix® record (see appendix 5 for details).
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Incidents on Non-Confederation property

In the event an incident occurs in a building owned by a third party e.g. Leeds Teaching
Hospital Trust or other Provider Trust, a Prison site or a LIFT building, this must also be
reported as per local process for that area unless this building is being occupied by the
Confederation for the purpose of delivering a service it is contracted to provide.

524 Grading of incidents and Sls

The reporter and incident handler have first line responsibility for ensuring that incidents
are graded accurately. This is quality assured within the Clinical Governance Team in
accordance with the NHS England National Reporting Learning System (NRLS) coding
system. All incident data (incidents that relate to patient safety) will be validated before
adding to the NRLS database.

Incidents are graded based on a 5 level system (1-5) with three overall colours (green,
amber and red).

Green incidents have generally caused insignificant/low or no harm to individuals.

Amber incidents are those where moderate harm has been identified. These incidents
may trigger the duty of candour process and some will fulfil the criteria for Sl reporting
although not all will necessarily be considered Serious Incidents.
- incidents are where major / severe harm / death has occurred and the Sl criteria is

reached. These incidents are all considered SI’'s and must be reported immediately to the
Clinical Lead / Manager on call and Clinical Governance Team via Datix® reporting. Red
incidents are categorised as either major or catastrophic level.

Grade | Type Example Level of Internal External
investigation | Reporting | Reporting
1 Minor non compliance with Line manager | Service None
Green | Insignificant/ | standards / targets. No harm Service Lead | Teams
= No Harm to individuals. Local media < 1
< day coverage QPF
= Committee
Single failure to meetinternal | Line manager | Service None
2 standards / targets. Minimal Service Lead | Teams
Green | Minor impact — low harm to
individuals. No risk of litigation. QPF
< 3 days extended hospital .
% stay or < 3 days staff absence. Committee
- Local media < 7 day coverage.
Several failures to meet Investigation | Clinical NRLS
3 internal targets / standards. led by Forums (PSI's)
Amber | Moderate Risk of litigation. Moderate Executive
increfase inhtreatmentd/ Gl Director QPF CCG (if
significant harm to individual. 3 :
9 (may be S) days extended hospital stay or Level 1 SI Committee| SI)
© > 3 days staff absence & evel 1 St
g reportable to HSE. National Investigation Exec
2 media < 3 day coverage. (if applicable) | (if SI)
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Serious adverse incidents, Investigation | Clinical NRLS
significant issues of standards, | Led by Forums (PSI's)
Major (SI) quality of care, safeguarding, Medical
that may cause lasting Director QPF CCG
problems, multiple injuries, Committee
serious long term harm to
individuals or death. Level 2 S Coroner &
Local/regional media >7 days Investigation Exec PPO (DiC)
coverage
Multiple fatalities, gross failure | Investigation | Clinical NRLS
Catastrophic | to meet professional (RCA) Forums (PSI's)
(SI Requiring | Standards/targets causing Outwith Trust
Independent Ior?g—'term damage or death. QPF CCG
Enquiry) Criminal offence, gross Level 3 SI Committee
substandard care or gross Investigation Coroner &
professional misconduct. Full g )
public enquiry. Exec PPO (DiC)
Gross data loss (level 3-5)
National / international media CQC/
> 3 day coverage. Monitor

525 External Reporting

The Confederation has legal and statutory obligations to record and report certain defined
incidents externally as identified in 2.2.4. This is determined by either the grade or the

type of incident.

The following table describes the incident types and the receiving agency:

Incident Type

Reportable to

Responsibility

Information
Governance

Information Commissioners Office

Head of Information Governance or
Clinical Governance Team in their
absence

Medical Device

Medicines and Healthcare Products

Investigating Manager (link available via

Incidents Regulatory Agency (MHRA) Datix®) - A copy of the externally filed
http://www.mhra.gov.uk/index.htm report should be uploaded to the Datix®
incident
Medication — Medicines and Healthcare Products | Investigating Manager

suspected adverse
drug reactions

Regulatory Agency (MHRA)
http://www.mhra.gov.uk/index.htm

A copy of the externally filed report
should be uploaded to the Datix®

(yellow card incident

scheme)

Patient Safety National Reporting & Learning The Clinical Governance Team reports
Incidents System (NRLS) all patient safety incidents to the NRLS

via a dedicated web link

Physical Assault on
Staff

NHS Security Management Service
(automatically sent to LSMS if
correct category chosen)

Local Security Management Specialist
(LSMS)

RIDDOR (see
section 2.3.4)

NB: Some patient
safety incidents
which result in
hospital treatment
are also reportable.
Contact the Clinical

Health & Safety Executive

To report use the link via the HSE
website

http://www.hse.gov.uk/riddor/

Investigating Manager (link available via
Datix®) - A copy of the externally filed
report should be uploaded to the Datix®
incident

NB: if the HSE make contact with the
Service to visit, ensure Line Manager
and the Clinical Governance Team are
informed immediately to provide support
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Governance Team
for guidance

Section 17 returning | Care Quality Commission Investigating manager in discussion with

after 122MN Director of Nursing and Clinical
Governance Team

Serious Adverse Medicines and Healthcare Products | Investigating Manager

Blood Reactions & Regulatory Agency (MHRA) A copy of the externally filed report

Events (SABRE) http://www.mhra.gov.uk/index.htm should be linked to the Datix®incident

Serious Incidents Clinical Commissioning Group Clinical Governance Team via STEIS

(CCG) / NHS England / other
Commissioners

5.3 Management of Incidents

All incidents require some level of investigation in order to identify the underlying causes of
how and why the incident has occurred. The level of the investigation will depend upon
the degree of harm to the patient/carer/relative or staff member and the risk of future harm.
For this reason, all incidents require a likelihood / consequence grading by the team /
service manager when completing the incident form.

All incident investigations must commence immediately if safe and legal to do so, and
comply with the timescales outlined in section 2.3.1 and appendix 6 — 10.

At the start of the process of investigation, issues that require an immediate specific risk
assessment may be highlighted to identify the current risk and actions required to minimise
the immediate risk. This may need escalating to senior managers to consider logging onto
their local risk register via the appropriate risk owner.

531 Level of Investigation

Green incidents will be investigated locally by the service within which they occurred by
the handler for the incident as recorded on Datix®, or by another investigator and reviewed
by the handler. Outcomes of the investigation and actions taken must be documented on
the Datix® incident report. The handler will sign-off the actions as complete and update
Datix®. The incident can then be closed in Datix® but will, of course, contribute to trend
reports. The timescale for green incidents will be 15 working days from reporting to
closure. The handler is responsible for ensuring that the timescale is met.

These incidents should be discussed locally at team meetings and any learning shared
within the Business Unit or escalated to the Quality, Performance and Finance

Committee for further discussion.

Amber incidents are investigated within the business unit within which they occurred. If
they are Patient Safety Incidents within Confederation care they require a robust
investigation and the RCA approach should be utilised. Outcomes of the investigation and
actions taken must be documented on the Datix® incident report and an RCA report will
be completed and attached by the incident handler. Learning from these incidents will be
discussed at Quality, Performance and Finance Committee and within local teams and
clinical forums. The timescale for amber incidents is 30 working days from reporting to
closure, unless the amber incident fulfulls the SI criteria. In this case the RCA will be
submitted as per the Sl process.
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R88 incidents will be investigated outwith the Service involved as an Sl and will be
reviewed at Quality, Performance and Finance Committee. A catastrophic incident requires
an independent enquiry therefore the investigation is outwith the Confederation. Red
incidents will require external reporting and/or Sl reporting. The timescale for SI's is
determined by the CCG under the NHS England Serious Incident Framework and will be
60 working days from reporting to submission of final report.

In addition, all incidents where the outcome has been death will be discussed at the
mortality surveillance meetings.

The Business Unit will ensure that appropriate handlers and investigators are assigned to
each incident. The Clinical Governance Team will follow up on all incidents to ensure
closure within the timescales and highlight overdue incidents.

Additional staff for example Specialist Reviewers, Quality and Professional Development,
Health and Safety Adviser, clinical, HR, managerial or technical staff may need to be
identified to provide expert advice as part of the investigation team.

Where the investigation is complex and involves other organisations, these will be agreed
by the Executive Director leading the investigation and they will be approached for their
involvement. There may be instances where the Confederation is the Lead Provider, but
they are not the main provider.

In very serious cases, particularly where there is likely to be significant public interest and
external parties involved, it may be necessary to commission an external review or include
an external representative on the panel conducting the internal inquiry. An Executive
Director will advise on where this is appropriate.

532 Equipment

In certain circumstances the scene of the incident may need to be preserved or equipment
retained for inspection. Any equipment involved suspected to have precipitated or caused
harm must be quarantined and reported to the Medicines and Healthcare Products
Requlation Authority (MHRA). The equipment must not be used until it has been checked
and certified safe for use by the MHRA or the Equipment contractor.

533 Maedication and Controlled Drugs

All incidents involving medication will be reviewed by the Specialist Reviewer for
medication from the Trust’'s Medicines Management Team who will advise on the incident
investigation to be implemented. All incidents involving a controlled drug (as defined by
Schedules 1-4 of the Misuse of Drugs Regulations 2001) will be reported to the Executive
Medical Director as LCH Accountable Officer by the Medicines Management Team.

Reporting of Injuries, Diseases and Dangerous Occurrences Reqgulations (2013) RIDDOR

Certain incidents need to be reported to the Health and Safety Executive (HSE) under
RIDDOR regulations. If it proves impractical to complete this form within 48 hrs and the
circumstances require reporting through RIDDOR, it will be necessary for the senior
manager to fax/phone basic details about injured staff members to the Occupational
Health Service. The investigating manager must complete the RIDDOR report via the link
available in Datix® and upload a copy of the externally filed report to the Datix® incident. If
the HSE make contact with the Service to visit, Line Manager and the Clinical Governance
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Team must be informed immediately to provide support. See also the Confederation
Health and Safety Policy.

534 Internal investigations and other inquiries

Internal inquiries must not interfere with other investigations e.g. police, Health & Safety
Executive. Reference must be made to the Memorandum of Understanding between the
Department of Health, Health and Safety Executive (HSE) and Association of Chief Police
Officers (February 2006).

This indicates that careful consideration needs to be given to the conduct of any NHS
investigation once a matter has been referred to the police, HSE or other statutory bodies.

In such cases immediate patient and staff safety must be assured with further investigation
taking place only after discussion with an Executive Officer who may establish an Incident
Coordination Group. The primary concern of all agencies is that of public safety. While
there is nothing in law that states the police’s duty to investigate ranks higher than the
NHS’ duty to ensure patient safety, interference with a police investigation could
undermine potential legal proceedings. Any request by the police for the NHS
organisation involved not to discuss the incident with others can never override the NHS
organisation’s obligations to do this.

535 Professional Issues and Criminal Acts

If, during an investigation, matters relating to professional standards, conduct and
performance are identified, the investigating team or individual must refer these matters to
the investigating General Manager / Clinical Lead and a decision made about whether to
pursue the issues through alternative Confederation policies, for example Managing
Concerns about Performance or Disciplinary Policy. Professional Leads should be notified
where there is a regulatory requirement to report i.e.to professional bodies such as the
HCPC, NMC or GMC? Consideration must be given in respect of whether members of
staff can continue their duties and if suspension with or without prejudice is necessary.
Such decisions can only be made by the Executive Director.

Where there are serious concerns about the actions of an individual health professional
and they are considered likely to be seeking work with other employers who would be
unaware of the concerns, the Confederation will liaise with commissioners, other
providers and regulatory bodies.

If there are concerns that a criminal act has taken place then the lead investigator must
ensure the scene of the incident is secured and preserved. All investigations must cease
and the police notified immediately.

536 Postgraduate Trainees

When an incident is reported as an Sl the Local Education and Training Board (Health
Education Yorkshire and Humber) requires notifying of all postgraduate trainees involved
in the incident. The lead investigator will forward the names of all postgraduate trainees
involved in the SlI for the attention of the Medical Director and the Trust Portfolio Lead for
Postgraduate & Undergraduate Education; who will be responsible for informing HEYH /
the deanery.
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5.4  Serious Incident (SI) Process

All incidents that are graded as “red” on the incident grading matrix should be escalated to
the Clinical Governance Team and the relevant clinical lead as a potential S| as set out in
section 1.4.2.

The potential Sl is discussed with the Clinical Governance Team and the incident handler /
clinical lead to ascertain if the SI criteria is met. Further discussion may be required with
an Executive Director, Chief Executive, Clinical Commissioning Group Lead or NHS
England Governance Manager for SI’s if further clarification is required.

When the Sl is declared a grade of investigation must be agreed in accordance with the
NHS England Serious Incident Framework grading guide, a summary of which is
presented below.

Information in this table provides an outline of the levels of systems-based investigations recognised in the NHS
(currently referred to as RCA investigation). Within the NHS, most serious incidents are investigated internally using
a comprehensive investigation approach. Resources to support systems-based investigation in the NHS are
available online from: http://www.england.nhs.uk/ourwork/patientsafety/root-cause/

Level Application Product/ Owner Timescale for
outcome completion
Level 1 Suited to less Concise/ Provider organisation | Internal
complex incidents compact (Chief Executive investigations,

Concise internal
investigation

which can be
managed by
individuals or a small
group at a local level

investigation
report which
includes the
essentials of a

/ relevant deputy) in
which the incident
occurred, providing
principles for

whether concise
or
comprehensive
must be
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credible objectivity are upheld
investigation
Level 2 Suited to complex Comprehensive | Provider organisation

Comprehensive
internal
investigation

(this includes
those with an
independent
element or full
independent
investigations
commissioned by
the provider)

issues which should
be managed by a
multidisciplinary team
involving experts
and/or specialist
investigators where
applicable

investigation
report including
all elements of a
credible
investigation

(Chief
Executive/relevant
deputy) in which the
incident occurred,
providing principles
for objectivity are
upheld. Providers may
wish to commission
an independent
investigation or
involve independent
members as part of
the investigation team
to add a level of
external
scrutiny/objectivity

completed
within 60
working days of
the incident
being reported
to the relevant
commissioner

All internal
investigation
should be
supported by a
clear
investigation
management
plan

Level 3
Independent
investigation

Required where the
integrity of the
investigation is likely
to be challenged or
where it will be difficult
for an organisation to
conduct an objective
investigation internally
due to the size of
organisation or the
capacity/ capability of
the available
individuals and/or
number of
organisations

involved

Comprehensive
investigation
report including
all elements of a
credible
investigation

The investigator and
all members of the
investigation team
must be independent
of the provider. To
fulfil independency the
investigation must be
commissioned and
undertaken entirely
independently of the
organisation whose
actions and processes
are being
investigated.

6 months from
the date the

investigation is
commissioned

National reporting templates should be used unless agreed that adaptions are required. National templates
will be reviewed on a continuous basis. Recommendations to inform changes should be sent to
england.RCAinvestigation@nhs.net
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Level 1- Concise internal investigation

These will usually be amber incidents or red on occasions and will fulfil the level 1 criteria
and require a concise Root Cause Analysis (RCA) investigation. This will be completed
using the specific templates for falls or pressure ulcers and will usually be completed
within the relevant Business Unit, and scrutinised at a validation panel.

Level 2 — Comprehensive internal investigation

All red (major) incidents will fulfil the level 2 criteria and require a comprehensive Root
Cause Analysis (RCA) investigation. This will be completed using the Trust agreed
comprehensive Sl template and should be led by an investigator from another Business
Unit where possible.

Level 3 — Independent investigation

All red (catastrophic) incidents will fulfil the level 3 criteria and require an independent
investigation. This will be completed by agreement with the Trust Directors and
Commissioning Body.

5.5 Communication

The Confederation endorses the principles of being open and honest when safety
incidents occur and encourages effective communication channels and support for both
patients and staff. The Duty of Candour regulations have been embedded into the incident
investigation process and all incidents that meet the trigger criteria will have DoC applied
and documented.

551 Being Open

Where a patient is harmed as a result of a mistake, error in their care, or patient safety
incident, The Confederation must ensure that the individual, their family or those who care
for them; receive an apology, are kept fully informed as to what has happened, have their
guestions answered and know what is being done in response.

The Confederation Being Open and Duty of Candour Policy and Procedure
endorses our commitment to:

e Communicate openly and transparently with patients and their representatives
regarding their care and treatment

Page 24 of 54





Incident Management Policy (Including Serious Incidents)
Be honest about unintended outcomes in care delivery
Be honest when things have gone wrong
Apologise for any harm caused irrespective of any proven/unproven mistake/error
Explain, openly and honestly, what has happened
Describe what will be done in response to the event to ensure the risk of recurrence is
minimised
Offer support and counselling services if appropriate
¢ I|dentify a contact person for continued discussion / queries / updates
¢ Provide updates on the results of any investigation

These principles should be standard and applied to every patient safety incident as best
practice.

55.2 Duty of Candour

The Health and Social Care Act 2008 (Regulated Activities) Regulations 2014: Regulation
20 is intended to ensure that providers are open and transparent with people who use
services in general in relation to care and treatment. It also sets out some specific
requirements that providers must follow when things go wrong with care and treatment,
that build on the general principles of being open outlined in 2.5.1.

Duty of Candour is triggered when a notifiable safety incident causes moderate or severe
harm or death directly as a result of the incident.

In practice the main elements of implementing Duty of Candour are:

e Employ the principles of being open an transparent

e Acknowledge to the patient / representative that there has been a notifiable safety
incident as soon as possible following identification of the incident

e Offer a sincere apology for the incident

e Ensure an explanation is given of the facts as known at the time

¢ Discuss what support, if any, is required to assist the patient with the consequences of
the incident and arrange if appropriate

e Explain that an incident investigation will be undertaken and what process this will follow

o Offer the opportunity for any specific questions or concerns of the patient to be included
in the investigation terms of reference

o Offer to share the investigations findings and discuss the wishes of the patient regarding
how this will be done

A Duty of Candour acknowledgement letter must then be completed which summarises
the discussion held and the wishes of the patient. This must be attached to the incident
report and shared with the lead investigator (if different to the person holding the being
open conversation).

On completion of the investigation, the findings must be shared according to the
documented wishes of the patient.

This must be done in a timely manner and allow the patient / representative the
opportunity for discussion, questions and explanation.
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A final Duty of Candour letter should then be sent to summarise what has been found and
how this has been shared. Further full details relating to the Duty of Candour regulation
can be found in the Being Open and Duty of Candour Policy and Procedure.

55.3 Support for staff

Line Managers must ensure all staff involved with traumatic/stressful incidents are offered
support following the incident. In the first instance a debrief session must be held as soon
after the event as possible to allow staff an opportunity to reflect on the situation and
explore their feelings and concerns with regards to the incident, the manager will usually
lead with this. The exact nature of the support mechanisms used will be partly dependent
on the type and severity of the incident and the needs of the individuals involved and will
always follow the principles of ‘being open’ as detailed in the Being Open Policy and
Procedure.

The manager may consider actions to protect the individual’s well-being at this time. As
appropriate, staff will be offered access to:

Immediate medical treatment if required

Advice from Human Resources

Occupational Health Services

Independent and confidential counselling

Legal advice (at the discretion of LCH)

Time away from work if appropriate (nature of leave to be agreed on a case by case
basis)

e Time to consult with their Staff Side representative and/or professional body

Subsequently managers must ensure that staff have access to ongoing peer support and
Clinical Supervision within and/or external to the team. Further debrief sessions may be
required for particular incidents/staff. Any discussions that take place must be documented
and retained with the personal staff records.

In the event of staff being called as a witness by the police or coroner in relation to an
incident, the line manager must ensure that the staff member has access to appropriate
advice and support. The Clinical Governance Team can be contacted and legal advice or
representation considered for the member of staff. This will be funded by the service and
the Clinical Governance Team can provide relevant resource documents to support this
process.

It is important that all staff involved in investigation of an incident are aware that there may
be a range of reactions from staff involved and the impact on individuals must be
considered. The investigator must ensure that the above support is offered as appropriate
and that communication is clear and concise about what the investigation will entail and
the process to be followed. If issues of clinical competence are identified this needs to be
investigated separately through the appropriate clinical or HR route.

5.5.6 Record Keeping

Details of incidents will be entered on LCH Datix® system, which is a secure database. All
records are kept in line with the Confederation Records Management Policy. All
correspondence should use the Feedback and Communication function in Datix®.
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5.6 Timeframes in management of Incidents

The management of safety following any incident must be immediate and consider the
condition of patients / staff members / public involved and the immediate risk to others.

An immediate risk assessment must be undertaken in the department of origin of the
incident to identify if any immediate actions are necessary to prevent deterioration or
recurrence of the incident.

All incidents where there is uncertainty over the severity, or if the incident fulfils Si criteria
must be discussed with the relevant line manager / Clinical Governance Team within 1
working day of incident.

The timeframes for investigation are outlined in section 2.3.1 and further details can be
found in appendix 6 - 10.

5.7 Serious Incidents involving more than one organisation

571 Other NHS organisations:

Where a Serious Incident involves another NHS organisation (eg a patient affected by
system failures both in the Community and an acute hospital or other provider
organisation);

e The organisation which identified the incident should make the initial notification
having first made contact, wherever possible, with the organisation where it
originated.

¢ A decision should be made jointly by the Organisations concerned about where the
frequency/severity of the problem(s) appears to have been greatest, if necessary
referring to the CCG responsible for SI management for advice.

¢ A lead organisation must be identified and their clear responsibilities including
appropriate information sharing at all stages agreed.

e The named lead / point of contact should be clearly identified to the CCG and the
lead organisation will report the Sl and take responsibility for the investigation,
involving the other NHS organisation(s) concerned. In practice, separate meetings
in different organisations may take place, but the CCG would expect to see a single
investigation report and action plan submitted by the reporting organisation, that has
been agreed by all organisations involved in the SI.

572 Other Non-NHS organisations

Where a Serious Incident involves another organisation outside the NHS (eg a patient
affected by system failures both in the Community and another care provider such as
private care home / Leeds City Council);

e The incident must be recorded as per the local process for that organisation

e The Confederation must inform the organisation where the incident originated if
identified by Confederation staff

¢ A decision should be made jointly by the Organisations concerned about where the
frequency/severity of the problem(s) appears to have been greatest, if necessary
referring to the CCG responsible for SI management for advice

e The Confederation must establish communication with the other organisation
and identify clear responsibilities including appropriate information sharing at all
stagesagreed
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e The named lead / point of contact should be clearly identified to the CCG with details
of what conversations had been held and arrangement agreed
e This must also be clear in the Datix® record as to what information and been shared
with whom

5.8 Principles of Investigation

Identifying the root cause of a problem rather than the ‘underlying cause’ is an essential
part of the process of investigating serious incidents. It provides an opportunity for the
Trust to identify actions required to eliminate the risk of the incident occurring again, and
thus make a positive impact on on-going quality and safety of care. Corporate departments
and Business Units are responsible for ensuring a Root Cause Analysis is performed for
amber incidents causing moderate harm, amber and red incidents that have been declared
SI's and developing an action plan to reduce recurrence.

e Each lead investigator will have support from a critical friend

e Lead investigators may be shadowed and assisted by others so that junior
colleagues gain experience of serious incident management.

e The Lead Investigator must meet initially with the critical friend to review the terms of
reference, scope the investigation and determine an investigation plan.

e The Lead Investigator must also meet or discuss with relevant others, where
appropriate, to identify any specific questions to include in the terms of reference and
ensure arrangements for contact are made.

¢ Clinical Leads / Quality Leads will provide support for the investigator throughout the
Sl process

¢ The Clinical Governance Team are available to offer support and advice on the
investigation process and Duty of Candour

e Contact with the patient / carers needs to be agreed from the start and a framework
for communication and investigation progress updates

e The Lead investigator will take responsibility for the incident investigation, gathering
evidence, identifying witnesses and assessing the scope of the incident.

e Atime log and lists will be kept by the lead investigator of all incidents, decisions,
dates, times, evidential items, names, addresses, telephone calls and persons
involved.

¢ A full RCA investigation report in accordance with the terms of reference will be
produced using the Confederation RCA or Sl templates

¢ An action plan will be developed and submitted with the investigation report

e The identified Action Plan lead will ensure actions are completed

e Monitoring of the action plans will be completed by the Quality Leads for each
Business Unit

e Updates from this monitoring will be provided for assurance to the Clinical
Governance Team

5.9 Learning from Incidents

Learning and sharing lessons learnt from incidents is critical to the delivery of safe and
effective services by The Confederation. The analysis of findings from incident
investigations must be used to identify areas for change, recommendations and
sustainable solutions to help minimise reoccurrence in the future. The relevant
persons/team/department where the incident occurred or related to, or the investigating
manager for the incident (if different) should take responsibility to disseminate any
lessons learnt from the investigation.
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To provide assurance that real improvements and lessons have been learnt from
investigations, periodic clinical audit should be performed. This should form part of the
initial action plan and the results of the clinical audit should be shared with the relevant
team/service or individuals affected by the incident.

Where audits indicate that improvements have not occurred, the full clinical audit or
improvement cycle should be commenced and the clinical audit policy should be followed.
Where appropriate, risks to quality should also be assessed and cited on the appropriate
risk register as per the Trust risk management strategy.

The following methods are utilised to support learning lessons from incidents:

e Email correspondence
Alerts from the NRLS and the Central Alerting System (CAS) will be distributed to all
relevant managers for appropriate action and dissemination, with a full audit trail
maintained

Where either organisational, or discipline specific learning is identified through incident
investigation, and this learning needs to be shared immediately to prevent further harm,
a Learning for Patient Safety memo will be issued and distributed

¢ Intranet site information
All Learning for Patient Safety Memos are available via the intranet

e Training events
Learning with regard to practice and changes in practice is shared with managers,
professional leads and clinicians identified in Sl action plans

If appropriate specific training/ awareness sessions will be organised
Specific incidents may be used as examples in relevant training

e Briefings
Individual Serious Incident Reports will be made available to Executive Directors and
General Managers / Clinical Leads so that learning can be disseminated.

Learning from Patient Safety (LPS) memos circulated when learning is identified from a
specific incident, or group of incidents, by any specialist review group.

e Meetings
Management Teams will ensure that learning is discussed appropriately at team
meetings and professional / clinical forums. Sharing of incidents, action plans resulting
from investigation and learning must be a standing item on management team meeting
agendas.

The Quality, Performance and Finance Committee will receive details of incident

investigations, identify learning for the organisation and formulate methods for
dissemination of learning.
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e Documentation and practice development
If appropriate, guidelines and policies will be developed or updated

Action Plans will reflect any learning identified as part of an investigation and
Management Teams will ensure that action plans are fully implemented

Learning from incidents should be incorporated into audit plans as appropriate to ensure
lessons learnt are embedded into practice

e Sharing with external organisations
If appropriate, lessons learnt from investigations should be shared with any external
organisation involved in the incident by prior agreement.

6 Governance Reporting

The incident reporting process is governed through the Confederation’s formal committee
structure, see below:

6.1 Quality Performance and Finance Committee

The Executive has delegated authority to the QPF Committee to assure the Executive
of the Quality and Safety of services. The Committee reports bi-monthly to the
Executive through the Chair’

6.2 Other Committees and Groups

Other relevant Committees and Groups will review incidents pertinent to their terms of
reference. It is their responsibility to facilitate or directly respond to trends or patterns of
those incidents and take the necessary action including incorporating them on the relevant
risk registers. Competent and appropriate persons should undertake a full risk assessment
and action plan and submit this to the appropriate committee / group for approval and
monitoring.

7 Risk Assessments

Reference is made to risk assessment throughout the document. Escalation of high risk or
high frequency incidents will be discussed with the appropriate Senior Managers and
entered onto the risk register.

Incident action logs are used to identify themes and action required to reduce risk.

8 Mental Capacity Act (MCA 2005 Code of Practice)

This Act applies to all persons over the age of 16 who are assessed to lack capacity to
consent or withhold consent to treatment or care. Under the MCA there are occasions
when anyone lacking capacity should, or may require an Independent Mental Capacity
Advocate, where treatment or residence decisions have a significant impact on an
individual’s life and rights.

The Trust must ensure that the MCA is considered in relation to all individuals affected by
any incident and that the management reflects the individual needs under these
safeguards.

9 Deprivation of Liberty (DolL)
In March 2014 it was ruled that a person without capacity is deprived of their liberty if they

are both subject to continuous supervision and control and unable to leave.
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Any deprivation of liberty of a person who lacks capacity has to be carried out in
accordance with law. If a Confederation staff member is aware of anyone they believe is
or is likely to be deprived of their liberty, they must act in accordance with the MCA policy
and DolL'’s guidance or they must discuss their concerns with a member of the Adult
Safeguarding Team.

10 Safeguarding
10.1 General principles

This policy describes the roles and responsibilities for the Trust in relation to the
safeguarding of children and young people. All provider organisations commissioned by
NHS Leeds Clinical Commissioning Group (CCG) have a responsibility to ensure they
meet the agreed standards for Section 11 of the Children Act 2004, and statutory guidance
outlined in Working Together to Safeguard Children 2013.

They are expected to follow the multi-agency procedures, comply with this policy and
assist in taking the necessary action to safeguard children experiencing or at risk of abuse.
The CCG’s have a duty to take reasonable care to ensure the quality of the services
commissioned. It is an expectation that all provider organisations, including Leeds GP
Confederation, demonstrate robust safeguarding systems and safe practice within agreed
local multi-agency procedures.

The Children Acts of 1989 and 2004 and the statutory guidance Working Together to
Safeguard Children (2013) set out the safeguarding principles for and promoting the
welfare of children and young people.

Working Together to Safeguard Children (2013, page 7) defines safeguarding children and
young people as:
e Protecting from maltreatment
e Preventing impairment of health and development
e Ensuring that children and young people are growing up incircumstances
consistent with the provision of safe and effective care; and
e Taking action to enable all children to have the best outcomes

The Children Act 2004 emphasises that we all share a responsibility to safeguard children
and young people.

10.2 Safeguarding Incidents

If at any time during the investigation Safeguarding Vulnerable Adults or Children concerns
arise, it is the responsibility of the lead investigator to refer to, and follow, the appropriate
Confederation policies.

Serious Case Reviews and Safeguarding Adult Reviews:

The Local Authority via the Local Safeguarding Children Board or Local Safeguarding
Adult Board (LSCB, LSAB as applicable), has a statutory duty to investigate certain types
of safeguarding incidents/ concerns. In circumstances set out in Working Together to
Safeguard Children24 (2015) the LSCB will commission Serious Case Reviews and in
circumstances set out in guidance for adult safeguarding concerns the LSAB will
commission Safeguarding Adult Reviews. The Local Authority will also initiate
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Safeguarding Adult Enquiries, or ask others to do so, if they suspect an adult is at risk of
abuse or neglect.

Healthcare providers must contribute towards safeguarding reviews (and enquiries) as
required to do so by the Local Safeguarding Board. Where it is indicated that a serious
incident within healthcare has occurred, the necessary declaration must be made.

Whilst the Local Authority will lead SCRs, SARs and initiate Safeguarding Enquiries,
healthcare must be able to gain assurance that, if a problem is identified, appropriate
measures will be undertaken to protect individuals that remain at risk and ultimately to
identify the contributory factors and the fundamental issues (in a timely and proportionate
way) to minimise the risk of further harm and/or recurrence. The interface between the
serious incident process and local safeguarding procedures must therefore be articulated
in the local multi-agency safeguarding policies and protocols. Providers and
commissioners must liaise regularly with the local authority safeguarding lead to ensure
that there is a coherent multi-agency approach to investigating and responding to
safeguarding concerns, which is agreed by relevant partners. Partner organisations must
follow the West Yorkshire Consortium policy and procedures for Children and Adult
safeguarding concerns.

Named safeguarding professionals must link with the Clinical Governance Team and Head
of Service for Safeguarding who is responsible for reporting the following:

(@) Any case where there is prima facie evidence (i.e. initial concerns) that a child or adult
has sustained a potentially life-threatening injury which may be through abuse, neglect,
serious sexual abuse, or sustained serious permanent impairment of health or
development through abuse or neglect.

(b) A prima facie case where a child dies (including death by suicide) and abuse or
neglect is known or suspected to be a factor in the child’s death and there will be a
Serious Case Review (SCR). (‘Working Together’, 2015). See appendix 5 for the Time
Line and Responsibilities for Managing SUDIC

These cases must be reported to the Commissioners and Executive Safeguarding Lead
for the Confederation by the Head of Service for Safeguarding as soon as practically
possible and as a maximum the working day after the incident.

It is recognised that the timing of the SCR is not within the control of NHS organisations.
However, the NHS does have a duty of care to future patients and should therefore not
unduly delay any necessary action pending the outcome of the SCR. The Head of Service
for Safeguarding is the lead investigating officer and should update the Commissioner at
least every eight weeks and in between if necessary on developments pertaining to health
services or health care that may occur during the course of the review. If the action
plan/details of action already taken are satisfactory, the Sl will be closed.

11 Training Needs

Staff are directed to the Confederation Statutory and Mandatory Training Policy
(including Training Needs Analysis). In addition, Datix® training sessions are available
via the Clinical Governance Team for new users of Datix® which provide support for
staff in the correct use of the system for incident reporting and incident investigation.
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Monitoring Compliance and Effectiveness

Monthly reports relating to Incidents, Compliments, Comments, Concerns and Complaints and Patient Experience are triangulated
for the performance reporting to the Quality Performance and Finance Committee and are reviewed bi-monthly. These are
reported to the Executive through the Chair's Assurance Report.

Aggregated qualitative and quantitative data is analysed, with a view to identifying trends over identified time periods, locations
and services. Other aggregated data relating to incidents, complaints and claims to be reviewed will be:

Overall degree of harm

Most common categories/sub-categories

Most common themes

Actions required for areas not addressed through formally recognised improvement activity. This will include risk assessing
themes and citing them on the risk register via the appropriate risk guardian — in particular when no improvement activity
has been identified or can be initiated.

Any emerging trends, improvement activities or learning will be communicated to relevant staff groups through management
cascade and Learning for Patient Safety memos.
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Minimum Process for monitoring / audit Lead for the Frequency | Lead for Lead for Lead for
requirement to be monitoring/audit of reviewing developing | monitoring
monitored / audited process monitoring | results / reviewing | action plan
[ auditing action plan
Reporting all Reporting to the Quality Director of Delivery Bi-Monthly | Quality
incidents/near misses | Performance and Finance report Performance
involving staff, patients | Committee: and
and others Degree of harm, Top categories/ themes, Business and Committee
Sr’s, Reporting rates, Benchmarking, DoC Operations Manager
compliance
Sl report to include:
Reporting of Serious | Slthemes
Incident Repor_tlng compllanc.e
Submission to deadline
Closure and Action Plan progress
Implementation of Sample Au_dit to assess:
F Correct Grading .
incident management | completion of all required aspects of Head of Governance Annual Audit
policy incident management Committee

DoC
Appropriate action plans

Staff training, as
identified in the
training needs analysis

Refer to the Statutory and Mandatory Policy (including Training Needs Analysis) for the monitoring of training and the non

attendance of staff training
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Approval and Ratification process
The policy has been approved by the Quality Performance and Finance Committee and
ratified by the Executive.

Dissemination and Implementation
Dissemination of this policy will be via the Confederation Website and Intranet.

Implementation will require:

Operational Directors / Heads of Service / General Managers / Clinical Leads to ensure
staff are informed of, and have access to this policy and understand their
responsibilities for incident management

The Executive to provide appropriate support and advice to staff on the implementation
of this policy

Review arrangements
This policy will be reviewed in three years following ratification by the Executive or
sooner if there is a local or national requirement.

Associated documents

Disciplinary Policy

Freedom to Speak Up Policy

Managing Concerns with Performance Policy
Acceptable Standards of Behaviour Policy and Procedure
Statutory & Mandatory Training Policy

Patient Experience Policy

Being Open Policy

Records Management Policy

Adults at Risk Policy

Safeguarding Children Policy

Infection Prevention and Control Policy

Counter fraud and anti-bribery Policy and Procedure
Risk Management Policy and Procedure

Related documents - External

NHS England - Serious Incident Framework - Supporting learning to prevent
recurrence 2015
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Appendices

Appendix 1: Definitions of Harm
Appendix 2: Categories of Incidents
Appendix 9: Policy Consultation Process

Appendix 1: Definitions of Harm

Minimum (low) Harm:
Any unexpected or unintended incident that required extra observation or minor
treatment and caused minimal harm to one or more persons.

Moderate Harm:

Any unexpected or unintended incident that resulted in further treatment, possible
surgical intervention, cancelling of treatment, or transfer to another area, and which
caused short-term harm to one or more persons.

Major (severe) Harm:
Any unexpected or unintended incident that caused permanent or long-term harm to
one or more persons.

Death / Catastrophic Harm:

Any unexpected or unintended incident that caused the death of a service user or
permanent significant harm to one or multiple persons.

The CQC definitions in relation to the Statutory Duty of Candour trigger are:

‘Moderate harm’ means harm that requires a moderate increase in treatment, and
significant, but not permanent, harm,

‘Prolonged pain’ means pain which a service user has experienced, or is likely to
experience, for a continuous period of at least 28 days;

‘Prolonged psychological harm’ means psychological harm which a service user

has experienced, or is likely to experience, for a continuous period of at least 28
days.

Page 40 of 54





Appendix 2: Categories of Incidents

When selecting “incidents affecting the patient” you need to consider is the incident attributable to the Confederation or another provider.
o Patient Incident - Occurred whilst receiving Care from Confederation Services. This is for patients who are receiving care from a
Confederation service whether that is the, reporter of the incidents service, or another Confederation service.
e Patient Incident - Occurred whilst receiving Care from other Providers (eg Hospitals, GP) this is for patients where the incident is
attributable to another provider even though they are receiving care from a Confederation service.
o Patient Incident - Not known to Confederation Services i.e they are not receiving care from a Confederation service”.

Below are a number of common examples for each of the categories. You will then be required to choose the relevant Sub category and
detail relevant to your incident.

Eg. Of Incident being reported.

Abusive, violent, disruptive or self- e Any form of verbal or physical abuse by a patient, carer or staff. This would include abuse of staff by patients or their

harming behaviour carers and vice versa. (This would not be used for abuse of staff by staff. HR process should be followed in this instance)
e Self-Harm, Attempted suicide

Access, Appointment, Admission, e Secondary referrals not being made in a timely manner, leading to delay in treatment.

Transfer, Discharge
Accident that may result in personal
injury

Patient sent appointment letter with incorrect date, location, time
Any incident that caused or could lead to injury. (Not Self Harm)
Slips, trips, falls.
Sharps injury or sharps found.
Exposure to environmental hazards eg body fluid splashes, electrical, smoke.
Road Traffic Accident,
Strain injury caused whilst providing care to a patient.
Work related upper limb disorder
Manual handling.
Failure to undertake full assessment or failed to request appropriate advice.
Unable to access test results as not sent or unable to open.
Incorrect test results given
Failure to act on test results
Confidential information sent to incorrect recipient.
Lost patient information / records
Failure in communications between staff and staff groups
Inadequate consent obtained
Diagnosis, failed or delayed e Failure to diagnose
¢ Commence on inappropriate care plan.
e Failure to act on adverse symptoms

Clinical assessment (investigations,
images and lab tests)

Consent, Confidentiality or
Communication

Financial loss e Errors in the monitoring of the Cold Chain for the storage of medication leading to disposal.
e Unaccounted for stock items

Implementation of care or ongoing e Failure to act promptly to test results.

monitoring/review e Failure to request appropriate tests.
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Care plans not being followed
Pressure ulcers.
Inadequate pain management

Infrastructure or resources (staffing,
facilities, environment)

Issues relating to staffing levels leading to the appointment not taking place or being delayed:

Lack of interpretation service, lack of escorts to bring patients to appointments, concerns over unsafe staffing levels.
Issues relating to the work environment affecting patient care.

Lack or unavailability of equipment to provide care

Information Technology issues such as: Lack of mobile phone coverage. Lack of access to IT system,

Unauthorised access to IT system,

Miss use of IT.

Medical device/lequipment

Failure of a medical device / equipment whilst providing care.
Damage to equipment.

Injury caused by Medical device.

Medical device not available to provide care.

Use of out of date medical device.

Incorrect medical equipment used.

Medication.

Prescription, dispensing, preparation administration and monitoring of medication errors eg wrong drug, wrong dose, and
wrong patient wrong time and wrong route.

Missed patient contraindications,

Unaccounted for medication.

Adverse reaction to medication,

Incorrect record keeping of medicines,

Incorrect storage, disposal,

No valid authorisation to administer or supply.

Patient Information (records, documents,
test results, scans)

Where there are issues identified relating to patients records they would be recorded under this category.
Missing entries or missing patient records.

Information entered on to wrong patient record.

Missing / lost test results

Missing referral letters.

Security

Theft or damage to property. Eg car being broken into.

Missing equipment.

Clinical locations and secure cupboards left unlocked. Missing keys.

Not adhering to lone worker policy.

Lost ID/smart card or mobile working equipment.

Unauthorised access to secure locations.

Patients referred to service with known behavioural issues not passed to service.

Treatment, procedure

Wrong site of treatment.

Incorrect treatment given

Inappropriate referral for treatment.

Medical emergency requested eg Dr to attend or Ambulance
Infection control failures in systems
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| e Issues relating to being unable to give correct medication at correct time / wrong medication administered

Staff Safety Incidents

injury

When selecting “incidents affecting staff” as the incident type an additional box will appear asking:
1. Is this a RIDDOR reportable incident? An incident is reportable to RIDDOR if the member of staff has suffered a major injury (e.g. a broken leg) or the accident has
resulted in the member of staff requiring 7 or more days off work.

Incident being reported Category Sub category
Staff fall Accident that may result in a personal Slips, Trips, Falls and Collisions Select as appropriate

Strain injury caused whilst providing
care to a patient

Accident that may result in a personal
injury

Lifting Accidents

Lifting or moving a patient or other person

Needle stick Injury

Accident that may result in a personal
injury

Needle stick injury or other incident
connected with sharps

Select as appropriate

Used needles found within a
healthcare setting

Accident that may result in a personal
injury

Needle stick injury or other incident
connected with sharps

Sharps or needles found

Road Traffic Collision

Accident that may result in a personal
injury

Accident cause by some other
means

Road Traffic Accident in the course of employment or care

Lost ID card Security Security incident related to premises, Other incident related to security
land or real estate

Malicious damage to or theft of a car Security Security Incident related to a vehicle  Select as appropriate

whilst used in the course of business

Lost/missing keys Security Security incident related to premises, Other incident related to security
land or real estate

Not adhering to Lone Working Policy Security Security — other Other incident related to security

Verbal abuse by a patient

Abuse, Violent, Disruptive or Self-
Harming Behaviour

Abuse etc., of staff by patients

Verbal abuse or disruptive behaviour

Lack of mobile phone coverage

Infrastructure or resources

Information technology

Failure or overload of IT or telecommunications system

False fire alarm — this type of incident
would actually be classed as an “incident
affecting the Trust”

Security

Fire, Fire alarms and fire risks

False fire or intruder alarm
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Appendix 3. Incident Management Process

0 Days 1 Days 14 Days 28 Days

Datix® incident report
logged with hub as the
service location and the
patient’s practiceasin
involved party to ensure
practice visibility

SEA led and
documented on Datix®
incident report by
investigator

Under the leadership
of the investigater,
medial acti en,

Incidentinvestigatedand faaisn ala tlor.‘ 2o

Datix® incidentreport updated SER S0 ScHons - Process End

3 : updatedon Datix® ==
with details S
incident reportand

incident closed as
‘Finally Approved’

Complaint/ Operational Team Leader
feedback from Incident logged assesses incident, ensures
Service User on Datix® by immediate remedial steps
staff member are taken, seeks executive
receiving supportif needed, and
incident report assigns to an investigatoron
Datix®

|

Incident Type: Seek Support from and/or Assign to: Incidentsreported to

Quality, Performance

Report of incident
by staff member

Clinical / Medical Medical Director & Finance Committee
through bi-monthly

Safeguarding Safeguarding Lead quality report

Patient Experience Director of Nursing

Information Governance Head of Governance / Caldicott Guardian

Public Liability Head of Governance

Operational / Administrative Business and Operations Manager
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Appendix 9: Policy Consultation Process

Incident Management Policy (Including

Title of Document i i
tle of Docume Serious Incidents)

Rachel Howitt, Incident and Assurance
Manager (LCH)

Simon Boycott, Head of Development and
Governance

Author (s)

New / Revised Document New

Lists of persons involved in
developing the policy

List of persons involved in
the consultation process
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Executive Summary

This Policy applies to all Leeds General Practice Confederation staff and contractors
undertaking work on behalf of the Confederation. It applies to all records regardless of
format or the recordkeeping system in use.

This policy and supporting guidance provides the framework to enable the efficient and
effective management of records, ensuring information remains as an asset to the
Confederation by;

e Protecting the content, context and structure of records to meet business needs and
stakeholder requirements.

e Promoting recordkeeping practices and systems, so far as practicable, to comply with
guidance from the Information Commissioner, NHS institutions and professional
standards and including ISO 5489: 2016 and BS 10008: 2014.

e Clearly defining responsibilities and accountability for records;

e Embedding information management procedures/practices that conform to applicable
legislative and statutory requirements.

Information Asset Owners are responsible for the dissemination of this policy and for
providing adequate training; ensuring processes and procedures are documented to ensure
that records and data are;

Reliable/Accurate,

Complete,

Useable, over period they are required,

Accessible, with appropriate controls,

Fixed, providing an audit for modifications

Validity, identification of true source.
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Introduction

A record is a piece of information produced or received in the initiation, conduct or
completion of an institutional or individual activity. It comprises sufficient content,
context and structure to provide evidence of the activity. It contains information that
is worthy of preservation in the short, medium or long term.

Records Management is the process by which organisations manage all the aspects
of records they use, whether internally or externally generated and in any format or
media type, from their creation or collection, through their life cycle to their eventual
disposal.

The Leeds GP Confederation recognise that effective records management systems
will help ensure that records provide value by;
e Promoting efficiency and effectiveness: enabling staff to find the information
needed, at the right time.
e Protecting individuals and the Confederation: providing evidence that is
legally admissible.
e Promoting trustworthiness and establishing confidence with stakeholders.
¢ Reducing physical and digital costs.
e Providing for consistency across Confederation departments.

The aims of The Leeds GP Confederation records management systems, whether
hard copy or electronic are that;

e The record is present: the Confederation has the information that is needed to
form a reconstruction of activities or transactions that have taken place;

e The record can be accessed: information can be located, accessed and
displayed in a way consistent with the initial use, and the current version is
identified where multiple versions exist.

e The record can be interpreted: the context of the record can be established:
who created the document and when, during which business process, and
how the record is related to other records.

e The record can be trusted: the record reliability represents the information
that was actually used in or created by the business process, and its integrity
and authenticity can be demonstrated.

e The record can be maintained through time: the qualities of accessibility,
interpretation and trustworthiness can be maintained for as long as the record
is needed.

This policy and supporting guidance provides the framework to enable the efficient
and effective management of records, ensuring information remains as an asset to
the Confederation.

Purpose
The purpose of this policy is to ensure that The Leeds GP Confederation;
e Protect the content, context and structure of records to meet business needs
and stakeholder requirements.
o Promote recordkeeping practices and systems, so far as practicable, to
comply with guidance from the Information Commissioner, NHS institutions
and professional standards and including ISO 5489: 2016 and BS 10008:
2014.
o Clearly define responsibilities and accountability for records;
e Operates records management procedures and practices that confirm to
applicable legislation.
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Scope

This policy applies to all staff including Confederation staff, temporary staff,
seconded staff, contractors and others undertaking work on behalf of the
Confederations. It covers all records created, received or maintained by staff in the
course of carrying out their corporate functions.

Definitions

This policy is written to be understood without the need to clarify definitions. In
support materials published by the information governance team, a list of terms and
definitions that related to information management is available.

Duties

All NHS records are public records under the terms of the Public Records Act 1958
2.3(1)-(2). The Act sets out broad responsibilities for everyone who works with such
records and provides guidance and supervision.

The Information Governance Group reports, advises and provides direction to the
Confederation in meeting its corporate responsibilities to maintain it records and
recordkeeping systems in accordance with regulatory environment.

Chief Officer

Has overall accountability for records management across The Leeds GP
Confederation and has overall responsibility for establishing and maintaining an
effective document management system, for meeting all statutory requirements and
adhering to guidance issued in respect of procedural documents.

Senior Information Risk Owner (SIRO)

The Confederations SIRO is responsible for approving and ensuring that national and
local guidelines/protocols on the handling and management of information are in
place.

The SIRO is responsible to the Governing Body for ensuring that all Information risks
are recorded and mitigated where applicable. The Confederations SIRO is
responsible for ensuring that all record management issues (including electronic
media) are managed in accordance with this policy.

Caldicott Guardian

The Caldicott Guardian is responsible for ensuring that national and local guidelines
on the handling of confidential personal information are applied consistently across
the organisation. They are responsible for ensuring patient identifiable information is
shared in an appropriate and secure manner.

Data Protection Officer

Has a particular responsibility in ensuring that the Confederation meets it’s legal
responsibilities with regards to information governance and compliance with the Data
Protection Act 2018, GDPR, Freedom of Information Act 2000 and the Environmental
Information Regulations 2004.

Information Governance Group

Is responsible for liaising with Asset Owners, Asset Administrators and Departmental
Leads for providing guidance, support and training to Confederation staff and partner
organisations where agreed. The team are responsible for the monitoring of activity
to standards, conducting audits, the application of toolkits and for advising on matters
to be compliant with information legislation.

Directors/Senior Managers/Information Asset Owners
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Directors, Senior Managers and Information Asset Owners are responsible for the
guality and implementation of records management within their department. They
have responsibility for disseminating information related policies, guidance and must
ensure completeness of the Asset Register and associated recordkeeping and
governance processes.

Staff
All staff are responsible for the records they create, receive or use in the course of
their duties and are required to act in accordance with the principles of this policy.
They must ensure that the records they manage are;

o fit for purpose;
accurate;
appropriately secure;
accessible within defined access restrictions;
maintained in line with the Confederation records management procedure and
guidelines.

Policy Statements
The Confederation Asset Owners will arrange for;

e records to be treated as a valuable resource, ensuring their inclusion within
the Information Asset Register.

o the efficient capture, retrieval and disposal of records.

¢ Identification of records that are vital for business continuity.

o Keeping appropriately complete, authentic, reliable, secure and accessible
records of what the Confederation does.

o the management of records to comply with regulations and legal requirements
including but not limited to Data Protection Act 2018, General Data Protection
Regulations, Freedom Of Information Act 2000, Human Rights Act 1998 and
the Common Law Duty of Confidentiality.

¢ Identification and recording of all record management systems, ensuring that
appropriate operating instructions are available.

e arrangements for disaster recovery and business continuity.
staff to develop key information management skills.

o all staff, including agency and temporary staff, students, volunteers and non-
executive staff to complete mandatory training.

This policy should be applied in conjunction with published guidance/policies from;
e NHS Organisations including NHS Mail,
¢ Information Governance Alliance, The Records Management Code of
Practice for Health and Social Care 2016.
The National Archives.
e Information Commissioners Office.

Equality Impact Assessment (EIA)

This policy applies to all employees, Governing Body members and members of
Leeds Clinical Commissioning Group irrespective of age, race, colour, religion,
disability, nationality, ethnic origin, gender, sexual orientation or marital status,
domestic circumstances, social and employment status, HIV status, gender
reassignment, political affiliation or trade union membership.

A full Equality Impact Assessment is not considered to be necessary as this policy
will not have a detrimental impact on a particular group.
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8 Implications and Associated Risks
All risks relating to projects implementing or changing recordkeeping systems should
be reported into the appropriate project risk register. Significant risks being added to
the Confederation Risk Register.

All risks in relation to potential or actual information breeches should be reported
through the incident reporting system, DATIX and raised with the Data Protection
Officer.

9 Education and Training Requirements
All line managers must ensure that their teams/staff, whether administrative or
clinical, are adequately trained and apply the appropriate guidelines, that is, they
must have an up-to-date knowledge of the laws and guidelines concerning
confidentiality, data protection and records management.

All staff are responsible for completing mandatory training that is applicable to their
role, in relation to recordkeeping, information governance and cyber security

10 Monitoring Compliance and Effectiveness
The Head of Information governance in liaison with Asset owners, Directors and
Senior Managers will promote and assist with the implementation of this policy. This
will include;
¢ The policy being published on the extranet and highlighted through bulletins,
team briefings and other established channels of communication
e Delivery of training and support, to meet mandatory and individual needs.
e Compliance and effectiveness being monitored through the completion of
audits, toolkits and reporting.
¢ Monitoring and auditing undertaken by the Informatics department and
through assigned applications/services.
o Breeches of this policy being investigated and may result in the matter being
treated as a disciplinary offence under the Confederation disciplinary
procedure.

11 Associated Documentation
This policy should be read in conjunction with other The Leeds GP Confederation information
related policies:
o Confidentiality and data protection
Information Governance Policy and Management Framework
Freedom of Information Act
Information Security
Information Handling
Network Security
Risk Management
Incident Reporting
Business Continuity Plan

And their associated operating materials (including but not limited to):
Subject Access Request (Access to Health Records) procedure
Information Sharing Protocol

Freedom of Information procedure

Data Protection Impact Assessment procedure

Safe Transfer Guidelines and Procedure

Retention and Disposal Schedule

Recordkeeping guidance and procedures.

Information Governance Staff Handbook
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Appendix A: Policies, Legislation and Guidance relating to the management of The
Leeds GP Confederation records.

Recordkeeping standards

ISO 15489: 2016

BS10008: 2014

Statutory and Legal requirements

Data Protection Act 2018, DPA 2018

General Data Protection Regulations, GDPR
Human Rights Act 1998

The Public Records Act 1958

The Freedom of Information Act 2000, Fol Act 2000
Access to Health Records Act 1990

Policies and best practice

The Caldicott Report

The Information Governance Review; ‘Caldicott 2’

Information: ‘“To share or not to share’, (the government response to Caldicott 2)
HSCIC: A Guide to Confidentiality in Health and Social Care

NHS Care Record Guarantee

NHS England Policies

NHS Mail Policies

IGA, Records Management Code of Practice for Health and Social Care 2016
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LEEDS GP
CONFEDERATION

PURPOSE

The purpose of this Standard Operational Procedure (SOP) is to set out the Confederation’s
approach to the registration of new staff when enabling access rights to the Extended Access
Hub Appointment System and is intended as an internal guide, which should be made readily
available to all staff.

INTRODUCTION

This Standard Operational Procedure enables the Leeds GP Confederation to safeguard the
monitoring of staff compliance accessing and using the Extended Access Service Hub
Appointment System and allows us to evidence this.

RESPONSIBILITIES

The Operational Team Leaders are responsible for managing requests for access to the
Extended Access Hub Appointments System and Hub Clinical Systems, using the Staff
Registration Form. This form needs to be completed by a Practice Manager, or Assistant
Practice Manager as part of the authorisation process for staff access to the appropriate level
to the Extended Access Hub Clinical System and Appointment Hub Clinical Systems.

The Leeds GP Federation IT Support Team are responsible for using the information within
the form to enable staff access rights, once the IT team have been sponsored by the practice
to do so (request form to Embed)

SPECIFIC PROCEDURE

The Staff Registration Form (see page 6) is sent to the Practice Manager or Assistant Practice
Manager to complete and return. The form requests the following information:

- Authoriser’s name

- Authoriser’s Role

- Date

- Authoriser’s Practice

- Authoriser’s contact telephone number

- Staff name

- Smartcard number

- Staff Role

- Staff start date

- Date Data Security Awareness Training completed
- Level of access to appointment booking system

- Hub(s) where clinical system is required
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- Confirmation Terms of Use have been read

- The Terms of Use are included with the form — confirmation is needed that any staff
member included listed on the form has read them — see page 6

Once completed, forms should then be emailed to the Operational Team Leaders generic
mailbox: opsteam.lwpcn@nhs.net together with an electronic copy of the respective staff
member’s latest Data Security Awareness Training Certificate, for information governance
purposes. This information is then stored on RotaMaster (e-rostering software) with an
expiry date alert added as part of the monitoring process. The practice is then asked to send
a sponsor authorisation form (see page 7) to Embed to allow the Leeds GP Confederation IT
Support Team to have access to their respective clinical system and enable staff rights to the
systems accordingly.

The Leeds GP Confederation IT Support Team are also responsible for the maintenance of
these access rights. For example when a staff member stops working within the Extended
Access Hub(s) or leaves their role at the practice, the access rights of the staff member will
be removed. Regular audits will be carried out to ensure this is carried out, with the support
of the Leeds GP Confederation Administrative Team.

FORMS/TEMPLATES TO BE USED

A copy of the Staff Registration Form can be found at the end this document on page 6

A copy of the Staff Registration Form — Terms of Use can be found at the end this document
on page 6

A copy of the Embed Sponsorship Form can be found at the end this document on page 7

CHANGE HISTORY

Where the SOP is the initial version:

. SOP No: Record the SOP and version number

. Effective Date: Record effective date of the SOP or “see page 1”
. Significant Changes: State, “Initial version” or “new SOP”

. Previous SOP no.: State “NA”.

Where replacing a previous SOP:

. SOP No: Record the SOP and new version number

° Effective Date: Record effective date of the SOP or “see page 1”
° Significant Changes: Record the main changes from previous SOP

. Previous SOP no.: Record SOP and previous version number
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Step 1:
Send Staff Registration
Form for completion and
return

A 4

Step 2:
Completed form
securely stored together
with latest copy of Data
Security Awareness
Training Certificate

A 4

Step 3:
Sponsor authorisation
form sent by practice to
Embed

Step 1:

The Staff Registration Form is sent to the Practice Manager
or Assistant Practice Manager to complete and return. The
form requests the following information:

Authoriser’s name

Authoriser’s Role

Date

Authoriser’s Practice

Authoriser’s contact telephone number

Staff name

Smartcard number

Staff Role

Staff start date

Date Data Security Awareness Training completed
Level of access to appointment booking system
Hub(s) where clinical system is required
Confirmation Terms of Use have been read

The Terms of Use are included with the form —
confirmation is needed that any staff member included
listed on the form has read them

Step 2:

Once completed, forms should then be emailed to the
Operational Team Leaders generic mailbox:
opsteam.lwpcn@nhs.net together with an electronic copy
of the respective staff member’s latest Data Security
Awareness Training Certificate, for information governance
purposes. This information is then stored on RotaMaster
(e-rostering software) with an expiry date alert added as
part of the monitoring process

Step 3:

The practice is then asked to send a sponsor authorisation
form to Embed to allow the Leeds GP Confederation IT
Support Team to have access to their respective clinical
system and enable staff rights to the systems accordingly.

The Leeds GP Confederation IT Support Team are also
responsible for the maintenance of these access rights. For
example when a staff member stops working within the
Extended Access Hub(s) or leaves their role at the practice,
the access rights of the staff member will be removed.
Regular audits will be carried out to ensure this is carried
out, with the support of the Leeds GP Confederation
Administrative Team.
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Staff Registration Form
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Embed Sponsorship Form
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EMBED

HEALTH CONSCORTIUM

The following must come from the Lead GP/Senior Partner.
Please note that | wish to appoint the following people as Registration Authority staff for the
following practice: Additionally | would like them to be able to apply positions directly.

Practice Name:

Organisation Code:
o
Pasition Name UuID
RA Sponsor (can add/madify Andrew Beaumont 5167 2255 1038
positions and unlock cards) | Craig Calvert 3959 4811 8033

I entrust them with the responsibility of ensuring that national and local registration policy
and processes are adhered to and only to grant access to information where there is a
clinical or business need.

Signed:
Position:
UUID(Smartcard No):

Date:

Please return to:
EMBED.Smartcards@nhs.net

Thank you
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PURPOSE

The purpose of this Standard Operational Procedure (SOP) is to set out the Confederation’s
approach to the induction of new staff into working within the Extended Access Hubs and is
intended as an internal guide, which should be made readily available to all staff.

INTRODUCTION

This Standard Operational Procedure enables the Leeds GP Confederation to safeguard the
monitoring of staff compliance working within the Extended Access Service Hub(s), and
allows us to evidence this.

RESPONSIBILITIES

The Operational Team Leaders are responsible for managing the induction for of new staff
into the Extended Access Service Hub(s), with the help of other staff where applicable e.g. IT
staff for on-site hub clinical system training. Each step in the induction process is listed within
the information flow on page 4

SPECIFIC PROCEDURE

Staff that are interested in working in the Extended Access Service are asked to complete and
return either a Staff Interest Form (Clinical and Non-Clinical versions). This form requests
information on the following:

- Personal Details

- Hub working preferences/arrangements

- Extended Access role interested in

- GMC number (if applicable)

- Indemnity provider (if applicable)

- Current indemnity policy expiry date (if applicable)
- Last DBS check

- Bank details (if applicable)

Once completed, forms should then be emailed to the Operational Team Leaders generic
mailbox: opsteam.lwpcn@nhs.net together with an electronic copy of the respective staff
member’s latest Data Security Awareness Training Certificate, for information governance
purposes. This information is then stored on RotaMaster (e-rostering software) with an
expiry date alert added as part of the monitoring process.

The next step is to arrange a convenient date and time for the staff induction and training.
This includes local hub orientation, introduction to local hub operational processes and
procedures, and system training. This usually takes place during operational hours at the
Extended Access Hub at which the member of staff will be working. Once the
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induction/training is complete the staff member’s system rights are enabled and they can
put themselves forward for Extended Access Service shifts via RotaMaster.

FORMS/TEMPLATES TO BE USED

A copy of the Staff Interest Form can be found at the end this document on page 5

CHANGE HISTORY

Where the SOP is the initial version:

. SOP No: Record the SOP and version number
. Effective Date: Record effective date of the SOP or “see page 1”
. Significant Changes: State, “Initial version” or “new SOP”

° Previous SOP no.: State “NA”.
Where replacing a previous SOP:
° SOP No: Record the SOP and new version number

. Effective Date: Record effective date of the SOP or “see page 1”

° Significant Changes: Record the main changes from previous SOP
. Previous SOP no.: Record SOP and previous version number
Effective - Previous
SOP no. Date Significant Changes SOP no.
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Step 1:
Send Staff Interest Form
for completion and
return

y

Step 2:
Completed form stored
on Rotamaster together
with latest copy of Data

Security Awareness
Training Certificate

A 4

Step 3:
On site hub induction
and system training is
arranged and completed

A4

Step 4:

Staff members access
rights enabled and
become available for
hub shifts

Step 1:

Staff that are interested in working in
the Extended Access Service are
asked to complete and return a Staff
Interest Form. This form requests
information on the following:

Personal Details

Hub working
preferences/arrangements
Extended Access role interested in
GMC number (if applicable)
Indemnity provider (if applicable)
Current indemnity policy expiry date
(if applicable)

Last DBS check

Bank details (if applicable)

Step 2:

Once completed, forms should then
be emailed to the Operational Team
Leaders generic mailbox:
opsteam.lwpcn@nhs.net together
with an electronic copy of the
respective staff member’s latest Data
Security Awareness Training
Certificate, for information
governance purposes. This
information is then stored on
RotaMaster (e-rostering software)
with an expiry date alert added as
part of the monitoring process

Step 3:

The next step is to arrange a
convenient date and time for the
staff induction and training. This
includes local hub orientation,
introduction to local hub operational
processes and procedures, and
system training. This usually takes
place during operational hours at the
Extended Access Hub at which the
member of staff will be working

Step 4:

Once the induction/training is
complete the staff member’s system
rights are enabled and they can put
themselves forward for Extended
Access Service shifts via RotaMaster
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. Availabilities
Clinical Staff Details & Interest Form — HUB Working Flease indicate in the box below any planned holidays / dates you are nat available for training / inductian /
personal Details shifts within the next 4 months. This doesn't affect the shifts / working pattern you are looking to werk, but
— simply helps to assess and plan the rota for the initial & week period of the HUB as well a5 the set rotz going
Full Name: forward.
Home Address: Holiday
Contact Telephone Number: | Home: [ Mabile:
Email Address: Work | Personal
‘Current Employer (Practice):
Current role within Practice: HUB Role -
Please complete the information below
[ Clinical Roles |
HUB Working Arrangements I ]
There are several HUB locations, these are listed below — please specify which HUB locations you are interested
in working, highlighting your preferences if applicable. General Practitioner Please also indicate.
_ _ _ _ £112.94 per hour for weekend sessions
HUB Location Interest in working (Label as 1%/2 choice] £100 per hour for miduweek sessions GMC Number-
Bire valley £150 per hour for bank holiday working
Indemnity Provider:
Amley o
Burley Parky Fiyde Park Current Indemnity Policy Expiry Date:
Irefand Wood Last DBS Check date
ol
¥ Bank Details for Payment L |
Pudsey —
Company Name (if
Leeds Student Medical Practice applicabie)
Bank Name
Rutland loage
%8 ‘Account Name
Seacraft Account Number
StGeorges Sort Code
Worley v
Please return any completed forms / or queries regarding completion to:
Wetherby 8
epsteam.lwpcn@nhs.net o
*
_Page:20f2 | Words: 294 | B | IEEE L] (¥)

Non-Clinical Staff Interest Form
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Non Clinical Staff Details & Interest Form — HUB Working Availabilities
Personal Details Please indicate in the box below any planned holidays / dates you are not available for training / induction /
shifts within the next 4 months. This doesn't affect the shifts / working pattern you are looking to werk, but
Full Name: simply helps to assess and plan the rota for the initial & week period of the HUB as well a5 the set rotz going
Home Address:
forward.
Contact Telephone Number: | Home: [ Mebile:
Email Address: Waork | Persanal
Current Employer (Practice):
Current role within Practice:
HUB Working Arrangements B
Currently there are several HUB Locations in total, these are listed below - please specify which HUB locations
You are interested in working, highlighting your 1% and 2% preference if applicable.
HUB Location Interest in working (Label as 17/2" choice) HUB Role
Airg Valley Please indicate from the below the HUB Rele you would be interested in. These essentially need to be a role you
Amier are currently working within Practice to deliver, 5o secretarial - should only be selected if you are currently
carnying out secretarial work as part of your usual role.
Burley Park/Hyde Park
Tion Clinical HUB Rales
Ireland Wood HUB Reception / Admin [E12 par hour]
Oty HUB Secretary (€13 per hour] I
I
Pudsey
Leeds Student Medical Practice Please return any completed forms / or queries regarding completion to:
Rutland Lodge costeam wpcn@nhs.net o
Seacreft
StGeorges
Moriey
Wetherby
-
The HUBS will be operating on 3 4 week rolling rota basis — please indicate from below template, by aoding 'your a
preferred frequency of working pattem. If you are only wanting to do adhpc, werk, please indicate which days 0
you may be available to cover sessions on an adhos, basis .
_Page:iof2 | words:303 | <& | \@Eﬁl% EE 5% ] (F)

Page 5 of 5






image1.JPG
’ ./

LEEDS GP
CONFEDERATION





