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1. Introduction  
 

Leeds General Practice Confederation’s Board is committed to leading the organisation in 
delivering safe and effective services and achieving excellent results, thereby ensuring that 
the organisation makes the very best possible use of public funds.  

 
Risk management is the recognition and effective management of all threats and 
opportunities that may have an impact on the Confederation’s reputation, its ability to deliver 
its statutory responsibilities and the achievement of its strategic goals. 
 
The purpose of this policy and procedure is to establish risk management as an integral part 
of Leeds General Practice Confederation’s culture where there is effective management of 
risk and appropriate escalation through the Confederation’s governance structure.  
 
In adopting and implementing this policy and procedure, the Confederation will protect its 
patients, staff, contractors, visitors, business interests, reputation and partnership 
organisations. 
 
This policy defines the risk management framework and sets out the approach the 
Confederation will take to the management of risk within the organisation ensuring that sound 
risk management principles are an integral part of its governance structure and processes. It 
also sets out the respective responsibilities for corporate and operational risk management 
throughout the Confederation. 
 
The appended risk management procedure supports staff to identify, assess, manage, and 
monitor the risks that threaten the organisation’s ability to achieve its objectives. The aim of 
the risk management procedure is to achieve an optimum response to risk, prioritised in 
accordance with a consistent evaluation of the identified risk. 
 
The appended risk appetite statement documents the amount of risk the Confederation is 
willing to accept in the pursuit of its strategic goals.  
 

2. Strategic Aims and Objectives 
 
The risk management policy has been produced within the context of the Confederation’s 
purposes and strategic goals. 
 
The Confederation’s purposes: 
 

 Help practices remain sustainable by building on the attributes of primary care  

 Enable practices to play a full and active role in quality improvement, service 
integration and pathway development, aligned with the local care partnership vision 

 Create a governance system that enables practices be active in contributing to both 
local and citywide strategy. 

 Create an organisational structure which is able to hold contracts and deliver services 
across general practice in Leeds and in partnership with other providers in the city. 

 Listen & Act. 
 
In terms of risk management, the Confederation Board is committed to:  
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 Adopting best practice in the identification, evaluation and effective control of 
risks to ensure that they are reduced to an acceptable level or eliminated as far 
as is reasonably practicable 

 Maximising opportunities to achieve the Confederation’s objectives and deliver 
core service provision 

 
The Confederation however, acknowledges that some risks will always exist and never be 
eliminated and accepts responsibility for risk when this occurs.  

 
The overall strategic aim is to make the effective management of risk an integral part of 
everyday management practice. This is achieved by having a comprehensive and cohesive 
risk management system in place. 
 
The Confederation takes a holistic approach to risk management, incorporating both clinical 
and non-clinical risks. The Confederation has the following risk management objectives: 

 

 To minimise the potential for harm to patients, staff and visitors 
 

 To protect everything of value (standards of patient care, staff safety, reputation , 
assets, and funding) 

 

 To have an integrated and consistent approach to risk management 
 

 To maximise opportunity by adapting and responding to changing risk factors 
 

 To be compliant with statutory and regulatory requirements 
 

These objectives will be achieved by: 
 
• Embedding the risk management framework across all levels of the organisation, 

which will provide assurances to the Board that appropriate processes are in place to 
manage corporate and operational risks effectively. 

 
• Facilitating and promoting an open and safe culture in which staff are held to account, 

are supported, understand their role and responsibilities, feel able to identify risks and 
communicate them effectively, report adverse events and learn from experiences. 

 
• Maintaining a comprehensive register of risks, which is reviewed regularly. 
 
• Ensuring the application of a consistent approach to the risk management process, 

which allows risks to be ranked and graded by severity in order that they are 
prioritised effectively. 

 
• Enabling staff to take action to minimise risk and maximise opportunities as far as 

possible, systematically addressing any gaps in control and reducing the impact 
and/or likelihood of risks to individuals and to the organisation, in line with the 
Confederation’s risk appetite (see appendix 2). 

 
• Ensuring risks are managed to agreed, acceptable levels and these levels are 

sustained by effective monitoring and review processes. 
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• Ensuring compliance with current and future risk management related standards and 

legislation. 
 

3. Definitions  

 
The following definitions are fundamental to this risk management policy and procedure: 
 
Risk is the chance that something will happen that will have an impact on the achievement of 
the Confederation’s objectives. It is measured in terms of likelihood (frequency or probability 
of the risk occurring) and consequence (impact or magnitude of the effect of the risk 
occurring).  

Risk management is the systematic application of management policies, procedures and 
practices to the tasks of identifying, analysing, assessing, treating and monitoring risk.  

Risk assessment is the process used to evaluate the risk and to determine whether 
precautions are adequate or more should be done.  
 
Risk appetite is the amount and type of risk that an organisation is willing to pursue or retain. 
The Confederation’s risk appetite statement is appended to this policy. 
 
Risk tolerance is the Confederation’s readiness to bear the risk after risk mitigation in order 
to achieve its objectives. Tolerance relates to specific or individual risks, rather than the more 
general approach represented by risk appetite.  
 
Risk tolerance threshold is the threshold levels of risk exposure that, with appropriate 
approvals, can be exceeded, but which will trigger some form of further response ie 
escalation and monitoring. The Confederation’s risk tolerance threshold applied to all risks is 
‘8’. Any risk which has a current risk score of 8 or more will be scrutinised by the Executive.   
 
Executive Assurance Framework (EAF)  
 
The EAF provides the Executive with a register of significant risks that have the potential to 
impact on the achievement of the Confederation’s strategic objectives and gives assurances 
that the risks are being managed effectively. 
 

4. Responsibilities 
 

The Confederation has a governance framework within which risk is addressed and 
managed.  The governance framework ensures that internal controls are in place to support 
the organisation to achieve its policies, aims and objectives and safeguard public funds and 
assets. Board subcommittees provide assurance to the Board that risk is being managed.  
 
The Confederation Executive 
The Executive is responsible for the organisation’s overall governance. The Executive is 
responsible for reviewing and maintaining an effective system of internal control, including 
systems and resources for managing all types of risk.  
 
The Executive will gain assurance about the implementation of this policy from a number of 
sources; e.g. internal risk registers and assurance reports; individual Executive members 
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intelligence from front line and service contact; external regulatory reports; internal 
governance policies, systems, processes and subcommittee minutes. 
 
The Confederation has a corporate risk register, which is an integral part of the system of 
internal control and defines the highest priority risks (those currently scoring 15 or more), 
which may affect the Confederation’s ability to deliver its objectives. The corporate risk 
register enables the Executive to be assured of the management of these risks. The 
Executive will monitor risks on the executive assurance framework and corporate risk register 
every month. 
 
The Executive has responsibility to oversee and review the contents of the corporate risk 
register on a monthly basis, facilitating critical challenge of the content, promoting a proactive 
risk management culture and providing assurance of risk management to the Confederation 
Board.  
 
The Executive also agrees and approves the appropriate closure of risks on the risk register 
if, following all possible mitigation, the residual risk remains at (current risk score) above the 
Confederation risk appetite score (see Confederation risk appetite appendix 2).  
 
Audit Committee 
The Audit Committee provides an overarching governance role and reviews the work of other 
subcommittees within the Confederation, whose work can provide relevant assurance to the 
Audit Committee’s own scope of work.  The Audit Committee ensures that a robust risk 
management process is in place and will test this through internal audit reports. The Audit 
Committee receives and recommends the annual governance statement, which includes 
assurances about the Confederation’s risk and control framework, to the Executive for 
approval. The Audit Committee, acting with delegated responsibility from the Executive, 
approves the risk management policy through which it ensures that the control of risks is 
approached in a strategic and organised manner. The Audit Committee approves the risk 
appetite statement, which is reviewed annually by the responsible directors. 
 
Quality, Performance and Finance Committee  
The Quality, Performance and Finance Committee has delegated responsibility for assurance 
of clinical risk. The Quality, Performance and Finance Committee will oversee the detailed 
analysis and performance management and correlation of clinical risks, complaints, incidents 
and clinical audit to provide evidence of effective clinical risk management to the Executive.  
 
Clinical risks that have a current risk score of 8 or more will be reported by the Risk Manager 
to the Quality, Performance and Finance Committee at each meeting. This committee will 
scrutinise these risks and may propose further risk reduction treatment.   
 
The Quality, Performance and Finance Committee has delegated responsibility for assurance 
of non-clinical risks, largely related to corporate services including workforce, information and 
financial functions. Non-clinical risks that have a current risk score of 8 or more will be 
reported by the Risk Manager to the Quality, Performance and Finance Committee at each 
meeting. This committee will scrutinise these risks and may propose further risk reduction 
treatment.   
 
 
The Quality, Performance and Finance Committee will review new risks (graded 8 and above) 
that have been added to the risk register. They will also review escalated and deescalated 
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risks and risks that have recently been closed. The group acts as a moderator for risk 
grading, ensuring appropriate ownership of the risk and ensuring that effective management 
of the risk is being recorded.  
The group will also maintain an oversight of the practical application of the risk management 
procedure. 
                               
Chief Executive  
The Chief Executive has overall accountability and responsibility for risk management  
supporting the achievement of the organisation’s policies, aims and objectives.  

The Chief Executive is the Accountable Officer and is accountable for ensuring:  

 The Confederation’s principal objectives are agreed 

 There are sound systems of internal control based on an ongoing management 
process designed to identify the principal risks to the achievement of the organisation’s 
objectives; to evaluate the nature and extent of those risks; and to manage them 
efficiently, effectively and economically 

 Plans are in place to review the effectiveness of the system of internal control 

The Chief Executive will prepare and sign the annual governance statement on behalf of the 
Board, after reviewing the effectiveness of the system of internal control. This will be included 
in the annual accounts and the Confederation annual report. 
 
Directors  
On behalf of the Chief Executive, directors are collectively and corporately responsible and 
accountable for the management of all risks in the organisation whether in their own area or 
risks across the organisation. Directors are also responsible for ensuring the risk 
management policy and procedure is consistently applied within their respective area of 
responsibility. 
 
Directors are responsible for defining the Confederation’s current risk appetite and articulating 
it in the form of a dynamic risk appetite statement. Risk appetite is defined as the amount of 
risk, on a broad level, that an organisation is willing to accept in the pursuit of its strategic 
objectives. The directors will review the risk appetite statement at least annually. The risk 
appetite statement is appended to the Risk Management Policy and Procedure.  
 
All directors are responsible for reviewing high/extreme level risks (scored at 8 or above) 
assigned to them, on a monthly basis prior to Quality, Performance and Finance Committee 
meetings.  
 
Directors may assign themselves direct ownership of extreme risks if they feel this is 
appropriate. 

 
Directors should approve the closure of risks on the risk register that are within their field of 
responsibility.  

 
Each director will nominate a senior manager to be responsible for maintaining an overview, 
including monitoring and coordinating the management and quality of the risk registers within 
their directorate.  
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It is essential that each director ensures that there is a robust process for populating the risk 
register with identified risks in all directorates and departments and a process for monitoring 
the progress and treatments of those risks. 
 
Non-Executive Directors  
Non-Executive Directors provide independent scrutiny and judgement in relation to the 
working of the Confederation’s risk management processes. 
 
Head of Governance 
The Head of Governance is responsible for ensuring that the Confederation operates in 
accordance with statutory regulations and that there is appropriate stewardship and corporate 
governance of the business of the Confederation. The role facilitates the smooth operation of 
the Confederation’s formal decision and reporting processes and ensures that the Board and 
its committees are properly constituted with clear enforceable terms of reference and that 
they are observed and reviewed at least annually. The role ensures that there are effective 
information flows across the Board and its committees and that this includes the reporting and 
monitoring of risk.  
  
The Head of Governance is responsible for risk management processes. The Head of 
Governance is also responsible for the development of the executive assurance framework 
(EAF) ensuring that the work programmes of the Board and its subcommittees are aligned to 
the risks identified within the EAF and support the assurance requirements.  
 
Risk Manager 
The Risk Manager works with the Executive to co-ordinate and implements this policy. This 
will include the safe storage and update of the risk registers, the day-to-day collation of data, 
analysis of risks and provision of reports to the Executive and committees. The Risk Manager 
will support services through the provision of expert advice and guidance, in implementing the 
risk management procedure. 
 
Senior Managers 
Senior managers (normally those directly accountable to a director) within the Confederation 
are responsible and accountable for the day-to-day effective management of risks of all types 
within their areas of responsibility.   
 
Senior managers are responsible for the ongoing maintenance and review of the service’s 
risks and should ensure that they and their staff are working in accordance with the risk 
management procedure detailed in Appendix 1.  
 
Senior managers should ensure that:   

 

 Risks are identified, proactively and reactively 

 Risk assessments are undertaken  

 Appropriate documentation of the risk assessment is produced in accordance with 
the risk management procedure 

 Risk assessments and action plans are agreed and verified 

 Risks are entered onto the risk register at the appropriate level and a target risk 
score is set, in line with the Confederations risk appetite statement 

 New risks and updated information about risks are introduced and discussed at 
relevant forums and performance meetings 
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 The risk register and associated action plans are actively reviewed on a monthly 
basis to ensure maintenance of an up-to-date risk register 

 All reasonably practicable measures have been taken to reduce the risk, 
recognising resource and financial restrictions, in line with the Confederation’s risk 
appetite 

 If it is considered that the risks are ’extreme’ (have a current risk score of 15 or 
above), the risk assessments must be discussed with the relevant director 

 There are mechanisms in place to keep local staff and managers informed of risks 
in their area and this will usually be through their team briefings, email, meetings  

 There is a culture of learning from risk management 

 There is appropriate liaison with risk specialists (ie risk manager, fire officer, health 
and safety manager, fraud specialist etc) for the management of the risks in 
services 

 
Staff  
Managing risk is the responsibility of every employee with in the Confederation. Action should 
be taken as soon as possible at the lowest possible level to eliminate, transfer or reduce the 
risk.   
 
All employees are responsible for their own working practices and are required to assist with 
the risk management procedure.  This includes: 

 
 Reporting incidents and near misses using the organisation’s incident reporting 

system (DATIX), learning from safety alerts and incident reports 
 Fulfilling their duty under legislation to take reasonable care for their own safety 

and the safety of others by complying with policies, training requirements and 
safety procedures 

 Ensuring they report all concerns and risks about safety, security, the quality of 
care and risks linked to the use of the Confederation’s assets and resources, to 
their line managers.  

 Communicate risk assessments in which risks have been assessed as being all 
high or extreme (scoring 8 or above = amber or red) to an appropriate manager for 
review 

 Maintaining competence in the use and maintenance of equipment 
 Being familiar with all applicable Confederation policies and procedures and 

working in accordance with these requirements 
 Being familiar with emergency procedures e.g. evacuation and fire procedures 
 Escalating their concerns if they feel they have not been acted upon  

 
5. Training  

 
The Confederation implements a structured programme of training based on a training needs 
analysis.  
 
The Head of Governance will ensure that the Executive are aware of their risk management 
responsibilities and that training is provided as appropriate. New Executive members, all 
directors, senior and middle managers will also attend risk management training. All new 
employees will receive risk management awareness training at induction. 
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Bespoke risk management training will be available to all teams and services tailored to their 
specific needs. This could include advice and guidance on the management of risk in their 
area, risk recording and peer reviews. 
 
All training is recorded and monitored through the workforce development department, which 
reports non-attendance to line managers and ensures alternative risk management training is 
offered to staff. 
 
The Statutory and Mandatory Training Policy including training needs analysis provides 
greater detail.  

 
6. Communication  

 

It is the responsibility of all managers to ensure that they and their staff are aware of their 
responsibilities within the policy through team briefings, staff meetings, clinical forums, 
meetings and attendance at relevant risk management training programmes.   
 
Managers and their staff are required to follow the Risk Management Policy and Procedure 
when undertaking risk management related processes such as risk assessments. 

 
7. Monitoring Compliance and Effectiveness 

 
The Audit Committee monitors the risk management process and provides assurance to the 
Board. Effectiveness of assurance will be tested as part of the internal audit work plan.  
 
The annual report and accounts will include a statement by the Confederation Board giving 
assurance that the Confederation is compliant with the risk management policy. 
 
The Audit Committee will provide the Board with an annual report, which includes a review of 
the risk management and assurance process. The report also provides external assurances 
where available, which may include regulator views from the Care Quality Commission and 
the NHS Confederation Development Authority.  
 
The Audit Committee reviews results of audit work completed on the risk management 
system and organisational performance.  The annual audit plans are approved by the Audit 
Committee and address the potential and actual risks in the organisation’s EAF and risk 
registers. 
 
As part of the monitoring and review process of this risk management policy the Risk 
Manager will produce a report for Audit Committee biannually. This will highlight any 
developments in the risk management process and provide a detailed action plan for any 
improvement required.  Monitoring of risk management training for senior management will be 
demonstrated through receipt of a report at least once every calendar year at Audit 
Committee 
 
All subcommittees of the Board will review related EAF risks, which fall under their domain 
and make recommendations to the Confederation Executive.   

 
8. Approval and Ratification Process 
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The Risk Management Policy will be reviewed no less frequently than every three years by 
the Audit Committee, prior to Executive approval.   

 
9.  Dissemination and implementation 

 
This policy and procedure document will be made available to all staff through the 
Confederation intranet and internet sites.  
 
Notification of this amended version of the Risk Management Policy and Procedure will be 
communicated through the staff email bulletin. 
 

10. Review arrangements 
 

The Risk Management Policy will be reviewed in line with current legislation, compliance and 
organisational requirements whenever there are significant changes that affect this policy or 
no less frequently than every three years by the Risk Manager.  
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1.0 Purpose  
 

The purpose of this process guide is to provide clear instructions on the identification of 
risks and the process and management of those risks. This will enable the Confederation 
to actively monitor, manage, and prioritise all risk. It will ensure that: 
 

 There is a consistent approach to the management of all risks: clinical, financial, 
reputational, staff safety and wellbeing, environmental and organisational, and to 
the actions necessary to control and reduce each risk 

 There is a robust mechanism for the prioritisation and escalation of all risks  

 Staff are aware of their roles and responsibilities within the risk assessment 
process  

 The Confederation’s Executive is fully aware of the risks that face the organisation, 
the services it provides, to organisational sustainability, and that may affect its key 
stakeholders e.g. patients, families, and commissioners 

 
2.0 Overall risk process 
 
      The risk process seeks to answer four simple, related questions: 

 
•What can go wrong? 
•How bad could it be? 
•How likely/ how often could it happen? 
•Is there a need for action? 

The risk process is the same, whether carrying out a risk assessment or including risks on 
a risk register. It is important that risk assessments are carried out systematically and all 
foreseeable risks are considered. Please refer to page 21 for the template to be used 
when completing a risk assessment.  
 
There are five stages to the risk management process, demonstrated in the diagram 
below and described in more detail in sections 2.1-2.5: 
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2.1 Identify 
 
The Confederation has systems in place that contribute to the identification of risk from a 
number of sources; the following are examples: 
 

 Review of performance and working practice 

 Clinical practice 

 Legislation, national policy and guidance 

 Risk assessments 

 Incident reports 
 Complaints 

 Claims 

 Audit and work place surveys 

 Patient satisfaction surveys 

 External/internal audits 

 Regulators’ inspections and reports 

 

Any of the above can inform the risk assessment process and therefore the population of the 
Confederation’s risk register. Ideally, risk identification should happen in a proactive way, for 
example: changes or introduction of new processes, new equipment, different ways of 
working etc may initiate a risk assessment. In addition, individual staff may identify risks whilst 
carrying out their duties or risks may be identified through discussions in team meetings etc.  
 
The first stage ‘Identify’ includes identifying the hazards; identifying who could be harmed by 
those hazards and in what way; identifying if and how the risks are managed at present. 
These are control measures – things that are already in place to remove the hazard, reduce 
the likelihood of the risk occurring or reduce the impact of the risk should it occur). 
 
When identifying a risk, consideration should be given to what poses a potential threat (or 
opportunity) to the achievement of objectives within the context of the organisation. The 
organisation’s objectives should be kept in mind whilst identifying risks as it helps to stay 
focussed on the risks that are relevant to the organisation.  
 
Each activity should be looked at as critically as possible, observing how it is carried out, and 
checking existing guidelines and information.  
 
When identifying risk it is important to note that risks and issues often get confused with each 
other: 
 
Risks are things that might happen and if they did, would affect the organisation’s ability to 
achieve its objectives and / or the success of the organisation. 
 
Issues are things that have happened, were not planned and require management action.  
 
Once identified, risks need to be clearly described to ensure there is common understanding 
by all stakeholders. (see section 3.1 ‘Effectively describing risks’) 
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2.2 Assess and score  
 
Each risk should be assessed (measured) in terms of consequence (how bad could it be) and 
likelihood (how likely is it to happen). To maintain an objective and consistent approach 
across the organisation, the Confederation’s risk assessment matrix should be used to ‘score’ 
each risk – see page 22 for the Confederation’s risk assessment matrix and guidance on how 
to use it effectively.  
 
The purpose of consistently assessing (scoring) risks is to ensure that each risk is afforded 
the priority, scrutiny and risk treatment (action) it deserves.  
 
When assessing how likely it is that a risk will occur, consideration should be given to: 

 The current environment 

 The adequacy and effectiveness of the controls already in place 

 Historical information that can be relied upon to give an indication of the likelihood of 
occurrence (incident reports, audits etc.) 

 
When assessing what the impact of the risk could be, consideration should be given to: 

 What the impact of the risk would be in most circumstances within the Confederation’s 
environment 

 What is reasonably foreseeable 
 
2.3 Plan 
 
Controls already in place have been recorded at the ‘Identify’ stage. Consideration should 
now be given to whether each control is robust and adequate. If for example, there is a local 
procedure in place, which is not documented, not clearly understood or not followed, then this 
control would be considered inadequate (described on Datix as limited or poor). In addition to 
any other actions required to reduce or remove the risk, an action should be to make this 
control more robust if possible.  
 
As well as considering what is already in place, consideration should be given to other actions 
which might be required that will minimise the likelihood and/or impact of a threat or maximise 
the likelihood of opportunities. For each risk, an action plan is required.  
 
Planned actions should be ‘SMART’:  

Specific: exactly what needs to be achieved; this should be clearly communicated. 
Measurable: there should be a defined outcome and this needs to be able to be 
measured – so that there is assurance that it works.  
Achievable: stretch goals can be set but they should be attainable.  
Realistic: the action must be possible taking account of time, ability and resources. 
Time restricted: an achievable timescale should be set with defined milestones to 
check progress. 

 
Action plans should identify the action required, the person who will be responsible for 
ensuring the action is implemented, and the timescales involved.  
 
A list of proposed actions should be added to the risk assessment/ risk register (Datix) but for 
complex risks where there are numerous actions, it is recommended that a separate action 
plan is created so that each action can be effectively carried out. Some risk actions may 
require a business case as a cost benefit analysis will aid justification. 
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2.4 Implement 
 
At this stage, the risk should be sufficiently documented; however, the implementation step is 
crucial to avoid the risk from materialising, or at least reduce the impact should it occur. This 
step is about ‘doing the doing’. Actions that have been identified and planned should be 
implemented with a view to reducing or removing the risk. To this purpose, actions should be 
assigned by the risk owner to people who can carry them out effectively although the risk 
owner will remain accountable.  
 
Risk assessments and action plans should be shared with those who could potentially be 
affected by the hazard in order that they can be aware of the risk, know about the controls in 
place and be assured that action is being taken to control the risk. The content of risk 
registers should be a standing agenda item at team meetings.   
 
2.5 Monitor and review  
 
Risk assessments should be reviewed on a regular basis, e.g. if the staff, the activity, or the 
equipment used or other circumstances have changed. It is recommended that all risk 
assessments are reviewed at least annually to ensure they are relevant and that the controls 
remain effective.  
 
3.0 Confederation risk register 
 
The risk register is a record of all the risks that may affect the Confederation’s ability to 
achieve its strategic, project or operational objectives. The risk register contains in summary: 
a description of the risk, the risk owner, any controls in currently in place, actions to be 
completed, and the initial, current and target risk scores. Risk register extracts are frequently 
drawn to allow for scrutiny of risk by appropriate managers, committees and the Executive. 
 
3.1 Effectively describing risks  
 
The risk description should clearly and concisely articulate the hazard, the risk and the effect 
the risk would have, should it happen. There should be appropriate use of language, suitable 
for the public domain with acronyms spelt out in the first instance.  
 
When describing a risk, there are three parts: As a result of..(the hazard / the cause – 
something that is known), there is a risk that …. (the uncertain event that might happen if it is 
not  managed), which would lead to ….. (the effect/ impact).  
 
3.2 Risk types 
 
In formulating the risk register, consideration must be given to all types of risks, e.g.  

 Clinical  

 Financial   

 Reputational 

 Staff safety and wellbeing 

 Organisational 

 Environmental 

 
3.3 Risk scores  
 



18 
 

There are three scores to consider when completing the risk register: 
 
Initial risk score: the risk rating score without any controls in place. This score should remain 
the same throughout the lifetime of the risk and is used as a benchmark to measure the 
effectiveness of controls. 
 
Current (residual) risk score: the risk rating score with existing controls in place. As part of the 
ongoing review process, the score may change until it reaches an acceptable level. The 
current risk score identifies the level at which the risk will be managed and scrutinised. The 
current risk score will determine whether the risk threshold level has been met, as this will 
trigger the escalation procedure described in the Risk Management Policy (section 3 
definitions: Risk tolerance threshold). 
 
Target risk score: the expected risk rating score after all action and mitigation is complete. 
When setting the target score, risk owners should refer to the Confederation risk appetite 
statement (see appendix two) to determine an acceptable risk level. Having said that, all risks 
should ideally be mitigated to their lowest possible level, which could be below the risk 
appetite level.  
 
3.4 Risk ownership 
 
The most appropriate risk owner for a risk is determined by the manager of the affected 
service (where the risk may have its impact) and is the manager who has the ability to affect 
the risk outcome i.e. take or delegate actions.  
 
The risk owner will retain the management of individual risks, irrespective of the risk score. 
Within each risk, actions can be assigned to other staff. Directors may assign themselves the 
ownership of extreme/high risks if they feel this is appropriate and then delegate actions to 
appropriate staff.  
 
Risk owners have the responsibility of reviewing and updating individual risks that have been 
assigned to them.  Once a risk has been mitigated as far as possible, risk owners should 
close the risk in a timely manner. See section 3.7 ‘Closing risks’.  
 
3.5 Managing and escalating risks (thresholds)  
 
Low level risks (risk score 1-6) 
 
Any risks currently scoring 1-6 will be reviewed by the risk owner as appropriate but at least 
twice per year. An appropriate risk owner for low level risks is a service manager.  
 
High level risks (risk score 8-12)  
 
Risks currently scoring 8-12 will be reviewed by the risk owner as appropriate but at least 
quarterly. These risks are monitored at monthly executive meetings.  
 
These risks (currently scoring 8 or above) will be submitted to the Quality, Performance and 
Finance Committee for consideration and potential moderation. 
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Extreme risks (risk score 15-25) 
 
Risks with a current score of 15-25 are categorised as ‘extreme’ risks. An appropriate risk 
owner is a director or a senior manager reporting directly to the responsible director.  
 
Extreme risks will be scrutinised at the monthly Executive meetings and potentially 
moderated.  
 
If the Executive is assured that the residual risk cannot be reduced, it will then have the 
responsibility of authorising further action to reduce the risk. 
 
In exceptional cases, any director can inform the Head of Governance of a potential risk from 
any source, for consideration and inclusion on to the corporate risk register. 
 
3.6 Monitoring the risk register 
 
Realistic review dates should be set by the risk owner, which should be adhered to. Risk 
owners should systematically review their risks and take responsibility for updating risks, 
however, reminders will be sent to risk owners when high and extreme level risks (scored at 8 
or above) review dates have lapsed. The implementation of the action plan and the level of 
the risk must also be kept under review. Where implementation of an action plan has not 
produced the anticipated results, the risk should be reassessed and a revised action plan 
agreed as necessary.  
 
 
3.7 Closing risks 
 
Once all possible actions have been completed or the hazard has passed, the risk should be 
closed, The register should be updated with a risk closure date, the status should be changed 
to ‘closed’, and a final update should be provided.  

 
It is not always possible to identify and then fully implement actions that eliminate or minimise 
a risk. Where this is the case, it is essential that the significance of the risk that remains is 
understood and the Confederation confirms that it is prepared to accept that level of residual 
risk. Following the completion of all actions, if a risk cannot be reduced to a risk score in line 
with, or less than the current risk appetite, the risk will require Executive approval for 
acceptance and closure. The director who has been assigned oversight of the risk should 
bring it to the attention of the Executive in the monthly meeting and seek acceptance for the 
risk to be closed.  
 
3.8 Data quality 
 
For quality assurance purposes, all risk registers and supporting documentation are subject to 
inspection and review, without notice, by the Risk Manager or internal audit. All changes to 
risk registers must be recorded onto the Datix system. Datix has in integral audit trail function 
therefore any changes made to the risk register are recorded.  
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Confederation Risk Assessment Matrix 

Risks are first assessed on likelihood (probability of the risk happening) and secondly on 
consequence (what would happen should the risk occur).  
 
The assessment is completed by scoring the likelihood and the consequence. Tables 1 and 2 
set out the scoring, which is based on a scale of 1-5. Table 3 is the matrix to which these 
scores are then applied. This gives the scoring a Red/Amber/Yellow/Green status which 
indicates the size of the risk.   
 
Table 1:  Likelihood score – time-framed and probability descriptors 
 

When deciding the likelihood score, always remember to consider the risk controls that are 
already in place.   
 
 
Likelihood score  
 

1  2  3  4  5  

 
 
Descriptor  
 
 

Rare  Unlikely  Possible  Likely  Almost certain  

Frequency 
 

Not expected to 
occur for years 
 

Expected to occur at 
least annually 
 

Expected to occur at 
least monthly 

 
 
 
Expected to occur at 
least weekly 
 
 
 
 

 
 
 
 
Expected to occur at 
least daily 
 
 
 
 
 

Probability 
 

<0.1 per cent 
 

0.1 – 1 percent 
 

1 -10 per cent 
10 – 50 per cent 
 

 
 
 
 
> 50 per cent 
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Table 2:  Consequence Score 

Choose the most appropriate descriptor for the identified risk from the left hand side of the 
table then work along the columns in the same row to determine the consequence score (1-
5), which is the number given at the top of the column. 

When deciding the consequence score, always remember to consider the risk controls that 
are already in place.   
  

 
Consequence score (severity levels) and examples of descriptors  

 1  2  3  4  5  

Descriptor Negligible  Minor  Moderate  Major  Catastrophic  

Impact on the safety of 
patients, staff or public 
(physical/psychological 
harm)  

Minimal injury 
requiring 
no/minimal 
intervention or 
treatment.  
 
No time off work 

Minor injury or 
illness, requiring 
minor intervention  
 
Requiring time off 
work for >3 days  
 
Increase in length 
of hospital stay by 
1-3 days  

Moderate injury  
requiring 
professional 
intervention  
 
Requiring time off 
work for 4-14 days  
 
Increase in length 
of hospital stay by 
4-15 days  
 
RIDDOR/agency 
reportable incident  
 
An event which 
impacts on a 
small number of 
patients  
 
 
 
 

Major injury leading 
to long-term 
incapacity/ 
disability  
 
Requiring time off 
work for >14 days  
 
Increase in length 
of hospital stay by 
>15 days  
 
Mismanagement of 
patient care with 
long-term effects  

Incident leading  to 
death  
 
Multiple permanent 
injuries or irreversible 
health effects 
  
An event which 
impacts on a large 
number of patients  

Quality/complaints/audit  Peripheral element 
of treatment or 
service suboptimal  
 
Informal 
complaint/inquiry  

Overall treatment 
or service 
suboptimal  
 
Formal complaint 
(stage 1)  
 
Local resolution  
 
Single failure to 
meet internal 
standards  
 
Minor implications 
for patient safety 
if unresolved  
 
Reduced 
performance 
rating if 
unresolved  

Treatment or 
service has 
significantly 
reduced 
effectiveness  
 
Formal complaint 
(stage 2) 
complaint  
 
Local resolution 
(with potential to 
go to independent 
review)  
 
Repeated failure 
to meet internal 
standards  
 
Major patient 
safety implications 
if findings are not 
acted on  

Non-compliance 
with national 
standards with 
significant risk to 
patients if 
unresolved  
 
Multiple 
complaints/ 
independent review  
 
Low performance 
rating  
 
Critical report  

Totally unacceptable 
level or quality of 
treatment/service  
 
Gross failure of patient 
safety if findings not 
acted on  
 
Inquest/ombudsman 
inquiry  
 
Gross failure to meet 
national standards  
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Human resources/ 
organisational 
development/staffing/ 
competence  

Short-term low 
staffing level that 
temporarily 
reduces service 
quality (< 1 day)  

Low staffing level 
that reduces the 
service quality  

Late delivery of 
key objective/ 
service due to 
lack of staff  
 
Unsafe staffing 
level or 
competence (>1 
day)  
 
Low staff morale  
 
Poor compliance 
with 
mandatory/key 
training  

Uncertain delivery 
of key 
objective/service 
due to lack of staff  
 
Unsafe staffing 
level or 
competence (>5 
days)  
 
Loss of key staff  
 
Very low staff 
morale  
 
Significant 
concerns  about 
compliance with 
mandatory/ key 
training  which  
could have a major 
impact  

Non-delivery of key 
objective/service due 
to lack of staff  
 
Ongoing unsafe 
staffing levels or 
competence  
 
Loss of several key 
staff  
 
 

Statutory duty/ 
inspections  

No or minimal 
impact or breach of 
guidance/ statutory 
duty  
 
 

Breach of 
statutory 
legislation  
 
Reduced 
performance 
rating if 
unresolved  

Single breach in 
statutory duty  
 
Challenging 
external 
recommendations/ 
improvement 
notice  

Enforcement action  
 
Multiple breaches 
in statutory duty  
 
Improvement 
notices  
 
Low performance 
rating  
 
Critical report  

Multiple breaches in 
statutory duty  
 
Prosecution  
 
Complete systems 
change required  
 
Zero performance 
rating  
 
Severely critical report  

Adverse publicity/ 
reputation  

Rumours  
 

Potential for public 
concern  

Local media 
coverage –  
short-term 
reduction in public 
confidence  
 
Elements of 
public expectation 
not being met  

Local media 
coverage – 
long-term 
reduction in public 
confidence  

National media 
coverage with <3 
days service well 
below reasonable 
public expectation  

National media 
coverage with >3 days 
service well below 
reasonable public 
expectation. MP 
concerned (questions 
in the House)  
 
Total loss of public 
confidence  

Business objectives/ 
projects  

Insignificant cost 
increase/ schedule 
slippage  

<5 per cent over 
project budget  
 
Minor schedule 
slippage  

5–10 per cent 
over project 
budget  
 
Schedule slippage 
with moderate 
impact  

Non-compliance 
with national 10–25 
per cent over 
project budget  
 
Schedule slippage 
with  major impact  
 
Key objectives not 
met  

Incident leading >25 
per cent over project 
budget  
 
Schedule slippage  
with catastrophic 
impact 
 
Key objectives not met  

Finance including 
claims  

Small loss.  Risk of 
claim remote  

Loss of 0.1–0.25 
per cent of budget  
 
Claim less than 
£10,000  

Loss of 0.25–0.5 
per cent of budget  
 
Claim(s) between 
£10,000 and 
£100,000  

Uncertain delivery 
of key 
objective/Loss of 
0.5–1.0 per cent of 
budget  
 
Claim(s) between 
£100,000 and £1 
million 
 
Purchasers failing 
to pay on time  

Non-delivery of key 
objective/ Loss of >1 
per cent of budget  
 
Failure to meet 
specification/ slippage  
 
Loss of contract / 
payment by results  
 
Claim(s) >£1 million  

Service/business 
interruption 
Environmental impact  

Loss/interruption of 
>1 hour  
 
Minimal or no 
impact on the 
environment  

Loss/interruption 
of >8 hours 
  
Minor impact on 
environment  

Loss/interruption 
of >1 day  
 
Moderate impact 
on environment  

Loss/interruption of 
>1 week  
 
Major impact on 
environment  

Permanent loss of 
service or facility  
 
Catastrophic impact 
on environment  

  



23 
 

Table 3:  Risk Scoring = likelihood x consequence 
 

Likelihood  
Consequence  

1 Negligible 2 Minor 3 Moderate 4 Major 5 Catastrophic  

5 Almost certain 5  10  15  20  25  

4 Likely 4  8  12  16  20  

3 Possible 3  6  9  12  15  

2 Unlikely 2  4  6  8  10  

1 Rare 1  2  3  4  5  

 

 

Risk score Risk colour Risk level 

1-3 Green Low 

4-6 Yellow Medium 

8-12 Amber High 

15-20 Red Extreme 
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Glossary 
 

Hazard Anything/situations with the potential to cause harm, damage or loss 
 

Risk A risk is an uncertain event or set of events that, should it occur, will have 
an effect on the achievement of objectives. A risk can be a threat or an 
opportunity. 

At Risk Possibility of exposure to the hazard and therefore the chance of injury, ill 
health, harm, damage, loss or service disruption. It may include 
substances, equipment, a work practice or proposed business plan. 

Consequence The result (the impact) of a particular threat or opportunity should it 
actually occur. 

Likelihood The measure of the probability that the threat or opportunity will happen, 
including a consideration of the frequency with which this may arise. 

Controls The existing systems and processes, which help minimise the risk. 
 

Risk Score A means of prioritising risks by measuring each risk in terms of 
consequence x likelihood.   

Assurance Confidence, based on sufficient evidence, that internal 
controls are in place and are operating effectively, and that 
objectives are being achieved. 

Residual Risk 
Rating 

The amount of risk that remains following implementation of all actions 
designed to reduce the risk.  

Risk 
Assessment 

The process used to evaluate a risk and to determine whether controls 
are adequate or more should be done to mitigate the risk.  

Risk Tolerance / 
Threshold 

The risk tolerance is amount of risk the Confederation is prepared to 
accept, tolerate or be exposed to at any point in time. The risk tolerance 
threshold is a pre-set level, which if breached triggers a further response 
i.e. escalation and monitoring.  

Risk Register A record of the risks faced by the Confederation that could affect the 
delivery of objectives. 

Board 
Assurance 
Framework 

A high-level management assessment process and record of the 
strategic risks relating to the delivery of the key objectives and the 
governance processes required to prevent these risks occurring. 

Risk Owner The person allocated the responsibility of ensuring that actions to control 
the risk are implemented. 

 
 
 
 
 

  



25 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

RISK APPETITE STATEMENT 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Responsible committee Audit Committee 

Author 
Confederation Executive  / Head of Development 
and Governance 

Date approved by Audit Committee  

Review date (reviewed annually by SMT)  

Target audience All Confederation staff 

Appendix 2 



26 
 

 

Confederation Risk Appetite Statement 
 
 

1. Introduction 
 

Risk appetite is defined as the amount of risk, on a broad level, that an organisation is willing 
to accept in the pursuit of its strategic objectives. The Confederation has developed and 
documented its risk appetite statement in order to assist decision-makers in understanding 
the degree of risk to which they are permitted to expose the Confederation to, whilst 
encouraging enterprise and innovation. 
 
The Confederation’s risk appetite statement has been defined in relation to its four strategic 
goals. The Confederation’s risk appetite for reputational risk is also defined.  
 
The statement of risk appetite is dynamic and its drafting is an iterative process that reflects 
the challenging environment facing the Confederation and the wider NHS. The Confederation 
will review its risk appetite at least annually. 
 

2. Use of the Confederation risk appetite  
 

It should be acknowledged that the statement of risk appetite is a broad one, which enables 
better internal control and does not offer definitive answers to any specific risk management 
issue. When assessing and managing risks, managers should review the risk appetite 
statement to assist them in determining an acceptable risk target score (see section 4. risk 
appetite target scores) and set out the mitigating action required to achieve this. 
 
No statement of risk appetite can encompass every eventuality and there may be exceptions, 
which mean that the Confederation has valid reasons for setting a level of tolerance outside of 
the scope of the statement of risk appetite. In this case, the rationale will be formally 
documented and consideration will be given to incorporating changes as necessary in any 
future revision of the risk appetite statement.  
 
3. Risk appetite statement 
 
The Confederation recognises that it is operating in a competitive healthcare market where 
safety, quality and viability are paramount and are of mutual benefit to stakeholders and the 
organisation alike. The organisation will manage clinical, financial and business risks in order 
to deliver its objectives in a controlled manner. The Confederation’s current risk appetite is set 
out below.  
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RISK APPETITE STATEMENT 

Quality 
 
Delivering high quality services is at the heart of the Confederation’s way of working. The 
Confederation is committed to the provision of consistent, personalised, safe and effective services. It 
has a minimal (low) appetite to risk that could compromise the delivery of high quality, safe services.  
  
Integrated working and operational performance  
 
The Confederation is committed to developing partnerships with statutory, voluntary and private 
organisations that will bring value and opportunity to the Confederation’s current and future services. 
Working collaboratively requires a degree of risk to be accepted as the Confederation develops joint 
strategic plans to deliver a stronger and more resilient local health service. The Confederation has an 
open (high) risk appetite for developing partnerships with organisations that are responsible and have 
the right set of values, maintaining the required level of compliance with its statutory duties.  
 
The Confederation is supportive of innovation and has an open (high) risk appetite in pursuing 
innovation and challenging current working practices without compromising the quality of patient care. 
In the implementation of changes, the Confederation has a cautious (moderate) risk appetite.  
 
Priority will be given to improvements that protect current operations and the Confederation has a 
cautious (moderate) risk appetite for risk that may compromise the delivery of outcomes but that does 
not comprise the quality of patient care.   
 
Workforce 
 
The Confederation is committed to recruiting and retaining the best staff. It has a minimal (low) 
appetite to risks concerning staff safety. It has a minimal (low) risk appetite for non-compliance with 
statutory and mandatory training requirements.  
 
The Confederation will avoid (zero risk appetite) noncompliance with NHS Employers Standards, 
employment fraud or lapses in professional qualifications. The Confederation has an open (high) risk 
appetite to for learning and development opportunities which allows it scope to implement initiatives 
and procedures that seek to inspire staff and support transformational change whilst ensuring it 
remains a safe place to work. 
 
Finance 
 
The Confederation has a minimal (low) appetite to financial risk in respect of meeting its statutory 
duties of maintaining expenditure within the limits agreed by the Board in recognition of regulatory 
requirements. 
 
The Board has an open (high) appetite to the financial risk associated with new expenditure plans for 
existing services as the benefits for patient care may justify the investment.  For investment in new 
services, the Confederation’s risk appetite is cautious (moderate) if the benefits to existing patients 
cannot convincingly be demonstrated. 
 
In terms of financial controls, the Confederation’s appetite is to avoid risk (zero appetite) of financial 
loss and it will put in place financial governance controls to avoid loss of cash or any other asset with 
significant financial value. 
 
Reputation 
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The Confederation has a cautious (moderate) appetite for risks relating to its reputation. Any actions 
or decisions that have a chance of significant repercussions on the reputation of the Confederation 
and its employees will be subject to a rigorous risk assessment and will be signed off by a member of 
the Senior Management Team. 
 
V2 2017/18 
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4. Risk appetite target scores 
 
The risk appetite is defined by the ‘Good Governance Institute risk appetite for NHS 
organisations’ matrix, which Leeds Community Healthcare Confederation has adopted. This 
has been aligned to the Confederation’s own risk assessment matrix as shown in the table 
below.  
 
Good Governance Institute matrix Risk appetite 

level 
Risk target 
score (range) 

Avoid:  Avoidance of risk and uncertainty is a key 
organisational objective 

Zero Nil 

Minimal: (As little as reasonably possible) Preference for ultra-
safe delivery options with low inherent risk and only for limited 
reward potential 

Low 1-3 

Cautious: Preference for safe delivery options that have a low 
degree of inherent risk and may only have a limited potential 
for reward. 

Moderate 4-6 

Open: Willing to consider all potential delivery options and 
choose, whilst also providing an acceptable level of reward 
(and VFM) 

High 8-12 

Seek: Eager to be innovative and to choose options offering 
potentially higher business rewards (despite greater inherent 
risk)  

Extreme 15-20 

Mature: Confident in setting high levels of risk appetite 
because controls, forward scanning and responsiveness 
systems are robust. 

Extreme 25 
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